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Introduction

Deploying Microsoft Windows XP Professional in a corporate environment isn’t a
trivial task. It requires careful planning, which is often lacking in many scenarios. It
also requires that you be familiar with the technologies involved, including the pos-
sibilities and limitations. This book helps you plan by asking important questions,
and then describes the technologies that help you execute that plan.

Rather than just describing the deployment technologies for deploying Windows
XP Professional and including Microsoft Office 2003 Editions, this book creates a
framework for using them. It doesn’t just describe the contents of a Windows XP
Professional distribution point, for example; instead, it provides template distribu-
tion points that you can copy, customize, and use to deploy Windows XP Profes-
sional in your organization. And these templates help you do things like
automatically handle long filenames, automatically distribute third-party device driv-
ers, and automatically install applications as part of a Windows XP Professional
installation.

Windows Versions

This book is targeted at current versions of Microsoft products:

® Windows XP Professional This book describes how to deploy Windows XP
Professional, not earlier versions of Windows. Much of the content applies
equally well to Microsoft Windows 2000 Professional, but Windows XP Profes-
sional provides unique features settings that Windows 2000 Professional
doesn’t have,

m Office 2003 Editions This book describes how to include Office 2003
Editions in your Windows XP Professional deployment. If you know how to
deploy Microsoft Office XP, you already know much of what you need to know
about Office 2003 Editions. However, Office 2003 Editions include deployment
features that Office XP doesn’t provide, and this book relies on them.

® Windows 2003 Server I vacillate a little between Microsoft Windows 2000
Server and Microsoft Windows Server 2003 because I know that many shops
are still using Windows 2000 Server and will continue to do so for awhile
longer. When a feature is specific to Windows 2003 Server, I point that out.
Otherwise, most of this book’s content applies equally well to both versions of
the network operating system.
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Introduction

Some Terminology

Most of the terminology I use in this book is fairly standard by now, but to avoid
confusion, I'll take a moment to describe how I use some of it.

Rather than give you hardcode paths, I use the standard environment variables
that represent those paths instead. That way, when you read the instructions, you
can apply them to your scenario even if you're using a dual-boot configuration or if
user profiles exist on your computer (C:\Documents and Settings or C:\Winnt\Pro-
files). Additionally, on your computer, the folder that contains the Windows XP Pro-
fessional system files might be in a different location—depending on whether you
upgraded to the operating system, installed a clean copy of the operating system, or
customized the installation path in an unattended-setup answer file. Thus, I use the
following environment variables throughout this book (you can see these environ-
ment variables by typing set at an MS-DOS command prompt):

B %USERPROFILE% This folder represents the current user profile folder.
Thus, if you log on to the computer as Jerry and your profile folders are in
C:\Documents and Settings, you’d translate %USERPROFILE% to C:\Docu-
ments and Settings\Jerry.

B %SYSTEMDRIVE% This is the drive that contains the Windows XP Profes-
sional system files. That’s usually drive C, but if you installed Windows XP Pro-
fessional on a different drive, perhaps in a dual-boot configuration, it could be
drive D, E, and so on.

m %SYSTEMROOT% This is the folder containing Windows XP Professional.
In a clean installation, this is usually C:\Windows, but if you upgraded from
Windows NT or Windows 2000, it’s probably C:\Winnt,

Aside from the environment variables, I also use abbreviations for the various
root keys in the registry. HKEY_CLASSES_ROOT and HKEY_LOCAL_MACHINE are
unwieldy, for example, and cause lines to wrap in funny places. To make the book
more readable, I use the following instead:

HKCR HKEY_CLASSES_ROOT
HKCU HKEY_CURRENT_USER
HKIM HKEY_LOCAL_MACHINE
HKU HKEY_USERS

HKCC HKEY_CURRENT_CONFIG
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Companion CD

This book comes with a companion CD that includes planning aids, sample distribu-
tion points, scripts, tools, and a fully searchable electronic version (eBook) of the
book. It also includes what could be the largest collection of deployment-related
white papers in one place. Here is what you find in each directory of the compan-
ion CD:

B Aids This folder contains job aids, which are mostly planning worksheets.
Simply copy each job aid to your computer and edit as appropriate.

m Extras This folder contains white papers and other useful documentation,
mostly provided by Microsoft. There is a subfolder in Extras for each chapter,
making it easier to find the documentation associated with each chapter.

m Favorites This folder contains shortcuts for all of the hyperlinks contained in
this book. You can drag these directly to your Favorites folder to access them
more quickly.

m Samples This folder contains sample files and distribution points. Each chap-
ter that provides samples in this folder also provides instructions for using
them. In most cases, you copy the samples to your computer and customize the
files they contain by using the documentation contained in them as a guide.

m Scripts This folder contains a variety of scripts that are useful in deployment
scenarios. Some are Windows Script Host (WSH) scripts, and others are batch
scripts. In most cases, typing the name of the script without any command-line
options will provide help for using them.

I continued testing the scripts after submitting this book’s manuscripts, so you
might find slight differences between the listings in the book and the contents of the
CD. If in doubt, the contents of the CD are more current than this book’s listings.

System Requirements

The systems to which you deploy Windows XP Professional will vary and must meet
the Windows XP Professional minimum requirements (which you will learn about in
this book’s planning chapters). Most of the scripts contained on the companion CD
do require at least Windows 2000 Professional, Windows 2000 Server, Windows XP
Professional, or Windows Server 2003. To view the electronic version of the book,
you’ll need Adobe Acrobat or Adobe Reader. To obtain more information about
these products or to download Adobe Reader, visit www.adobe.com.
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Companion Web Site

Other

It’s my hope that this book makes your deployment job easier. Even though this
book has over 800 pages, I don’t for a minute believe that it is comprehensive
enough to cover every scenario in every organization. Also, some topics are much
bigger than the few pages I had to cover them. For example, Group Policy gets only
about 60 pages in this book, but I could write another 300 useful pages about this
technology.

That's why I envision this book as a living book. By that, I mean to support and
update the book continuously via its companion Web site, which provides updated
examples, chapters, and other new content. I'll also correct errors via this Web site.
Most importantly, this Web site contains a bulletin board that you can use to collab-
orate with the rest of the deployment community. I'll answer questions on this bul-
letin board system, and you’ll likely receive useful answers from other readers. The
URL of the companion Web site is bitp.//www.bddreskit.com.

Resources

There are three references that are absolutely necessary when deploying Windows
XP Professional and Office 2003 Editions. This book refers to them frequently, in
almost every chapter, and you should get to know them well:

m Windows XP Professional Deployment Tools These tools are on the
Windows XP Professional distribution CD in the Support\Tools folder. They're
in the Deploy.cab file, which you can open in Microsoft Windows Explorer to
extract its contents. Aside from the tools it provides, it includes an outstanding
set of documentation, “Microsoft Windows Corporate Deployment Tools User’s
Guide,” including reference material for various deployment files such as unat-
tended-setup answer files. This documentation is in Deploy.chm and Ref.chm.
You might as well copy both of these files to your My Documents folder to
keep them handy.

m Office 2003 Editions Resource Kit This resource kit provides documenta-
tion and tools for customizing and deploying Office 2003 Editions. This resource
kit is available on Microsoft’s Web site at bttp://www.microsoft.com/office/ork.

B Microsoft Solution Accelerator for Business Desktop Deployment The
Microsoft Solution Accelerator for Business Desktop Deployment (BDD) pro-
vides guidance and tools to help you quickly deploy Windows XP Professional
and Office 2003 Editions, as well as other business applications to computers
across an organization. It includes technical guides that will assist you in plan-
ning and executing a rapid deployment. It also includes a variety of sample doc-
uments and templates to help you start, manage, and transition your desktop
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deployment project to a production environment. You can download the BDD
solution accelerator from Microsoft's Web site at htp.//www.microsoft.com
/downloads. If you're not a nuts-and-bolts type, the solution accelerator is a
good starting point for your own deployment project. And this book is a good
complement to it.

Lab Testing

This isn’t your run-of-the-mill technology book. For example, I wrote an introduc-
tory book about Microsoft Windows Server 2003. Very little of that book could have
serious consequences unless it was used with total abandonment of common sense.

This book is different, however. Even with the best-laid plans, using this book’s
contents without testing your design and implementation could have very serious
consequences for your organization, its infrastructure, and your job security. To suc-
ceed, a large-scale desktop deployment requires careful planning and thorough test-
ing. Take the ideas and techniques that I describe in this book, make them your own
by extending them to suit your needs, and then test them carefully before imple-
menting them in your organization.

Resource Kit Support Policy

Microsoft does not support the tools and scripts supplied on the Microsoft Windows
Desktop Deployment Resource Kit companion CD. Microsoft does not guarantee the
performance of the tools or scripting examples, or any bug fixes for these tools and
scripts. However, Microsoft Press provides a way for customers who purchase this
book to report any problems with the software and receive feedback on such
issues—just send e-mail to msinput@microsoft.com. This e-mail address is only for
issues related to Microsoft Windows Desktop Deployment Resource Kit. Microsoft Press
also provides corrections for books and companion CDs through the World Wide
Web at: bitp.//www.microsoft.com/learning/support/. To connect directly to the
Microsoft Press Knowledge Base and enter a query regarding a question or issue, go
to: hitp://www.microsoft.comy/learning/support/search.asp. For issues related to the
Windows operating system, please refer to the support information included with
your product.

Contacting Me

If you have any comments or questions, please feel free to send them my way
at jerry@boneycutt.com. I answer my e-mail. You can also visit my Web site, bitp:
//www.boneycutt.com to learn more about me and the deployment services I'm
able to provide.
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Chapter 1

Deployment Plan

This chapter helps you determine the best way to deploy Microsoft Windows XP
Professional in your organization. Deploying the operating system requires careful
planning. Before you install Windows XP Professional on your desktop computers,
you must determine whether you need to upgrade your hardware and applications.
Then you must decide which features to install, how much centralized control to
maintain over users’ computers, and which installation methods to use.

In this chapter:

Planning Overview . .. ....... ittt iiininnneeiee innennnnnns 4
EnvironmentPlan. . ........ i i e e 8
Configuration Plan . .............. ittt it einnnans 14
Distribution Plan. . . .......... . . i ittt it tie e te e 19
Distribution Methods . ... ........ ... it it 27
Best Practices .........c.ciiiiiiiiiiii ittt ittt et ina e 34

Checklist

® Have you been given a charter and do you understand it? Make sure
that you have a clear charter and that you understand its objectives
and constraints.

B Have you assembled an initial planning team for your deployment
project? If not, invite key participants from each technical discipline
(infrastructure, desktop engineering, help desk, and so on) to partici-
pate in initial planning stages.

B Do you have a clear window of time during which you can plan and deploy
a new desktop? Desktop deployment projects are complicated and dis-
ruptive enough without compounding them with other ongoing projects.
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Planning Overview

The first step in the deployment process is to assess your business needs so that you
can define the project scope and objectives. Next, decide how best to use
Windows XP Professional to meet those needs. Then, assess your current network
and desktop configurations, determine whether you need to upgrade your hardware
or software, and choose the tools for your deployment. Having made these deci-
sions, you are ready to plan your deployment. An effective plan typically includes
the following:

A schedule for the deployment.
All the details for customizing Windows XP Professional.

An assessment of your current configuration, including information about
users, organizational structure, network infrastructure, and hardware and soft-
ware. Create a test environment in which you can deploy Windows XP Profes-
sional by using the features and options in your plan. Have your test
environment mirror, as closely as possible, your users’ network, including
hardware, network architecture, and business applications.

Test and pilot plans. When you're satisfied with the results in your test environ-
ment, roll out your deployment to a specific group of users to test the results
in a controlled production environment. This is your pilot test.

A rollout plan. Finally, roll out Windows XP Professional to your entire
organization.

Creating the deployment plan is a cyclical process. As you move through each

phase, modify the plan based on your experiences.

More Info The white paper “Deploying and Supporting Windows XP” at
http.//www.microsoft.com/technet/itsolutions/msit/deploy/wxpdpsp.mspx
provides a good overview of the deployment-planning process.

On the Resource Kit CD  Another excellent resource for better understand-
ing how to plan a deployment is the white paper “Deployment Planning Blue-
print for Windows XP and Office XR” You can download this white paper from
Microsoft's Web site at http://www.microsoft.com/resources/desktop
/deployment.asp. You'll also find a copy of this white paper on this book’s
companion CD in Extras\chapO1. The file name is WinXPOfficeXRdoc.
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Scheduling Templates

This book’s companion CD contains a handful of planning templates for
Microsoft Project 2003 that you can use to plan and document your project.
They are in the folder Extras\chapOl1. They're also at http://office.
microsoft.com/templates in the Meetings and Projects category:

Project.mpt A template for scheduling a deployment project

m Offproj.mpt A template for scheduling a Microsoft Office 2003
Editions deployment project

m Winproj.mpt A template for scheduling a Windows XP Professional
deployment project

m Lanproj.mpt A template for scheduling an infrastructure deployment
project

Scope and Objectives

The scope is the baseline for creating a specification for your deployment project.
The scope of your deployment project is defined largely by your answers to the fol-
lowing questions:

What business needs do you want to address with Windows XP Professional?
What are the long-term IT goals for the deployment project?

How will your Windows XP Professional client computers interact with your IT
infrastructure?

Current Environment

Document your existing computing environment, looking at your organization’s
structure and how it supports users. Use this assessment to determine your readiness
for desktop deployment of Windows XP Professional. The three major areas of your
computing environment to assess include your hardware, software, and network:

m Hardware. Do your desktop and laptop computers meet the minimum hard-
ware requirements for Windows XP Professional? In addition to meeting these
requirements, all hardware must be compatible with Windows XP Professional.

B Software. Are your applications compatible with Windows XP Professional?
Make sure that all your applications, including custom-designed software,
work with computers running Windows XP Professional. For more information
about application compatibility, see Chapter 2, “Application Compatibility.”



6 Part I: Planning

B Network. Document your network architecture, including topology, size,
and traffic patterns. Also, determine which users need access to various appli-
cations and data, and describe how they obtain access.

Where appropriate, create diagrams to include in your project plan. Diagrams
convey more information than words alone. My favorite tool for creating these
diagrams is Microsoft Office Visio 2003. See http.//www.microsoft.com/office for
information.

Testing and Piloting

Before rolling out your deployment project, you need to test it for functionality in a
controlled environment. Before you begin testing your deployment project, create a
test plan that describes the tests you will run, the expected results, a schedule for
performing tests, and who will run each test. The test plan must specify the criteria
and priority for each test. Prioritizing your tests can help you avoid slowing down
your deployment because of minor failures that can be easily corrected later; it can
also help you identify larger problems that might require redesigning your plan.

The testing phase is essential because a single error can be duplicated to all
computers in your environment if it is not corrected before you deploy the image.
Create a test lab that is not connected to your network but mirrors, as closely as pos-
sible, your organization’s network and hardware configurations. Set up your hard-
ware, software, and network services as they are in your users’ environment.
Perform comprehensive testing on each hardware platform, testing both application
installation and operation. This can greatly increase the confidence of the project
teams and the business-decision makers, resulting in a higher-quality deployment.

Microsoft recommends that you roll out the deployment to a small group of
users after you test the project. Piloting the installation allows you to assess the suc-
cess of the deployment project in a production environment before rolling it out to
all users (crawling before walking, walking before running). To pilot the project, roll
out the deployment to a small group of users. The primary purpose of pilot projects
is not to test Windows XP Professional. Instead, the aim of your early pilots is to get
user feedback for the project team. This feedback is used to further determine the
features that you need to enable or disable in Windows XP Professional. This is par-
ticularly relevant if you upgrade from Microsoft Windows 98 or Microsoft Windows
Millennium Edition (Me), which do not include features such as domain-based com-
puter accounts, local security, and file system security. For pilots, you might choose
a user population that represents a cross-section of your business in terms of job
function and computer proficiency. Install pilot systems by using the same method
that you plan to use for the final rollout.

The pilot process provides a small-scale test of the eventual full-scale rollout,
so you can use the results of the pilot, including any problems encountered, to final-
ize your rollout plan. Compile the pilot results and use the data to estimate upgrade
times, the number of concurrent upgrades you can sustain, and peak loads on the
user support functions.
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After you thoroughly test your deployment plan and pilot the deployment to smaller
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groups of users and you’re satisfied with the results, begin rolling out Windows XP
Professional to the rest of your organization. To finalize the rollout plan, you need
to determine the following:

The number of computers to be included in each phase of the rollout

The time needed to upgrade or perform a clean installation for each computer

to be included

The personnel and other resources needed to complete the rollout

The timeframe during which you plan to roll out the installations to different

groups

Training needed for users throughout the organization

Throughout the rollout, gather feedback from users and modify the deploy-
ment plan as appropriate.

More to Think About

There are many more issues involved in planning a desktop deployment than
| describe in this chapter. Examples include the following processes:

Choosing a deployment team

Recruiting sponsors and champions for the project
Managing schedules and milestones

Managing sign-off processes for milestones

Recruiting pilot testers and training them

Decommissioning older hardware

Aside from searching the plethora of resources for the various issues
you should consider, | recommend that you sit down with the key people
involved in the project and flush these issues out over the course of a few
days. Assign ownership for key areas of your deployment plan to ensure that
nothing slips through the cracks. Don’t overcomplicate the planning process
with useless steps and irrelevant documentation that just keeps the project
stuck in a quagmire.
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Environment Plan

As described in the section “Current Environment,” your deployment plan must
include an assessment of your current infrastructure as well as the steps necessary to
update the environment. The answers to the following questions can help you
determine what you must do to prepare the computers in your organization for
Windows XP Professional:

m Are the computers and other devices in your network compatible with
Windows XP Professional?

m What applications does your organization use? Are they compatible with
Windows XP Professional, or do you need to upgrade to newer versions of the
software before upgrading users’ computers?

m  Are all of your users connecting locally, or do some of them use remote access
to connect to your network?

To determine whether your computers and peripheral devices are compatible
with Windows XP Professional, see the Hardware Compatibility List (HCL) on
Microsoft’s Web site at bttp.//www.microsoft.com/whdc/bcl/search.mspx. For more
information about application compatibility, see the Windows Catalog at
bttp://www.microsoft.com/windows/catalog. Before you can upgrade your users to
Windows XP Professional, you must upgrade other software and your hardware as
needed. Be sure to upgrade devices, remote access services, and your organization’s
applications first.

Upgrade Paths

You can’t upgrade from Microsoft Windows 95 or Microsoft Windows 3.x to
Windows XP Professional. If you are migrating from either of these operating sys-
tems you must do a clean installation of the operating system and then install device
drivers that are compatible with Windows XP Professional. Upgrading from
Microsoft Windows 98 or Microsoft Windows Me to Windows XP Professional might
require some additional planning because of differences in the registry structure and
the setup process.

Windows 2000 and Windows NT Workstation 4.0 provide the easiest upgrade
path to Windows XP Professional because they share a common operating system
structure and core features, such as support file systems, security concepts, device
driver requirements, and registry structure. If you upgrade or install Windows XP
Professional on a Windows NT Workstation 4.0-based computer that uses NT file
system (NTFS), the installation process automatically upgrades the file system to
Windows XP Professional NTFS. If you install or upgrade to Windows XP
Professional and the current file system is file allocation table (FAT), you are asked
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if you want to upgrade to the NTFS file system. You cannot upgrade computers that
run Windows NT Workstation 3.51 to Windows XP Professional. You must do a
clean installation of Windows XP Professional.

Many updated drivers ship with the Windows XP Professional operating sys-
tem CD. However, when critical device drivers, such as hard-drive controllers, are
not compatible with Windows XP Professional or can’t be found, Windows XP Setup
might halt the upgrade until updated drivers are obtained. The 16-bit device drivers
for Windows Me, Windows 98, Windows 95, and Windows 3.x were based on the
virtual device driver (VxD) model. The VxD model is not supported in Windows XP
Professional. An upgrade does not migrate drivers from Windows Me or Windows
98 to Windows XP Professional. If the driver for a particular device does not exist in
Windows XP Professional, you might need to download an updated driver from the
device manufacturer.

Some hardware devices that are supported by Microsoft Windows NT Worksta-
tion 4.0 also work on Windows XP Professional; however, it is best to run
Windows XP Setup in Check Upgrade Only mode to check for driver compatibility
issues before upgrading the operating system (see the sidebar “Using Check
Upgrade Only” for more information). Windows XP Professional does not support
drivers, including third-party drivers, that worked on Windows NT Workstation 4.0.
You need to obtain an updated driver for Windows XP Professional from the device
manufacturer. Typically, you can address issues concerning deployment or upgrade
of Windows NT Workstation 4.0 during the test phase of deployment.

Note To access an NTFS volume that has been upgraded for Microsoft
Windows XP Professional, you need to be running Windows NT 4.0 Service
Pack (SP) 4 or later.

Client Hardware

Make sure that your hardware is compatible with Windows XP Professional, and that
all the computers on which you plan to install the operating system are capable of
supporting the installation. Table 1-1 shows the minimum and recommended hard-
ware requirements for installing Windows XP Professional. For more information
about hardware compatibility with Windows XP Professional, see the HCL at
bttp://www.microsoft.com/whdc/bcl/search.mspx. If you're purchasing new hard-
ware, contact the hardware vendor to confirm its compatibility with Windows XP
Professional. Most hardware vendors will loan you evaluation computers so you can
test your configuration on them.
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Table 1-1 Hardware Requirements

Minimum Requirements Recommended Requirements

Intel Pentium (or compatible) 233 megahertz Intel Pentium II (or compatible) 300 MHz
(MHz) or higher processor or higher processor

64 megabytes (MB) of RAM 128 MB (4 GB maximum) of RAM

2 gigabyte (GB) hard disk with 650 MB of free 2 GB of free disk space
disk space (additional disk space required if )
installing over a network)

Video Graphics Adapter (VGA) or higher display ~ Super VGA (SVGA) display adapter

adapter and Plug and Play monitor
Keyboard, mouse, or other pointing device Keyboard, mouse, or other pointing
device

Compact disc read-only memory (CD-ROM) or CD-ROM or DVD-ROM drive (12x or
digital video disc read-only memory (DVD-ROM) faster)
drive (required for CD installations)

Network adapter (required for network Network adapter (required for network
installation) installation)

Note Windows XP Professional supports single and dual central processing
unit (CPU) systems.

Before upgrading to Windows XP Professional, check that the computer’s BIOS
is the latest available version and that it is compatible with Windows XP Profes-
sional. You can obtain an updated BIOS from the manufacturer. If the computer
does not have Advanced Configuration and Power Interface (ACPD) functionality,
you might need to update the BIOS. To get ACPI functionality after Windows XP
Professional is installed, you are required to do an in-place upgrade of your current
installation. Microsoft does not provide technical support for BIOS upgrades. Con-
tact the manufacturer for BIOS upgrade instructions. For more information about
BIOS issues, see the HCL at http://www.microsoft.com/whdc/bcl/search.mspx.

The Windows XP Professional HCL is a list of hardware devices that have suc-
cessfully passed the Hardware Compatibility Tests. All hardware on the HCL works
with Windows XP Professional. Hardware not included on the HCL is not guaran-
teed to work successfully with Windows XP Professional. Installing Windows XP
Professional on a computer that has hardware that is not on the HCL might cause the
installation to fail, or it might cause problems after installation. For more information
about hardware compatibility, see bitp.//www.microsoft.com/whdc/bcl/search.mspx. A
device that is not on the HCL might function, but not be supported by Windows XP



Chapter 1: Deployment Plan 11

Professional. For devices that do not function when the computer is running
Windows XP Professional, contact the device manufacturer for a Windows XP
Professional-compatible driver. If you have a program that uses 16-bit drivers, you
need to install 32-bit Windows XP Professional-compatible drivers from the device
manufacturer to ensure functionality with Windows XP Professional.

Client Software

Because there are new technologies in Windows XP Professional, you need to test
your business applications for compatibility with the new operating system. Even if
you currently use Windows NT Workstation 4.0, you need to test applications to
make sure that they work as well on Windows XP Professional as they do in your
existing environment. Also, enhancements included in Windows XP Professional,
such as improved security features, might not be supported by some applications.

Identify all applications that your organization currently uses, including custom
software. As you identify applications, prioritize them and note which ones are
required for each business unit in your organization. Remember to include opera-
tional and administrative tools, including antivirus, compression, backup, and
remote-control programs.

Applications that comply with the Windows XP Application Specification are
compatible with Windows XP Professional and take advantage of the new technol-
ogies it provides. The desktop application specification applies to any software that
runs on Windows XP Professional, whether it runs as a standalone program or as the
client portion of a distributed application. Commercial applications that comply with
the Windows XP Application Specification can be certified by an independent test-
ing organization if they meet certain requirements, such as using Windows Installer.
Applications can also comply with the specification even if they are not certified. For
more information about the specification, see btip.//www.microsoft.com
/windowsserver2003/partners/isvs/cfw.mspx.

More Info  For more information about overcoming compatibility issues,
particularly when an upgrade for an application isn’t available, see
Chapter 2. This chapter describes how to use the Application Compatibility
Toolkit to resolve compatibility problems with Windows XP Professional.
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Using Check Upgrade Only

Windows XP Setup includes a Check Upgrade Only mode, which you can use
to test the upgrade process before you do an actual upgrade. This mode pro-
duces a report that flags potential problems that might be encountered dur-
ing the actual upgrade, such as hardware compatibility issues or software
that might not be migrated during the upgrade. To run Windows XP Setup in
this mode, select Check System Compatibility from the menu displayed
when you insert the installation CD. You can also run Windows XP Setup in
this mode by running Winnt32.exe from the i386 folder with the command-
line parameter /checkupgradeonly. The Upgrade Report is a summary of
potential hardware and software upgrade issues. The following entries are in
the report:

m MS-DOS configuration. This reports entries in Autoexec.bat and
Config.sys that are incompatible with Windows XP Professional. These
entries might be associated with older hardware and software that are
incompatible with Windows XP Professional. It also suggests that more
technical information is provided in the Setupact.log file located in the
%WINDIR% folder.

B Unsupported hardware. This reports hardware that might not be sup-
ported by Windows XP Professional without additional files.

B Software that must be permanently removed. This reports upgrade
packs that are required for some programs because they do not sup-
port Windows XP Professional or because they can introduce problems
with Windows XP Professional. Before upgrading to Windows XP Profes-
sional, gain disk space by using Add Or Remove Programs in Control
Panel to remove programs not in use.

m Software that must be temporarily removed. This reports upgrades
that are recommended for programs because they use different files
and settings in Windows XP Professional. If an upgrade cannot be
obtained, remove the program before upgrading by using Add Or
Remove Programs in Control Panel. After upgrading to Windows XP
Professional, reinstall or upgrade the program.

® Installation requirements. This reports how much additional disk
space or memory is required to install Windows XP Professional, and
whether the computer contains operating systems that cannot be
upgraded to Windows XP Professional.
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Some problems are blocking issues. If an incompatibility prevents the
upgrade from continuing, a wizard appears to inform the user. You can view
details about the incompatibility, if available. Uniess you can fix the problem
by supplying a missing file (by clicking the Have Disk button), you must quit
Windows XP Setup and fix the problem before running Winnt32.exe again.
Others are simply warnings. If the incompatibility does not prevent a success-
ful upgrade to Windows XP Professional, you are warned that this application
might not work correctly with Windows XP Professional. At this point, you can
choose to quit or to continue the upgrade. The Have Disk button is also sup-
ported in this case.

The Upgrade Report also lists issues that do not prevent a successful
upgrade, but might be useful for the user to know. This includes information
about incompatible hardware accessories or applications that might need to
be updated or are replaced by Windows XP functionality, as well as program
notes. A General Information section lists information you need to be aware of
before upgrading, such as files found on the computer (these might include
backup files that need to be saved to a different location so they are not
removed by Windows XP Setup), excluded or inaccessible drives, configurations
that might be lost during the upgrade process, and other reference information.

Infrastructure

Assess your network infrastructure by identifying existing network protocols, net-
work bandwidth, and the network hardware. Table 1-2 describes how these issues
affect your deployment plan.

Table 1-2 Network Infrastructure

Attribute Effect on Project Plan

Network Network protocols determine how you customize several of the networking
Protocols sections of answer files, such as [NetAdapter], [NetProtocols/, and [NetServices]. See
Chapter 6, “Answer Files,” for more information about customizing answer files.

Network Network bandwidth affects which method of installation to use. For example,

Bandwidth  in low-bandwidth networks or on computers that are not part of a network,
you might need to use a local installation method. For high-bandwidth
network connections, you might choose to install Windows XP Professional by
using a network-based disk image.

Network The servers you have in your network affect the installation tools available to

Servers you. If you have an existing Microsoft Windows 2000 Server or Microsoft
Windows Server 2003 infrastructure in place, you can use a wider range of
tools to automate and customize client installations, including Remote
Installation Services (RIS). For more information about RIS, see Chapter 16,
“Remote Installation Service."
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Next, collect information about both the hardware and software in your net-
work infrastructure. This should include the logical organization of your network,
name- and address-resolution methods, naming conventions, and network services
in use. Documenting the location of network sites and the available bandwidth
between them can help you decide which installation method to use.

Document the structure of your network, including server operating systems,
file and print servers, directory services, domain and tree structures, server proto-
cols, and file structure. You should also include information about network admin-
istration procedures, including backup and recovery strategies, antivirus measures,
and data storage and access policies. If you use multiple server operating systems,
note how you manage security and users’ access to resources. Network security
measures should also be included in your assessment of the network. Include infor-
mation about how you manage client authentication, user and group access to
resources, and Internet security. Document firewall and proxy configurations. Create
physical and logical diagrams of your network to organize the information you gather:

m The physical network diagram can include the following information:

® Physical communication links, including cables, and the paths of analog
and digital lines.

Server names, Internet protocol (IP) addresses, and domain membership.

Location of printers, hubs, switches, routers, bridges, proxy servers, and
other network devices.

B Wide area network (WAN) communication links, their speed, and avail-
able bandwidth between sites. If you have slow or heavily used connec-
tions, it is important to note them.

B The logical network diagram can include the following information:
# Domain architecture

B Server roles, including primary and backup domain controllers, and WINS
and DNS servers

®m Trust relationships and any policy restrictions that might affect your
deployment

Configuration Plan

After you identify your business needs and decide which features of Windows XP
Professional to use, determine how to implement these features to simplify the man-
agement of users and computers in your organization. An important means to sim-
plification is standardization. Standardizing desktop configurations makes it easier to
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install, update, manage, support, and replace computers that run Windows XP
Professional. Standardizing users’ configuration settings, software, hardware, and
preferences makes it easier to deploy operating system and application upgrades,
and configuration changes can be guaranteed to work on all computers.

When users install their own operating system upgrades, applications, device
drivers, settings, preferences, and hardware devices, a simple problem can become
complex. Establishing standards for desktop configurations prevents many problems
and makes it easier for you to identify and resolve problems. Having a standard con-
figuration that you can install on any computer minimizes downtime by ensuring that
user settings, applications, drivers, and preferences are the same as before the prob-
lem occurred. The following sections provide an overview of some of these features.

More Info Chapter 3, “Windows Configuration,” describes configuration
planning in detail. This chapter describes how to create a preferred, stan-
dardized configuration for Windows XP Professional. It includes configuring
desktop management, desktop connectivity, security, file systems, applica-
tions, settings, and more. Planning a configuration for Office 2003 Editions
is also an important consideration. For help designing a preferred configura-
tion for Office 2003 Editions, see Chapter 4, “Office Configuration.”

Note Some features are available only if you deploy Windows XP
Professional in a domain that uses Active Directory. Other features are
available to any computer running Windows XP Professional, using any
server. After you identify your business needs, you can map desktop man-
agement, security, and networking features in Windows XP Professional to
those needs.

Management

Desktop management features allow you to reduce the total cost of ownership in
your organization by making it easier to install, configure, and manage clients. These
features are also designed as tools to make computers easier to use. Table 1-3
describes desktop management features in Windows XP Professional that increase
user productivity. See Chapter 3 for more information about them.
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Table 1-3 Desktop Management Features

Feature

Description

Benefit

Group Policy
Administrative
Templates

Software
Installation and
Maintenance

Roaming User
Profiles

Folder
Redirection

Offline Files
and Folders

Files that you can use to
configure Group Policy settings
to govern the behavior of
services, applications, and
operating system components.

An IntelliMirror feature that you
can use to assign or publish
software to users according to
their job needs.

A feature that ensures that the
data and settings in a user’s
profile are copied to a network
server when the user logs off and
are available to the user
anywhere on the network.

An IntelliMirror feature that you
can use to redirect certain folders,
such as My Documents, from the
user’s desktop to a server.

A feature that you can use to
make files that reside on a
network share available to a local
computer when it is disconnected
from the server.

Allows you to configure registry-based
policy settings for domains,
computers, and users.

Allows you to centrally manage soft-
ware installation and to repair installa-
tions by using Windows Installer.

Provides a transparent way to back
up the user’s profile to a network
server, protecting this information
in case the user’s computer fails.
This is also useful for users who
roam throughout the network.

Provides improved protection for
user data by ensuring that local data
is also redirected or copied to a
network share, providing a central
location for administrator-managed
backups. Speeds up the logon
process when using Roaming User
Profiles by preventing large data
transfers over the network.

Allows users without constant
network access, such as remote and
mobile users, to continue working on
their files even when they are not
connected to the network. Users can
also have their file synchronized with
the network copy when they
reconnect.

Multilingual Multilanguage support in Lets administrators customize desktop
Options Windows XP Professional lets computers in their organization with
users edit and print documents in  the language and regional support
almost any language. that best meets their users’ needs.
Networking

You can configure computers that run Windows XP Professional to participate in a
variety of network environments, including Microsoft Windows-based, Novell Net-
Ware-based, UNIX-based, and IBM Host Systems-based networks. You can also con-
figure Windows XP Professional to connect directly to the Internet without being
part of a network environment. Windows XP Professional includes several features,
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such as Zero Configuration, which simplify the process of connecting to a network
and allow mobile users to access network resources without physically reconnecting
cables each time they move to a new location. Table 1-4 describes several features
in Windows XP Professional that provide remote and local access to resources and
support for communication solutions.

Table 1-4 Networking Features

Feature

Description

Benefit

TCP/IP

Dynamic Host
Configuration
Protocol
(DHCP)

Telephony and
Conferencing

Remote Access

Client Service
For NetWare

Secure Home
Networking

The standard transport protocol in
Windows XP Professional.

A protocol that allows computers
and devices on a network to be
dynamically assigned IP addresses
and other network configuration
information.

A service that abstracts the details
of the underlying telecommunica-
tions network, allowing applica-
tions and devices to use a single
command set.

A connection between the local
network and a remote or home
office, established by dial-up
modem, virtual private network
(VPN), X.25, Integrated Services
Digital Network (ISDN), or Point-
to-Point Protocol (PPP).

A feature that allows Windows XP
Professional clients to transmit
Network Core Protocol (NCP)
packets to NetWare servers.

Includes Internet Connection Shar-
ing, bridging, personal firewall,
and Universal Plug and Play.

Provides communication across
networks that use diverse hardware
architectures and various operating
systems, including computers
running Windows XP Professional,
devices using other Microsoft
networking products, and non-
Microsoft operating systems such as
UNIX.

Eliminates the need to manually
configure IP addresses and other IP
settings, reducing potential
conflicts and administrative
overhead caused by static
configurations.

Allows data, voice, and video
communications to travel over the
same IP-based network
infrastructure.

Allows users to access the network
from home or remote offices or in
transit.

Allows Windows XP Professional
client computers to connect to
NetWare file and print servers.

Provides easy connectivity for
various devices within the home
and from the home to the
corporate network, along with safe
access to the Internet and multiple-
user accessibility over a single
Internet connection.
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Table 1-4 Networking Features

Feature

Description

Benefit

Wireless
Connectivity

Zero
Configuration

Protocols that are supported by
Windows XP Professional to
provide LAN and WAN
connectivity, including security
mechanisms that can make the
wireless connection as secure as a
cabled connection.

A mechanism in which a client
computer goes through a list of
possible network configurations
and chooses the one that applies
to the current situation.

Provides ease of mobility by allowing
users to access network resources
and the Internet without using
connection cables.

Allows the administrator to set up the
initial configuration options so that
users do not need to know which
connection configuration to use.

Windows XP Professional includes features to help you secure your network and
computers by controlling authentication and access to resources and by encrypting
data stored on computers. Also included are preconfigured Security Templates for
various security scenarios. Table 1-5 is an overview of these features.

Table 1-5 Security Features

Feature Description Benefit
Security Four preconfigured combinations  Allow you to implement the appro-
templates of security policy settings that priate templates without modifica-

Security groups

ACLs

Kerberos

represent different organizational
security needs: basic, secure,
highly secure, and compatible.

User groupings, used to administer
security, which are defined by their
scope, their purpose, their rights,
or their role.

Ordered lists of access control
entries (ACEs) that collectively
define the protections that apply to
an object and its properties.

The authentication protocol for
computers running Microsoft
Windows 2000 and Windows XP
Professional in Active Directory
domains.

tions or use them as the base for
customized security configurations.

Allow you to control users’ rights on
the system. By adding or removing
users or resources from the appropri-
ate groups as your organization
changes, you can change access con-
trol lists (ACLs) less frequently.

In combination with security groups,
configuring ACLs on resources makes
user permissions easier to control
and audit.

Provides more efficient and secure
authentication than NTLM.
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Feature Description Benefit
NTLM The default authentication protocol  Allows Windows XP Professional
in Microsoft Windows NT 4.0 and  computers to establish connections
Windows XP Professional. to Windows NT-based networks.
Windows A technology that can supply users  Can increase security on a per-
stored user with different credentials for resource basis by allowing users to
names and different resources. store and manage credentials.
passwords
Smart card An integrated circuit card (ICC) Provides tamper-resistant storage for
support that can store certificates and private keys and other forms of
private keys, and perform public personal identification. Isolates
key cryptography operations such  critical security computations
as authentication, digital signing, involving authentication, digital
and key exchange. signatures, and key exchange.
Enables credentials and other private
information to be moved among
computers.
Encrypting File A feature of NTFS that uses symmet- Allows administrators and users to

System (EFS)

ric key encryption and public-key
technology to protect files.

encrypt data to keep it secure. This is
particularly beneficial to mobile
users.

Distribution Plan

After you decide how to use Windows XP Professional in your organization and how
best to manage your users and computers, you need to prepare your installations. The
following questions can help you make important decisions affecting the process:

® Will you upgrade computers or perform clean installations?

m Which installation method is appropriate for you to use?

Do you plan to install multiple operating systems on individual computers?

Your answers to the preceding questions are largely determined by your busi-

ness goals and your current configuration. For example, if you plan to install
Windows XP Professional to gain enhancements unavailable in current Windows 2000
Professional installations, upgrading might be the preferred strategy. However, if your
desktop computers run Windows 95, you must do a clean installation of Windows XP
Professional. If you have an Active Directory environment in place, you can use RIS
to standardize the installations across your desktops, customize and control the instal-
lation process, and determine the media on which to distribute the installation.

The following sections describe various issues and decisions you must make.
For help choosing a distribution method, see the section “Distribution Methods,”
later in this chapter.
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Clean Installations Are Best

If you're upgrading from Windows 95, Windows 98, or Windows Me, | strongly
urge you to install Windows XP Professional cleanly instead of upgrading to
it from these legacy operating systems. The following list describes the
many reasons why | make this recommendation:

System degradation over time. Over the course of a computer’s life-
time, its configuration and performance degrades significantly. If you
upgrade to Windows XP Professional from a legacy operating system,
you carry forward most of these issues. For example, upgrading will not
resolve issues with disk fragmentation, wasted drive space, registry
size and fragmentation, page file fragmentation, and so on.

Application migration. Many applications don’t migrate well during
an upgrade to Windows XP Professional from a legacy version of
Windows. The solution in most cases is to reinstall the application in
Windows XP Professional.

Security and privacy. Windows XP Professional is more secure than
legacy versions of Windows. During an upgrade, Windows XP Setup
does strengthen some settings, but it migrates many security settings
from earlier versions of Windows. Therefore, Windows XP Professional
is less secure after an upgrade than after a clean installation.

Total cost of ownership. Upgrading a computer from an unknown
state, which is true of most computers running legacy versions of
Windows, to Windows XP Professional results in a big mix of issues.
These issues result in more Help desk calls and more difficult manage-
ment. Also, legacy versions of Windows use Windows NT-style policies
and after upgrading to Windows XP Professional, those policies tattoo
the registry.

Lost opportunity. If you upgrade from a legacy version of Windows to
Windows XP Professional, you're missing an opportunity for a clean start.

Deployment process. Designing, configuring, and implementing an
upgrade from legacy versions of Windows to Windows XP Professional is
more difficult, time consuming, and expensive than clean installations.

In most environments, the disadvantages of upgrading far outweigh the

advantages. Clean installations have far more advantages and far fewer dis-
advantages, making it the best choice in most cases.
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Clean Installations

During an upgrade, existing user settings are retained, as well as installed applications.
If you perform a clean installation, the operating system files are installed in a new
folder, and you must reinstall all your applications and reset user preferences, such as
desktop and application settings. You need to choose a clean installation of
Windows XP Professional in the following cases:

B No operating system is installed on the computer.

m The installed operating system does not support an upgrade to Windows XP
Professional. Windows XP Professional provides upgrade paths from Windows
2000 Professional, Windows NT Workstation 4.0, Windows 98, and
Windows Me. If you are using Windows 95, Windows 3.x, or another operating
system, you need to do clean installs.

m The computer has more than one partition and needs to support a multiple-
boot configuration that uses Windows XP Professional and the current operat-
ing system.

B A clean installation is preferred. In some environments, particularly those in
which desktops are currently unmanaged, a clean installation is the quickest
and easiest way to gain control of the desktop configurations. Simply upgrading
an unmanaged desktop to Windows XP Professional doesn’t guarantee a man-
aged configuration. However, after designing a standardized configuration and
deploying it as a clean installation, your chances of success are much higher.

The most basic advantage of a clean installation is that all your systems can
begin with the same configuration. All applications, files, and settings are reset. You
can use a single disk image or answer file to make sure that all of the desktops in
your organization are standardized. In this way, you can avoid many of the support
problems that are caused by irregular configurations.

The User State Migration Tool (USMT) allows you to save and restore users’ set-
tings and files to minimize the time required to configure users’ computers after
installing Windows XP Professional. You can use USMT when performing clean
installations, migrating from computers running Windows 95, Windows 98,
Windows Me, Windows NT 4.0, Windows 2000, or Windows XP. You can run USMT
from the Windows XP Professional installation CD or some other automated
method, as discussed in Chapter 18, “User State Migration.” By default, USMT saves
the majority of user interface settings such as desktop color schemes and wallpaper,
network connectivity settings such as e-mail servers and proxy servers, and some
files associated with recent versions of Microsoft Office. You can customize the .inf
files the tool uses to save only the settings you want to migrate to Windows XP
Professional. You can restore these settings only on computers running Windows XP
Professional or Windows XP Home Edition; you cannot use USMT to migrate to
Windows XP 64-Bit Edition.
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Multibooting

You can install multiple operating systems on computers so that users can choose
the operating system to use each time they start the computer. You can also specify
an operating system as the default that starts when the user makes no selection.
Multibooting is useful in scenarios where you must support applications that aren’t
compatible with Windows XP Professional. A better alternative in this scenario is
Microsoft Virtual PC, however. For more information, see Chapter 2 or
bttp://www. microsoft.com/windowsxp/virtualpc/.

Warning f you install Windows XP Professional and any other operating
system on a computer, you must install Windows XP Professional on a sep-
arate partition. Installing Windows XP Professional on a separate partition
ensures that it will not overwrite files used by the other operating system.
Installing multiple operating systems on the same partition is not supported
and can prevent one or both operating systems from working properly.

Installing multiple operating systems on a computer has some drawbacks,
however. Each operating system uses disk space, and compatibility issues (espe-
cially between file systems) can be complex. Also, you cannot use dynamic disks
with certain operating systems. Only Windows 2000 Professional and Windows XP
Professional can access a dynamic disk. Converting a basic disk to a dynamic disk
that contains multiple installations of Windows XP Professional or Windows 2000
Professional can cause startup problems.

Before setting up a computer that has more than one operating system, review
the following restrictions:

B MS-DOS and Windows XP Professional:

m Install MS-DOS first. Otherwise, important files needed to start Windows XP
Professional can be overwritten.

# Install each operating system on its own partition and then install the
applications used with each operating system on the same partition. If
you intend to run an application on both operating systems, install it on
both partitions.

B Format the system partition as FAT.
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B Windows 95 and Windows XP Professional:

Install Windows 95 first. Otherwise, important files needed to start
Windows XP Professional can be overwritten.

Install each operating system on its own partition and then install the
applications used with each operating system on the same partition. If
you intend to run an application on both operating systems, install it on
both partitions.

Format the system partition as FAT. (For Windows 95 OSR2, the primary
partition must be formatted as FAT or FAT32.)

Compressed DriveSpace or DoubleSpace volumes are not available while
you run Windows XP Professional. It is not necessary to uncompress
DriveSpace or DoubleSpace volumes that you access only from
Windows 95.

B Windows 98 or Windows Me and Windows XP Professional:

Install each operating system on its own partition and then install the
applications used with each operating system on the same partition. If
you intend to run an application on both operating systems, install it on
both partitions.

Format the system partition as FAT or FAT32.

Compressed DriveSpace or DoubleSpace volumes are not available while
you run Windows XP Professional. It is not necessary to uncompress
DriveSpace or DoubleSpace volumes that you access only from
Windows 98.

B Windows NT Workstation 4.0 and Windows XP Professional:

Make sure that Windows NT 4.0 has been updated with the latest service
pack.

Install each operating system on its own partition and then install the
applications used with each operating system on the same partition. If
you intend to run an application on both operating systems, install it on
both partitions.

Using NTFS as the only file system on a computer that contains both
Windows XP Professional and Windows NT is not recommended.

Do not install Windows XP Professional on a compressed volume unless
the volume was compressed by using the NTFS compression feature.

If the computer is part of a domain, use a unique computer name for each
installation.
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B Windows 2000 Professional and Windows XP Professional; or multiple
Windows XP Professional partitions:

® Install each operating system on its own partition and then install the
applications used with each operating system on the same partition. If
you intend to run an application on both operating systems, install it on
both partitions.

@ On a computer on which you install multiple Windows XP Professional
partitions, you can install any product in the Windows XP product family.
For example, you can install Windows XP Professional on one partition
and Microsoft Windows XP Home Edition on another. Because
Windows XP Home Edition does not support dynamic disks, you must
use basic disks on computers that multiple-boot Windows XP Profes-
sional and Windows XP Home Edition.

@ If the computer participates in a domain, use a different computer name
for each installation. Because a unique security identifier (SID) is used for
each installation of Windows XP Professional on a domain, the computer
name for each installation must be unique, even for multiple installations
on the same computer.

® If you use EFS, ensure that encrypted files are available from each of the
installations.

For Windows-based computers, the available file systems are NTFS, FAT, and
FAT32. For more information, see Chapter 3. The version of NTFS included in Win-
dows 2000 and Windows XP Professional has new features that are not available for
Windows NT. You might have full access to files that use new features only when
the computer is started by using Windows 2000 Professional or Windows XP Profes-
sional. For example, a file that uses the new encryption feature is not readable when
the computer is started with Windows NT Workstation 4.0, which was released
before the encryption feature existed.

To set up a computer that has an NTFS partition to run Windows NT Worksta-
tion 4.0 and Windows XP Professional, you must use Windows NT Workstation 4.0
with the latest released service pack. Using the latest service pack maximizes com-
patibility between Windows NT Workstation 4.0 and the NTFS enhancements in
Windows XP Professional. Specifically, SP 4 and later service packs provide this
compatibility in file systems. Even the most recent service pack, however, does not
provide access to files using later features in NTFS. Using NTFS as the only file sys-
tem on a computer that contains both Windows XP Professional and Windows NT
Workstation 4.0 is not recommended. On these computers, a FAT partition ensures
that the computer has access to needed files when it is started with Windows NT
Workstation 4.0. If you set up a computer with Windows NT Workstation 3.51 or ear-
lier on a FAT partition and Windows XP Professional on an NTFS partition, the NTFS
partition is not visible while you run Windows NT Workstation 3.51.
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If you configure a computer so that it contains Windows 2000 Professional and
Windows XP Professional or it contains multiple Windows XP Professional parti-
tions, you must take certain steps to use EFS so that encrypted files are readable
between the different installations. Use either of the following approaches:

B Ensure that all the installations are in the same domain and that the user has a
roaming profile.

B Export the user’s file encryption certificate and associated private key from one
installation and import it into the other installations.

Dynamic Update

Dynamic Update is a feature in Windows XP Setup that works with Windows
Update to download critical fixes and drivers needed for the setup process. This fea-
ture updates the required installation files to improve the process of getting started
with Windows XP Professional. Dynamic Update also downloads device drivers
from the Windows Update site that are not included on the Windows XP Profes-
sional operating system CD, which ensures that devices attached to the computer
will work. Updates to existing drivers are not downloaded during Dynamic Update,
but you can obtain them by connecting to Windows Update after setup is complete.
Dynamic Update downloads the following types of files:

B Critical fixes. Dynamic Update replaces files from the Windows XP Profes-
sional operating system CD that require critical fixes or updates. Files that are
replaced also include dynamic-link libraries (DLLs) that Windows XP Setup
requires. No new files are downloaded—only replacements for existing files.

m Device drivers. Dynamic Update downloads new drivers for devices that are
connected to the computer and are required to run Windows XP Setup. Only
drivers that are not included on the operating system CD are downloaded.

For Dynamic Update to run during Windows XP Setup, the computer needs an
Internet connection or access to a network share containing updates downloaded
from the corporate catalog on the Windows Update Web site, and Internet Explorer
4.01 or later. If either of these requirements is not met, Dynamic Update does not
connect to Windows Update or download the required files. The user is asked
whether Windows XP Setup should look for updates. If the user selects Yes,
Dynamic Update connects to Windows Update and searches for new drivers and
critical fixes. In unattended installations, Dynamic Update is enabled by default, but
can be disabled by setting the following key in the answer file: bubisable = Yes. For
more information, see Chapter 13, “Unattended Setup.”

Windows XP Setup checks for required disk space, memory, and other require-
ments. If these requirements are not met, neither the setup process nor the Dynamic
Update step proceeds. If the computer meets the setup requirements, Windows XP
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Setup checks the size of the Dynamic Update download to determine whether there
is enough space to download the file. The estimated size of the download is based
on the size of the cabinet (.cab) files, and the size of the cabinet (.cab) files, and the
total amount of disk space required for the downloaded files cannot be determined.
Windows XP Setup checks the size of the files again after they are extracted from the
downloaded .cab files.

If you plan to roll out Windows XP Professional to a large number of comput-
ers, you might not want multiple users connecting to the Windows Update Web site
to download critical fixes and device drivers. Using Dynamic Update, you can
download the needed files from the Windows Update Corporate site and place them
on a share within your network where client computers can connect during setup.
This saves bandwidth and gives you more control over what files are copied to each
computer. This process also lets you choose device drivers to include during the
Dynamic Update phase of setup. For more information, see Chapter 13.

Windows Product Activation

Windows Product Activation (WPA) deters piracy by requiring your Windows XP
Professional installation to be activated. WPA is based on requiring each unique
installation to have a unique product key.

Note WPA is not required under volume-licensing agreements.

WPA ties your product key and Product ID to your computer by creating an
installation ID. The installation ID is made up of your Product Identification (PID)
and a PC identifier, called a hardware ID (HWID). The installation ID is sent to a
Microsoft license clearinghouse, which verifies whether Microsoft manufactured that
PID and that the PID has not been used to install the operating system on more
hardware than is defined by the product’s End-User License Agreement (EULA). For
Windows XP Professional, the EULA states that you can install on one computer. If
this check fails, activation of Windows XP Professional fails. If this check passes,
your computer receives a confirmation ID that activates your computer. After Win-
dows XP Professional is activated, you never need to perform WPA again, unless
you significantly overhaul the hardware in your computer. You must activate your
installation within 30 days after installing Windows XP Professional. If the product
key is used to install Windows XP Professional on a second computer, activation
fails. Additionally, if WPA detects that the current installation of Windows XP Profes-
sional is running on a different computer than it was originally activated on, you must
activate it again. In this way, WPA prevents casual copying of the operating system.
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For unattended installations that are not performed using volume-licensing
media, a separate answer file, including a unique product key, must be created for
each computer on which Windows XP Professional is installed.

Tip Because product keys cannot be determined from within the system, it
is recommended that you create a database that lists each computer and the
product key that corresponds to its installation. You can then use this data-
base with the template techniques described in Chapter 6 to use one tem-
plate answer file to generate answer files for each product key, as needed.

Distribution Methods

The following questions and guidelines help you determine which of the automated
installation and customization tools is most appropriate for your environment. The
guidelines describe baseline requirements for each of the tools:

m Do the client computers have compatible Hardware Abstraction Layers
(HALs)? Before you can determine which ool to use, you have to find out
whether the client computers have compatible HALs. If the client computers
don’t have compatible HALs, you can’t use disk imaging with Sysprep or the
Remote Installation Preparation tool (Riprep.exe), which is a component of
RIS. For example, if the sample computer you use to build a disk image has a
Standard PC HAL, the destination computer must have the same Standard PC
HAL. If the sample computer has an ACPI PC HAL, the destination computer
must have the same ACPI PC HAL. (Standard PC and ACPI PC are the names of
HALs that are detected during the initial phase of a Windows XP Professional
installation, before Sysprep.exe or Riprep.exe are run.) If the client computers
have compatible HALs, you can obtain a compatible sample computer with
which to build disk images.

m Do the client computers have a fast and reliable network connection?
If the client and reference computers have compatible HALs, you have to
determine whether the network connections are fast and reliable enough to
enable you to use a third-party disk-imaging product or RIS. If the client com-
puters are not connected to a network, you cannot use either. Determine
whether there is a Windows 2000 Server-based or Windows Server 2003-based
network infrastructure in place. Identify existing network protocols. Also, if the
network connections aren’t fast or reliable enough, unattended installations
using answer files are not feasible.
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® Do you want to upgrade an existing installation of the operating

system? If you are planning to perform a clean operating system installation
on the client computers, you can use any of the installation tools. However, if
you are planning to perform an operating system upgrade to the client com-
puters, you cannot use RIS or disk imaging with Sysprep. Client computers run-
ning Windows 3.x and Microsoft Windows 95 cannot be upgraded to
Windows XP Professional. You must perform clean installations on these client
computers. Windows XP Professional supports upgrades from the following
operating systems:

Windows NT Workstation 4.0
Windows 2000 Professional
Windows 98

B Windows Me

Choosing to perform a clean installation is a good course of action if you plan
to standardize the desktop computers across your organization. If you decide
to perform a clean installation, you can’t migrate customized settings from the
currently installed operating system without using a tool like “User State Migra-
tion Tool.” Depending on the status of your deployment, you might have to
upgrade many of your computers in addition to installing Windows XP Profes-
sional on new computers. If you plan to use currently installed applications on
existing hardware, you must perform an upgrade. Table 1-6 provides an over-
view of support for upgrades and clean installations.

Table 1-6 Upgrades and Clean Installations

Tool Upgrade Clean Installation
Unattended Installation Yes Yes

System Preparation Tool No Yes

(Sysprep.exe)

Remote Installation Services (RIS) No Yes

Systems Management Server (SMS)  Yes No

Do you plan to deploy and maintain a large number of client
computers? The number of client computers in a deployment can help you
determine which installation tool to use. For example, if you have a large num-
ber of computers, RIS, SMS, or disk-imaging with Sysprep are good choices.
For a small number of computers, using unattended installations with answer
files is reasonable.
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Table 1-7 summarizes the installation methods available for Windows XP Pro-
fessional and some of the considerations for each method.

Table 1-7 Methods and Requirements

Remote
Method and From Unattended Operatin
Requirements CD-ROM  Setup SysPrep S;)stem ® SMS
Installation
Upgrade or Upgrade  Upgrade or  Clean install Clean install Upgrade
clean install or clean clean install  only only only
install
Required CD-ROM A network All desktop Preboot A fast
hardware drive on boot disk if ~ computers Execution connection
each using a need similar Environment to the SMS
computer  remote hardware (PXE)—enabled site
distribution configurations  desktop
share, or a computers
CD-ROM
drive and a
floppy disk
drive
Server Does not  Does not Does not Requires Requires a
requirements require a  require a require a Windows 2000  Windows
server server server Server with server with
Active SMS running
Directory an SMS site
Considerations  No Requires Requires Requires
for modifying  changes updating updating and  modifying the
project can be Unattend.txt  reimaging the answer file
made master

installation

On the Resource Kit CD  This book’s companion CD contains a tool to help
you choose the best distribution method for your environment. Open the file
planO1.xls in any recent version of Microsoft Excel. Answer the questions in
the Questions worksheet and then view the recommendations on the
Results worksheet.
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Unattended Installation

Unattended installations use unattended-setup answer files to answer installation
questions and to automate the installation process, which simplifies the installation
of the operating system. Chapter 6 describes how to create answer files, and Chap-
ter 13 describes how to use them to install Windows XP Professional. You use dif-
ferent versions of Windows XP Setup depending on the operating system in which
you run it:

Use unattended installations to upgrade a large number of client computers
that have different hardware and software configurations. The following list
describes the advantages and disadvantages of using unattended installations:

m Advantages of unattended installation. Unattended installations save time
and money because users do not have to attend to each computer and answer
questions during installation. Unattended installations can also be configured to
enable users to provide input during the installation process. You can perform
unattended installations to upgrade many computers at once or to automate
clean installations of the operating system.

m Disadvantages of unattended installation. You cannot use unattended
installations to create reference configurations that include applications and
that replicate the configurations across your client computers. Usually, unat-
tended installation must be initiated by someone who has direct access to each
client computer. Most significantly, unattended installations are slower and use
more network bandwidth than most other distribution methods.

Disk Imaging with Sysprep

Disk imaging with third-party tools and Sysprep is a timesaving way to deploy
Windows XP Professional. To clone a configuration, configure a sample computer
with the operating system, standard desktop settings, and applications that users
need; then make an image of the sample computer’s hard disk. Last, transfer the
image to other computers, installing the operating system, settings, and applications
quickly and without the need to configure each computer.

The System Preparation tool (Sysprep.exe) prepares the reference computer
for cloning. Sysprep creates a unique SID for each cloned client computer, which
makes this process secure. Sysprep also detects Plug and Play devices and adjusts
for systems with different devices. You can run Windows Setup Manager to select
the screens you want displayed. These screens can be used to solicit user-specific
information, such as user name or time zone selection. You can also provide these
answers by using an answer file to deploy fully automated installations. For more
information about disk imaging with Sysprep, see Chapter 15, “Disk Imaging with

Sysprep.”
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Note Sysprep performs the preparation of the system image; however, a
cloning utility from a third party is required to create the image. Chapter 15
describes the tools | use most frequently and provides a list of alternatives.

Use Sysprep to deploy clean installations in large organizations where hun-
dreds of computers need the same applications and desktop configurations. Use
Sysprep if the computers in your organization have only a few standard hardware
configurations, rather than many custom configurations. The following list describes
the advantages and disadvantages of using disk imaging with Sysprep:

B Advantages of disk imaging with Sysprep. Sysprep reduces deployment
time because nearly every component—including the operating system, appli-
cations, and desktop settings—can be configured without user interaction. The
disk image can be copied to a CD and physically distributed to client comput-
ers, saving the time and network capacity required to load files across a net-
work. Using Sysprep to deploy Windows XP Professional on numerous
desktops in a large organization enables you to implement standardized desk-
tops, administrative policies, and restrictions. Additionally, by default, Sysprep
does not perform full hardware Plug and Play redetection, reducing this part of
the installation process to just a few minutes (instead of 20 to 30 minutes for
each computer). Sysprep detects any new Plug and Play hardware during the
MiniSetup Wizard; however, Sysprep does not detect hardware that is not Plug
and Play.

m Disadvantages of disk imaging with Sysprep. If you use a third-party disk-
imaging utility with Sysprep to copy a reference image onto physical media,
you must be able to distribute the physical media to remote client computers.
The size of the reference image is limited by the capacity of the CD (approxi-
mately 650 MB). Sysprep cannot be used to upgrade earlier versions of the
operating system. To preserve existing content, you must arrange to back up
data and user settings prior to the installation, and then restore the data and
user settings after the installation. Chapter 18, “User State Migration,” describes
how to do this.

Remote Installation Service

RIS enables you to perform a clean installation of Windows XP Professional on sup-
ported computers throughout your organization. You can simultaneously deploy the
operating system on multiple clients from one or more remote locations. You can
use RIS to create and store one or more images of a supported operating system on
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a RIS Server. A RIS image can then be downloaded over a network connection by a
client computer that supports the PXE. You can completely automate the installation
of the downloaded RIS image or you can require users to provide input by typing a
computer name or an administrator password, for example.

Note To deploy Windows XP images from Windows 2000 Server-based
RIS Servers, you must install the Windows 2000 Remote Installation
Services update. For more information, see Chapter 16.

To use RIS, Windows 2000 Server or Windows Server 2003 must be deployed
with Active Directory configured. Then, you can deploy Windows XP Professional
by using PXE technology, which enables computers to boot from their network
adapters. When working with a RIS server, you can make a preconfigured image of
Windows XP Professional available for installation on a client computer. For com-
puters that do not support PXE technology, RIS includes a tool called the Remote
Boot Floppy Generator (Rbfg.exe) that you can use to create a remote boot disk to
use with RIS. You can use the RIS remote boot disk with supported network adapt-
ers that comply with the Peripheral Component Interconnect (PCI) specification.

Use RIS on desktop computers that are newly added to a network or on which
you want to perform a clean installation of the operating system. Use RIS when you
want to standardize a Windows XP Professional configuration on new desktop com-
puters or on computers with an existing operating system that you want to replace
with Windows XP Professional. The following list describes advantages and disadvan-
tages of using RIS to deploy Windows XP Professional:

m Advantages of RIS. RIS offers a simple way to replace the operating system
on a computer. RIS uses the Single Instance Store (SIS) method to eliminate
duplicate files and to reduce the overall storage that is required on the server
for system files. You can also use Riprep to install and configure a client com-
puter to comply with specific corporate desktop standards. The following list
describes some of the important advantages of using RIS:

B You can standardize your Windows XP Professional installation.

# You can customize and control the end-user installation. You can config-
ure the end-user Setup Wizard with specific choices that can be con-
trolled by using Group Policy.

# You do not need to distribute physical media, and image size is not con-
strained by the capacity of distributed physical media.
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m Disadvantages of RIS. You can use RIS only on client computers that are
connected to a network that is running Windows 2000 Server or Windows
Server 2003 with Active Directory. RIS is restricted to working on computers
that are equipped with PCI-compliant network adapters that are enabled for
PXE technology or with the Remote Boot Floppy Generator (Rbfg.exe) that is
used to create a remote boot disk that can be used with supported PCI-com-
pliant network adapters. RIS works only with images that have been created
from drive C; RIS cannot use images of other partitions on a hard disk. You
cannot use RIS to upgrade an operating system; you can use RIS only for clean
installations.

Systems Management Server

Microsoft SMS includes an integrated set of tools for managing Windows-based net-
works consisting of thousands of computers. SMS includes desktop management
and software distribution tools to automate operating system upgrades. In organiza-
tions that already use SMS to manage computers from a central location, SMS pro-
vides a convenient means for administrators to upgrade computers to Windows XP
Professional.

You can use SMS only for upgrades of Windows-based client computers; you
cannot use SMS for clean installations. For information about how you can imple-
ment a2 Windows XP Professional deployment by using SMS, see Chapter 17, “Sys-
tems Management Server.” The following list describes the advantages and
disadvantages of using SMS to deploy Windows XP Professional:

m Advantages of SMS. You can upgrade computers in a locked-down or low-
rights environment. You can even upgrade computers after hours, without
users being logged on. SMS enables you to set deployment policies for specific
client computers. Automatic load balancing between distribution points
accommodates many concurrent upgrades. As a primary advantage, SMS offers
centralized control of the upgrade. For example, you can control when
upgrades take place, which computers to upgrade, and how to apply network
constraints.

m Disadvantage of SMS. SMS is an efficient deployment tool for Windows XP
Professional only if SMS is already being used within your network.
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BDD Solution Accelerator

The Microsoft Solution Accelerator for Business Desktop Deployment (BDD)
provides guidance and tools to help you quickly deploy Windows XP Profes-
sional and Office 2003 Editions, as well as other business applications to
computers across an organization. It includes 11 technical guides that'll
assist you in planning and executing a rapid deployment. They cover deploy-
ment architecture, application and infrastructure compatibility issues, secu-
rity and operations, user state migration, Office 2003 Editions, disk imaging,
and all phases of your deployment process.

The full BDD solution accelerator includes a variety of sample docu-
ments and templates to help you start, manage, and transition your desktop
deployment project to a production environment. These documents range
from project scoping and planning documents to detailed test plans and
other specific project management tools. The full BDD solution accelerator
also includes a comprehensive suite of scripts and configuration files to
help enable you to quickly configure imaging and deployment servers to roll
out your new desktop environment.

You can download the BDD solution accelerator from Microsoft's Web
site at http://www.microsoft.com/downloads.

Best Practices

The following are best practices for planning a Windows XP Professional deployment:

B Develop a project requirements document. This document states the

goals and objectives for a project and any constraints that may affect the
project, such as budget or resource limitations. The document serves as an
informal contract.

Document risks and assumptions. This document should identify project
risks and provide a contingency plan for mitigating serious problems.

Understand components of a project plan. To manage the project effi-
ciently and well, the project manager should understand the following six com-
ponents of the project:

@ Milestones. Clearly identifiable points in the project that represent the
completion of particular sets of tasks.

@ Deliverables. Clearly defined results, products, or services produced dur-
ing the project or at its conclusion.
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@ Tasks. Particular units of work that make up the larger activities of a
project.

® Durations. Estimated units of time assigned for completion of project
tasks.

® Resources. The people, equipment, and material used to complete tasks
in a project.

® Task Dependencies. The relationship between tasks, in which one task’s
beginning or end depends on the start or finish of another task.

Develop a project plan. For the project plan, the delivery date and the key
infrastructure milestones must be finalized. It is important at this stage to make
sure that all parties have signed off on the project requirements document and
are committed to the timeline under consideration. To estimate the project
duration, the project manager must research previous project plans, seek time
estimates for specific tasks from experienced people, and consider how iden-
tified risks may impact the schedule.

Identify and resolve project issues. Project managers must have a clear
process in place for resolving or escalating issues that occur during the life
cycle of the project. First, each must identify a person to whom they can esca-
late unresolved issues. In the escalation process, parties must define the issue,
determine the impact if an issue remains unresolved by a specific date, provide
recommendations or options for resolving the issue, and communicate the
information, with a required response date, to the party responsible for acting
on the recommendations.

Identify and resolve project scope changes. Often, someone requests
additional services or deliverables after a project is underway. It is important to
maintain all change requests in a change log and to follow a documented pro-
cess for managing such requests.

Report status. All concerned parties must be informed of the project status
on a regular basis. When delivering a report, the project manager must state
progress against the original plan, thoroughly describe project problems (once
only), publicize successes, and warn of any problem areas that require decisions.

Complete client acceptance and handoff. A successful project is a project
that the client accepts. Use a delivery acceptance checklist for client sign-off.
The project manager owns the project delivery process.






Chapter 2
Application Compatibility

Application compatibility is often a deployment-blocking issue. It’s also the issue that
most deployment projects focus on the least—until things begin to fall apart. By focus-
ing on application compatibility early, you can better ensure a successful deploy-
ment project. This chapter describes the Microsoft tools that are available for testing
compatibility and distributing fixes for the problems you find.

in this chapter:
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Checklist

m Do you have standardized configurations in your environment? See
Chapter 1, “Deployment Plan,” for more information about the impor-
tance of standardizing your desktop configurations.

m Do you have an inventory of the applications used in your environment?
If not, see the section “Compatibility Inventory,” later in this chapter.

m Do you have a test lab that mimic’s typical configurations in which you
can test applications? If not, see the section “Building the Test Lab,”
later in this chapter.

m Have you contacted each application’s vendor for an updated version?
If not, see each application vendor’s Web site for more information
about upgrading the application.
37
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Understanding Compatibility

Application compatibility is often a deployment-blocking issue. Since the arrival of
Microsoft Windows as a ubiquitous application platform, independent software ven-
dors (ISVs) and internal developers have created thousands of applications for it.
Many are mission-critical applications; some of which aren’t compatible with the lat-
est version of Windows. Types of applications that might not be compatible include
the following:

B Line-of-business applications such as enterprise resource-planning suites.
m Core applications that are part of standard desktop configurations.

B Administrative tools, such as antivirus, compression, and remote-control
applications.

B Custom tools, such as logon scripts.

Applications designed for earlier versions of Windows have been carried for-
ward for a number of reasons. Maybe the application is a necessary tool that is used
daily to accomplish some otherwise tedious task. Maybe users have learned the
application and are reticent to move to another similar application. Maybe the appli-
cation has no replacement, either because the original creator is no longer in busi-
ness or has left the company. All these issues make application compatibility a
critical issue that you must consider when deploying a new operating system such
as Microsoft Windows XP Professional. In this chapter, I'll discuss the many issues
that affect application compatibility, how to discover the applications on which your
users depend, and what you can do to assure that the mission-critical applications
work with Windows XP Professional from the get-go.

An application is compatible with Windows XP Professional if it runs as
designed in Windows XP Professional—that is, the application should install and
remove correctly. Users should be able to create, delete, open, and save any data
files that are native to the application. Common operations such as printing should
work as expected. A compatible application runs on Windows XP Professional out
of the box without any special assistance. If an application is not compatible, you
might find that a newer, compatible version of the application is available or that
using one of the tools that Microsoft provides to remediate the compatibility prob-
lem is all you need. You might also find that an application will require a combina-
tion of fixes to run properly. This chapter discusses all of these scenarios.
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More Info See “Windows Application Compatibility” at www.microsoft.com
/windows/appcompatibility/default.mspx for more information about applica-
tion compatibility with Windows XP Professional.

Why Applications Fail

There are a number of issues that can make applications incompatible with
Windows XP Professional. Some of the more common issues are the following:

m Applications might expect a specific operating system version. When
an application is first developed, the developers often intend for users to run
the application-specific version of Windows or a limited number of the current
versions of Windows currently shipping. If a new version of Windows is
released, the application might no longer run simply because the application
checks for a version number that is now newer than it was designed to sup-
port. This problem is easily fixed simply by deceiving the application about the
operating system’s version.

m Applications might use hard-coded paths for folders. Another common
problem that Microsoft has seen is when an application uses hard-coded paths
for special folders. The paths might be correct for earlier versions of Windows
but no longer valid for Windows XP Professional or Microsoft Windows Server
2003. A good example is the My Documents folder. In previous versions of
Windows, the default location of this folder was %SYSTEMDRIVE%. This folder
is now in the user profile folder %SYSTEMDRIVE%\Documents and
Settings\%USERNAME%. A program writing data into the C:\My Documents
folder fails simply because Windows XP Professional creates the My Docu-
ments folder in a different location. This is easily fixed by tricking applications
to use the new location via a run-time redirect function.

m Applications might require administrator privileges in order to run.
Microsoft Windows 95, Microsoft Windows 98, and Microsoft Windows Me
were all designed primarily for the home user; therefore, there was no security
model in place that provided for differences in user rights or permissions. In
effect, all users were administrators. In Microsoft Windows NT, Microsoft
Windows 2000, Windows XP Professional, or Windows Server 2003, the secu-
rity model assigns roles to certain users, allowing more rights and permissions
to administrators than to a restricted user. This security model can cause com-
patibility issues for older applications that expect full access to the file system.
It can also affect access to the registry, in which applications store their set-
tings. Older versions of Windows allowed unlimited access to registry settings
by any user, whereas Windows XP Professional does not.
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m Applications might fail to install correctly. Installation problems can be a

combination of some of the already mentioned failures. Windows version
issues during installs or an inability to write data to a specific file location might
be problems. Older installations may expect to be able to overwrite system
files that are now protected by Windows File Protection (WFP). Or installers
might be unable to correctly write to the registry as they could in the past. Even
if the application does install correctly, the application doesn’t remove itself
cleanly but leaves traces of itself in the registry or file system when removed.
Some applications might be unable to deal with newer classes of hardware,
such as large hard drives. A symptom of this problem is when an application is
trying to determine available disk space and fails to do so simply because it can-
not deal with hard drives larger that 2GB. These issues all affect compatibility.

Applications might look for registry values in old locations. Windows
XP Professional stores some registry settings in different locations than earlier
versions of Windows. Applications that look for those settings in old locations
aren’t compatible with Windows XP Professional. Many applications will
choose the correct locations if you install them in Windows XP Professional
directly, but they fail to adjust properly when you install them in earlier ver-
sions of Windows and then upgrade to Windows XP Professional.

Applications might use platform-specific drivers, such as antivirus,
backup, partitioning software, low-level drivers, file-system drivers,
and so on. Applications that access hardware directly, such as antivirus soft-
ware, backup software, or partitioning software, might be unable to run at all.
Some of them use device drivers that are written for Windows 98 and are thus
unable to run at all. Software meant to access the file system directly may not
be aware of the NTFS (NT file system), file encryption, or the new dynamic
disk format introduced in Windows 2000.

Windows XP Professional replaces all previous versions of Windows. Whether

users are running Windows 98, Windows NT, or Windows 2000, Windows XP
Professional is a valid upgrade. And although Microsoft designed Windows XP
Professional to replace these legacy versions of Windows, it was also designed to
Javor stability over compatibility. Windows 2000 and Windows XP Professional both
introduce changes that could impact overall application compatibility. Some of these
changes include the following:

m Windows File Protection. Critical system files are protected from being

changed or overwritten. In Windows XP Professional, Windows File Protection
prevents applications from overwriting system components such as .dll, .exe,
and .ocx files. An application written to an earlier version of Windows may
attempt to overwrite one of these system files with an older version. WFP will
allow the operation to appear to succeed. The problem may come later when
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the application attempts to run and expects a certain version of the file to be
present. This may cause application problems because the application may be
depending on an obsolete function in the older file.

B Windows XP Professional Shared Environment. In workgroup networks,
multiple users may be logged on simultaneously. Windows XP Professional pre-
sents particular problems for applications that are unaware of the shared envi-
ronment presented by Fast User Switching.

E Remote Desktop And Remote Assistance. Based on Terminal Services
technology, applications need to run without problems in a remote fashion.
The remote access technologies such as Remote Desktop and Remote Assis-
tance. All these features are provided by the underlying technology of Termi-
nal Services. Applications must be able to run remotely as well as resume
normal operations when a user switches to a currently running session.

m Advanced Configuration Power Interface (ACPI) Support. Applications
need to be able to handle standby and hibernate modes correctly. ACPI sup-
port on Windows XP Professional allows users to enter standby or hibernate
modes. Upon powerup, the system resumes where it left off. Applications
should deal gracefully with these states as well so that the user can continue
without application interruption.

Windows Logo Requirements

Applications receive the Designed for Microsoft Windows XP logo after they have
passed stringent compliance testing and completed a license agreement with
Microsoft. The baseline requirements for receiving the logo stress stability and reli-
ability, and can be summarized under three key areas:

m Windows Fundamentals. The application will run on Windows XP
Professional and perform its primary functionality while maintaining stability. If
an application installs kernel mode drivers, the drivers must pass independent
driver verification. Applications must support Fast User Switching and Remote
Desktop as well as supporting the visual styles of Windows XP Professional.

m Install And Remove. An application will install without degrading the sys-
tem or other applications. Applications will not attempt to replace files pro-
tected by Windows File Protection. Applications will correctly support
Add/Remove programs. Also, an application that receives the logo will support
migration from an earlier version of Windows.

® Data And Settings Management. An application designed for Windows XP
Professional will support multiple users as well as running under limited user
permissions. Applications that produce data will store both user data and
application settings data in the appropriate locations in the file system and the

registry.
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Adherence to these standards ensures that the system will remain stable
through the life of the system. Because primary goals for Windows XP Professional
were reliability and stability, an application shouldn’t compromise these features.
The Designed for Microsoft Windows XP logo assures that the end user can get the
most out of the Windows experience, whether using built-in features or applications
provided by a third-party vendor. Making the Designed for Microsoft Windows XP
logo a requirement for all new applications that are purchased for the system should
be a key requirement of any deployment plan.

More Infe  See “Designed for Windows Logo Program” at www.microsoft.com
/Winlogo/default.mspx for information about the Windows logo program.

Compatibility Technologies

This section describes the compatibility technologies that are available for planning
and mitigating application compatibility.

Migration Technologies

One of the key areas in which compatibility comes in to play is in an upgrade sce-
nario. Users are running some version of Windows 98, Windows NT, or Windows
2000; and have multiple applications installed. In an upgrade, if Windows XP-Setup
knows about the installed application and what needs to be done to allow the appli-
cation to continue to run after the upgrade, Windows XP Setup can correctly handle
the upgrade. The end result is an application that continues to run correctly after the
upgrade.

During the development of Windows 2000, Microsoft developed the concept
of a migration dynamic-link library (DLL): a shared library that Windows XP Setup
could use to correct anything that needed changing in an upgrade scenario. The ISV
was responsible for creating migration DLLs for their applications and providing
them to the end user either as part of the Windows 2000 CD media or via standard
support channels from the vendor’s Web site. When provided online or via CD,
these were known as upgrade packs—whose purpose was to allow the user to con-
tinue to run their application after the upgrade. The main problem with migration
DLLs was that not many application vendors wanted to dedicate the developer
resources to create them when it might be better to concentrate on a new version of
the product (maybe even one that would require an upgrade to support the new
operating system). Some vendors felt that Windows XP Professional was such a sig-
nificant upgrade that they concentrated their efforts on an entirely new version of
the product.
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In either case, Windows XP Professional ships with a large amount of informa-
tion about installed applications and how to make those applications run during an
upgrade scenario. Whether via migration information or the software compatibility
database, more applications written for previous versions of Windows will continue
to run after an upgrade than ever before possible in a similar scenario.

Some applications will still require new versions that are specifically designed
for Windows XP Professional, however, simply because of the type of application
that they are. For example, antivirus applications require low-level access to the file
system to be able to adequately protect data from viruses. Because the NTFS file sys-
tem changed on Windows XP Professional, a new version that understands the
changes must be purchased.

Other categories of application that require new versions are partitioning soft-
ware, backup software, or third-party quota management tools. All these applica-
tions usually require administrative permission to install because they install kernel
mode components. Applications that interact with devices—such as Web cams,
wireless network adapters, or digitizer tablets—may require Windows XP-specific
software.

Compatibility Modes

The compaitibility modes that Microsoft built into Windows 2000 were expanded sig-
nificantly in Windows XP Professional. Primarily because Windows XP Professional
was designed to finally replace Windows 98, as well as NT and Windows 2000,
Windows XP Professional supports literally hundreds of applications out of the box.
The compatibility database that is periodically updated covers hundreds of business
and home use applications, provides a stable working environment for those appli-
cations, and ensures compatibility from day one. In the chance that an application
doesn’t run when you first attempt to use it on Windows XP Professional, there are
several things that you can attempt. Two tools that come to mind are part of the
built-in compatibility mode features of Windows XP Professional. The two tools this
chapter describes are:

B Program Compatibility Wizard

m Compatibility Shell Extensions

The Program Compatibility Wizard is a simple wizard used when you have a
single application that will not run on Windows XP Professional. It may be an appli-
cation that a small portion of your users need or even an application that a single
person has come to depend on. In either case, using the Program Compatibility
Wizard is simple and to the point. The wizard is accessed from Windows XP
Professional’s Help subsystem and can be accessed from either Help or the Start



44 Part I: Planning

menu: Click Start, All Programs, Accessories, Program Compatibility Wizard. Using
the wizard is very straightforward:

1.
2.

Open the wizard using either Help or the Start menu as described previously.

Click Next to advance to the first options page, which asks about the location
of the program you want to run with compatibility settings. The options on this
page are as follows:

# [ Want To Choose From A List Of Programs
This option allows you to choose a program that is listed in Add/Remove
Programs or located in the Program Files folder.

# [ Want To Use The Program In The CD-ROM Drive
This option is usually used when attempting to install a new program and
the install fails for some reason. Sometimes, simply getting the application
to install is the only hurdle to compatibility.

# [ Want To Locate The Program Manually
This allows you to browse to the application in question if you know the
location and select compatibility options from the resulting dialog box.

If you choose to locate the program manually, you are presented with a page
that enables you to browse to the application to select it.

After you choose the way in which you want to locate the application, click
Next to advance to the next page.

The compatibility mode page shown in Figure 2-1 allows you to choose one of
the standard sets of compatibility modes for the application to run under.

# The choices include Windows 95, Windows 98/Windows Me, Windows NT
4.0, and Windows 2000. You are also allowed to choose Do Not Apply A
Compatibility Mode. Based on your choices from this page, a set of com-
patibility fixes will be applied to the application so it runs as if it is run-
ning under that older operating system instead of Windows XP
Professional.
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Figure 2-1 Use the compatibility mode page to choose present compatibility modes.

6. The next page provides a few simple choices that often cause older applica-
tions to fail under Windows XP Professional:

& 256 Colors
Forces the application to use only 256-color depth.

B 640 x 480 Screen Resolution.
Forces the application to use a 640 X 480 screen resolution.

# Disable Visual Themes
Forces the application to use Windows classic look and feel.

After making your choices to allow the application to run correctly, you select
Next to advance to the test page that enables you to run the application using the
compatibility fixes that you have chosen.

If the application runs without failures, you are asked whether the application
ran correctly and gives you options to set the program to always use these settings,
try other settings, or simply abandon any other attempts at compatibility mode cor-
rection of the application. If you choose to save the settings, the application will
always run using those settings.

Similar to the Program Compatibility Wizard are the shell extensions that provide
a Compatibility tab in an application’s Properties dialog box, shown in Figure 2-2. The
options that are available are the same as those offered by the Program Compatibil-
ity Wizard, and are all conveniently arranged in one dialog box. Simply make your
choices and click OK; the next time the application is run, it will run with those
compatibility fixes in place.
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daemon Properties

If you have problems with this program and it worked cortectly on
an earlier version of Windows, select the campatibiiity mode that
matches that earlies version.

¢~ Compatibiity mods

Run this program in compatibility mode for:

- [Windows %5 |

+ Display setting:
7] Run in 256 colors
Runin 640 x 480 screen resolution
7] Disable viual themes

Figure 2-2 The Compatibility Mode tab is similar to the Program Compatibility Wizard.

Though both of these features are built in to the operating system and available
to any user, they are not the primary tools that are typically used in an enterprise
deployment. Any compatibility settings made through either of these two tools will be
stored on a per-user basis and thus will affect only the user who made the settings.

Application Help

A key piece of the overall approach to application compatibility in Windows XP
Professional is what to do when an application is shown to simply not work at all.
An application may have been determined to not work at all under Windows XP
Professional, and rather than attempting remediation of the application, a help mes-
sage may be displayed, stating that the application is not designed to run under
Windows XP Professional. This is a message that is displayed when a user installs or
runs an incompatible application and an application compatibility fix or mode is not
available or viable. An Application Help message can warn a user about an incom-
patibility, but still let the user install or run the incompatible application, or it can
block the user from installing or running the application. This Help dialog box may
have been provided to Microsoft from the application vendor, but it can also be cre-
ated using one of the tools in the Application Compatibility Toolkit that I'll discuss
later in this chapter.

Compatibility Fixes

The real key to legacy applications running under Windows XP Professional are the
many compatibility fixes that Microsoft’s Application Experience team have devel-
oped. These fixes—which range from simple version lies to fixes that redirect older
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application programming interfaces (APIs) to the newer equivalent API—provide
the real core to making older applications behave properly under Windows XP
Professional.

More Info The full list of compatibility fixes is documented in the
SYMPTOMS.XLS spreadsheet and the “Common Application Compatibility
Issues” white paper that are installed with the Application Compatibility
Toolkit. Some of the fixes are applied when you select one of the compatibil-
ity modes such as the Windows 95 mode. When this mode is selected,
approximately 50 common fixes are applied to allow the application to run
on Windows XP Professional or Windows Server 2003.

Compatibility Databases

Windows XP Professional and Windows Server 2003 solve application compatibility
issues by dynamically matching problems with known solutions. The matching
mechanism runs each time an application is installed or during run time. The solu-
tions are packaged in a set of compatibility databases that ship with the product or
are periodically updated. These databases contain a list of known applications and
a set of fixes that are known to remediate the application. In addition, a mechanism
exists to allow you to create custom databases for specific applications. The database
files are located in the %SYSTEMROOT%\AppPatch folder on Windows XP Profes-
sional and Windows Server 2003. The Application Compatibility Databases that ship
with Windows XP Professional and Windows Server 2003 are listed in Table 2-1.

Table 2-1 Application Compatibility Databases

File Description

MigDB.inf Migration database that contains a list of Windows 95, Windows 98, and
Windows Me Edition applications that are incompatible with Windows XP
Professional.

NTCompat.inf Migration database that contains a list of Windows NT Server 4.0 and
Windows 2000 applications that are incompatible with Windows XP
Professional.

Apphelp.sdb  Prepackaged database that contains a list of third-party applications and
associated Application Help messages. You can add third-party
applications and custom Application Help messages to this database, but
you cannot change or delete the existing list of names and Application
Help messages.

Sysmain.sdb Prepackaged database that contains a list of third-party applications and
their associated application compatibility fixes and modes. You cannot
change or delete the information in this database, but you can use the
application compatibility fixes and modes that it contains to create
custom databases.
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Table 2-1 Application Compatibility Databases

File Description

Drvmain.sdb  Prepackaged database that contains a list of device drivers and their
associated Application Help messages.

Msimain.sdb ~ Prepackaged database that contains a list of .msi files and their associated
Application Help messages.

There are three types of databases: migration databases, prepackaged data-
bases, and custom databases. Table 2-1 lists the migration databases and prepack-
aged databases that ship with the product. Custom databases are created with the
Compatibility Administrator tool that T'll detail later.

Application Compatibility Toolkit

The principal set of tools available to deal with application compatibility issues is the
Application Compatibility Toolkit. This toolkit (currently at version 3.0) contains
documentation, usage guides, and several tools that support the deployment of
third-party applications in Windows XP Professional and Windows Server 2003. An
earlier version of the Application Compatibility Toolkit shipped on the Windows
XP Professional product CD, but the latest version has greatly improved tools as
well as new functionality, so you should use this newer version. The URL is hitp:
/www.microsoft.com/windows/appcompatibility/toolkit.mspx. You can also order a
CD that contains the latest version.

The Application Compatibility Toolkit contains the tools and documentation
needed to design, deploy, and support applications on these platforms: Windows
2000 SP3, Windows XP Professional, and Windows Server 2003. Included in the
toolkit are the following:

m Latest versions of the Microsoft Windows Application Compatibility Analyzer,
Windows Application Verifier, and Compatibility Administrator

Training videos of each tool in action

Documentation on deployment, certification, and application compatibility

Microsoft provides a range of tools including, but not limited to, the Applica-
tion Compatibility Toolkit to assist in your application compatibility issues. These
tools and features can be divided into four groups, one for each of the four major
phases in the overall application compatibility testing process: planning, testing,
resolving, and deploying. Figure 2-3 is an overview of the compatibility testing pro-
cess. It represents each major step in the process and directs you to sections in this
chapter that contain more detailed information.
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Figure 2-3 The application compatibility testing process includes planning, testing, resolution,
and deployment. This diagram provides an overview of each step.
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m Planning Tools. These tools include the Application Compatibility Analyzer,
Systems Management Server (SMS), Windows Catalog, and Windows Upgrade
Advisor. Use these tools to collect information about the applications in your
organization and to identify applications that are known to have compatibility
problems.

m Testing Tools. These tools include the Application Verifier and debugging
tools. Use these tools to create a test environment for identifying hard-to-find
application compatibility, stability, and security problems. Testing tools also
include Windows Upgrade Advisor and the Windows Catalog, which identify
applications that have already been tested and certified for Windows XP
Professional and Windows Server 2003.

m Resolution Tools. These tools include the Compatibility Administrator, the
Program Compatibility Wizard, and the Compatibility property sheet. You use
the Compatibility Administrator to apply compatibility modes to custom .sdb
files, which you can distribute throughout your organization. You use the Pro-
gram Compatibility Wizard and the Compatibility property sheet to resolve
compatibility problems on a standalone computer. The Program Compatibility
Wizard and the Compatibility property sheet are rarely used to address appli-
cation compatibility issues in a large enterprise. Any compatibility settings
made through either of these two methods will be stored on a per-user basis
and thus will affect only the user who made the settings.

m Deployment Tools. These tools include System Preparation Tool (Sysprep)
and Remote Installation Services (RIS) for deployment and Group Policy Soft-
ware Installation and logon scripts for distribution. You can use these tools to
deploy applications, patches, and .sdb files during an operating system rollout;
or to distribute applications, patches, and .sdb files to computers that already
have an operating system installed. These tools also include the Application
Compatibility Database Installer (Sdbinst.exe) and the Windows Installer pro-
gram (Msiexec.exe), both of which you use in conjunction with the deploy-
ment and distribution tools to install applications, patches, and custom
database (.sdb ) files. In addition, they include the Windows Installer Software
Development Kit, which you use to package applications, application updates,
and .sdb files into Windows Installer packages (.msi files).

More Info See “Windows Application Compatibility Toolkit” at
http;//www.microsoft.com/windows/appcompatibility/toolkit. mspx to down-
load the Windows Compatibility Toolkit.
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Compatibility Inventory

An important first step in a deployment process is completing an accurate inventory
of exactly what applications you currently have deployed. Many organizations
already feel that they have a good handle on this until they use an inventory program
for the first time and discover that users have installed many more applications than
expected. Especially in environments running Windows 98, users have had the abil-
ity to install just about anything they might want to install because the environment
simply allows it. Using a tool such as SMS or a similar third party tool used to be the
only answer other than a simple paper survey. Imagine the daunting task of inven-
torying each and every desktop by hand. Such an inventory is actually the way some
organizations have gone about the task. A technician would be sent to each machine
in turn and record manually the applications listed in Add/Remove Programs
and under the Program Files folder. This method only slightly beats the best-guess
approach—simply getting users to tell you what it is that they run on a day-to-day
basis.

If you have an automated tool to gather inventories, by all means use that tool.
SMS, for example, not only gathers software inventories, but hardware inventories as
well (which are also needed if you are planning a Windows XP Professional deploy-
ment). Other third-party tools may have similar features as well. But because an
accurate software inventory is a key step in planning a deployment, Microsoft
included a new tool in the Application Compatibility Toolkit 3.0: the Application
Compatibility Analyzer. This tool consists of two parts:

m The Collector tool that actually gathers the information.

B The Analyzer that allows you to analyze the information in a number of ways.
The Analyzer also can look up compatibility information online as part of its
analysis.

The Application Compatibility Analyzer is the first tool in the toolkit that this
chapter describes.

Risk analysis is one of the more important aspects of application compatibility.
This includes identifying the priority of applications for testing (business critical,
high priority, daily use, nice-to-have, and so on), which ensures that the most
important applications work properly after deployment. It’s essential to use this
information to plan which applications you must test. For more information about
risk analysis, see the Application Compatibility Toolkit at hitp./www.microsoft.com
/windows/appcompatibility/toolkit. mspx.
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Taking the Inventory

To take an inventory of a machine or a whole group of machines, you simply need to
run the collector.exe application on each machine. Because this executable does not
need administrative permission to run, you can add a line to run the Collector to a
logon script or create a dedicated script or batch file to run the tool. If multiple users
use a specific computer, you may need to run the Collector several times to make sure
that the information is complete. When the Collector runs, it does not display an appli-
cation window; instead, an icon is seen in the status area for the duration of its oper-
ation, which usually only takes one to two minutes. The Collector supports a number
of command-line switches to allow the administrator to customize the process to suit
the needs of the organization. The command-line options for collector.exe are listed in
Table 2-2, and the following describes the command’s syntax:

collector.exe [/o filenamel[/f path] [/e department] [/n] [/d days] [/al [/p profilel

Table 2-2 Collector.exe Command-Line Options

Option Description

/cw Causes the Collector to wait five minutes before running, reducing CPU
usage during startup.

/o filename Directs the Collector to produce output on the specified filename. By
default, the Collector places the output file onto the user’s desktop.

/f path Provides the source path for the Collector to gather information from; it
can be either file or directory. If file or directory is not specified, directs
the Collector to gather information from all drives on the machine.

/e department  Provides department information for use in processing Collector logs.
This data helps separate collected information into useful categories
after the logs are merged later in the process.

/n Directs the Collector not to collect information from mapped (network)
drives. By default, network drives are included.

/d days Directs the Collector to collect information only if the Collector had not
run within the number of days specified by the parameter. If the
number of days is not specified, Collector will not run if it had already
been executed on the machine once.

/a Combines collecting information from shell/installed programs with the
collection from specified drives/paths.

/b profile Directs the Collector to use a specified profile (initialization file) instead
of the default collector.ini file.
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A sample run of the Collector might be similar to the following: \\server-
name\sharename\collector.exe /D 20 /0 /CW \\servername\Togshare\pilot. This command
line would run the collector.exe application from the \\servername\sharename folder
as long as it has been 20 days since the last time it was run, and the output logs will
be created in the \\servername\Togshare\pilot folder on the network. The resulting
log data that the Collector creates is compressed and saved as a CAB file. The /cwW
switch causes the Collector to wait five minutes before running to reduce the CPU
load at startup.

The Collector can be run to inventory applications on the following:

Windows 95, Windows 98, Windows 98 Second Edition, Windows Me
Windows NT 4.0

Windows 2000 Professional

Windows 2000 Server

Windows XP Professional

Windows Server 2003

Note Instead of using the command line, you can include ali options in an
.ini file called collector.ini. This file is fully documented in the help file for
the Application Compatibility Analyzer.

After an inventory has been run, you use the Analyzer tool shown in Figure 2-4
to load the results and analyze. The Analyzer can be run on the following:

Microsoft Internet Explorer 5.5 or higher
Windows 2000 Professional

Windows 2000 Server

Windows XP Professional

Windows Server 2003
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Figure 2-4 The Application Compatibility Analyzer stores compatibility data in a database.
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The Analyzer stores its data in either an Access or SQL Server database. Subse-
quent runs of the Collector from other machines may be easily added to the data-
base using the Analyzer console. The resulting data may be evaluated, and reports
may be generated from the data. Additionally, you can download compatibility
information from Microsoft to compare with the inventoried applications in your
own enterprise. When you request compatibility information for an application from
the application compatibility database, one of four levels of compatibility is
returned:

m Compatible. The application is compatible with Windows XP Professional.

m Compatible With Issues. The application typically is compatible, but might
have problems when run in certain contexts.

m Incompatible. The application is incompatible with Windows XP
Professional.

m Unknown. Either the application or its compatibility with Windows XP
Professional is unknown to Microsoft.

The compatibility levels returned by the application compatibility database are
combined with the information in your inventory to create a local application com-
patibility database for your organization.

More Info See “Microsoft Application Compatibility Analyzer” at http:
//www.microsoft.com/windows/appcompatibility/analyzer.mspx to
download the Application Compatibility Analyzer.

Scripting the Inventory

The script applist.wsf is a simple tool that lists the applications installed on a com-
puter. This script is on the book’s companion CD in the Scripts folder. It’s simpler
than the Compatibility Analyzer because it records only the Windows Installer-based
applications and legacy programs listed in the Add/Remove Programs dialog box to
a log file. You can run this script for each computer, storing each computer’s log file
in a separate file on a network share. Although this script doesn’t tell you whether a
program is compatible with Windows XP Professional or not, it helps you discover
which applications are installed on the network clients. Table 2-3 lists the command-
line options that this script supports, and the following describes the script’s syntax:
applist.wsf [/?] /L:1ogfile [/COMPUTER:computername] [/APPEND]

[/DELIMITER: character] [/USER] [/MSI[+[-1] [/LEGACY[+[-]]
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Table 2-3 Applist.wsf Command-Line Options

Option Description

Vi Displays a help message.

/L:logfile Outputs the application list to the log file logfile. If omitted
when using Cscript.exe to run the script, it outputs to
StdOut.

/COMPUTER:-computername ~ Logs the applications installed on the computer
computername. If not specified, logs the applications
installed locally.

/APPEND Appends the application list to an existing log file.

J/DELIMITER-character Uses character as the log file delimiter.

/USER If specified, logs the applications that the user has run using
the Run dialog box. This list is extracted from the registry
(HKCU\Software\Microsoft\ Windows\ CurrentVersion
\Explorer\RunMRU).

/MST+ | Skips logging Windows Installer-based programs if /MSI- is

/LEGACY[+ |

specified; otherwise, logs all installed Windows Installer-
based programs.

Skips logging legacy programs if /LEGACY- is specified;
otherwise, logs all installed legacy programs.

The following command, which you can learn more about in Appendix E,
“Batch Script Syntax,” executes the script applist.wsf for each computer contained in
the text file Computers.txt, which must exist in the current folder: for /f %i in
(Computers.txt) do applist.wsf /SERVER:%i /L0G:%i.txt. It outputs the results to a log
file Computer.txt, where Computer is the name of each computer listed in the file
Computers.txt. The quickest way to build Computers.txt is to type net view
>Computers.txt and then edit the text file to remove extra lines and the \\ characters

before each name.

On the Resource Kit CD The script applist.wsf is available on this book’s
companion CD in the Scripts folder.
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Building the Test Lab

You probably will not be building a test lab just for application testing; instead, you
will establish a lab for your overall deployment effort. Collecting and analyzing
current installed software will be done as already detailed, of course, but testing of
each application that will be included in your final deployed image must be done in
a lab environment. A well-maintained lab environment that closely mimics your real
production environment can be a real lifesaver to an operating system deployment.
Remember that you should establish a lab that is physically separate from the pro-
duction corporate network.

You should configure the deployment test lab with at least the following items
readily available. And to the extent that it is possible, you should configure the lab
to fully represent the production environment. Your deployment lab should include
the necessary hardware to host the following environment:

B A Windows domain for the machines to join and to host user accounts. This
could be a Windows NT 4.0, Windows 2000, or Windows 2003 domain. If a
Windows NT 4.0 domain is used, the domain controllers must be running at
least Service Pack 3 to allow Windows XP Professional machines to properly
communicate with the domain.

m Dynamic Host Configuration Protocol (DHCP) services, for providing Trans-
mission Control Protocol/Internet Protocol (TCP/IP) addresses to client
machines.

B Domain Name Server (DNS) services, for providing TCP/IP host name resolu-
tion to client and server machines.

B Windows Internet Naming Service (WINS), for providing NetBIOS name reso-
lution to client and server machines.

m A build server, at least a Windows NT 4.0 or newer Windows machine, in the
domain to host the build files and images. This can be a workstation or server
class machine as long as it has sufficient amount of disk space to host the data
for the deployment.

B Remote Installation Services (RIS), optionally a server hosting RIS to allow for
the uploading and downloading of RIS images. RIS servers require a Windows
2000 or newer domain.

m Network switches and cabling; 100 megabytes/sec (MBPS) is recommended to
accommodate the potential high volumes of data.

m Client workstations. Any unique type of workstation configuration that will be
found in production should be duplicated in the lab. This duplication allows
for testing each separate hardware configuration.
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KVM switches. It can be helpful to have the client workstations connected to a
keyboard\video\mouse switch to minimize the floor space needed to host the
workstations.

CD burner. A system should be available in the lab for creating CD-ROMs.

Internet access. The lab (or a portion of the lab) should have access to the
Internet for downloading software updates and application compatibility
information.

Original Windows XP Professional media and license keys, available on the
volume license media (select CDs).

Original Windows XP Professional Tablet Edition media (two CDs) and license
keys, available on the volume license media (select CDs).

Windows XP Service Pack 1 or Service Pack 2 media, available on the volume
license media (select CDs).

Microsoft Office 2003 Editions media and license keys, available on the volume
license media (select CDs).

Windows Prelnstall Environment media, available on volume license media
(select CDs).

Business desktop deployment media.
Any additional application media to be included in the images.

Any hardware-specific software, such as drivers, CD-ROM burner software,
and DVD viewing software.

Testing the Applications

Whether you use the Application Compatibility Analyzer tool, SMS, or a third-party
tool to generate your application inventory, review the inventory to see if you can
consolidate your organization’s application base. Limiting the applications used in
your organization to those provided by the vendors that you plan to support in the
future and to the specific version numbers that you plan to support can minimize
your testing effort, decrease configuration variability during deployment, and
increase the likelihood of a successful deployment. Look for the following in your
inventory:

Several versions of the same application. Consider updating older appli-
cations to newer versions or moving all users to a full-featured version of a par-
ticular application. For example, if some of your users use Microsoft Office XP
and others use Microsoft Office 2003 Editions, you might decide to support
only Office 2003 Editions in the future.
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B Redundant applications. If there are groups in your organization who are
using different applications to accomplish the same tasks, consider moving
everyone to the same application.

® Obsolete applications. Review your inventory for applications that are
rarely or never used in your organization, and consider retiring them.

Most medium-to-large organizations use so many applications that it is not pos-
sible to test them all thoroughly. Consequently, most organizations prioritize the
applications they plan to test. After you have consolidated your application base so
that only the applications you plan to support with the new operating system are
listed, you can prioritize your list based on factors such as whether applications are
compatible with Windows XP Professional and Windows Server 2003, how critical
they are to your business operations, and the number of users who depend on
them. The uitimate goal of prioritizing inventoried applications is to identify the core
group of applications that must function properly before you begin to roll out the
new version of the Windows operating system.

You can prioritize your testing by using several different guidelines or a com-
bination of guidelines. Categorizing applications by whether they are compatible
with Windows XP Professional is one approach as is frequency of use. Another
approach is based on the somewhat subjective measurement of how critical the
application is to your business needs. An application that is considered mission-critical
has a high priority, whereas an application that is more of a personal preference
application can be relegated to a lower priority. The documentation that ships with
the Application Compeatibility Toolkit has more details of how best to prioritize your
application testing. Remember that one method may not be sufficient; it may take a
combination of methods to best categorize your testing.

When you test your applications, you need to use Subject Matter Experts
(SMEs) who are familiar with the details of the application you are testing. Use the
SME to assist in generating a reasonable test scenario for the application that you
want to test. Pay careful attention to common uses such as opening and saving data,
printing, and other similar operations.

On the Resource Kit CD  See “Windows Fundamentals Testing Checklist”
in the file plan03.doc on this book’s companion CD in the Aids folder. Use
this worksheet to document test results for each application that you test
for Windows XP Professional compatibility.
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Finding Resolutions

When your testing discovers incompatible applications, you need to find resolutions
to the problems. There are two tools that are included in the Application Compati-
bility Toolkit that are designed to resolve these problems. One tool is for developers
who have access to the source code for an application, such as an in-house line of
business application or a third-party software vendor. The other tool is used to
remediate applications in which you do not have access to the original source code.

Shown in Figure 2-5, Application Verifier is the tool used by developers to test
an application for the most common application problems, including incorrect ver-
sion checking, bad registry usage, and hard-coded file paths. This tool also can be
used to assist in testing applications in preparation for the Designed for Windows
Logo Program. Using the tool is very simple.

Welcome to the Microsoft Application Compatibility
Analyzer

The Microsoft Application Compatibility nalyzer tool collects application information from your
organlzation's computers, along with identifying machine Information, It can be used to inventory
your organization's applications providing reports that can be updated, printed, or exported,
Additionally, the Analyzer can check for the compatibility status of your applications by querying an
online database at Microsoft. For more Information on using the Analyzer, please refer to the help
pages.

IF you prefer to only anelyze this local computer click here, Otherwise, click on the "Start using the
Analyzer link below to begin analysls on the computers in your organization,

Start using the Analyzer

Figure 2-5 Use Application Verifier to check for the most common compatibility problems.

To use the Application Verifier tool, simply load the application that you want
to test by using the Add button and browsing to the application executable. Then
select any of the tests in the right pane of the Application Verifier. After you have
chosen the tests that you want to run, you simply double-click the application listed
in the application pane or click the Run button. As you exercise the application, the
chosen test will be performed. Note that some of the tests require running under the
services of a debugger; thus the design of this tool is to be run by developers. The
Options dialog box also has some additional tests that can be configured, such as
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common folder handling and the capability of the application to handle permissions
correctly. Application Verifier records its results in a log file that can be viewed after
the application has been executed and tested, as shown in Figure 2-6.
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{7} DFw/ChecksAll - Checks system usage for all application types (1.2)
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Figure 2-6 The Application Verifier log file displays problems and possible resolutions.

This log shows errors and gives possible resolutions, sometimes requiring a
rewrite of the application to use a current API call instead of an obsolete call. If the
application source code is no longer available, it may still be possible to remediate
the application using the Application Compatibility Administrator tool, which allows
you to test applications and if necessary add specific compatibility fixes to a custom
database that will serve to remediate the application every time it is run. Application
Compatibility Administrator (shown in Figure 2-6) ships with a small demo applica-
tion that can be used to acquaint yourself with using the tool. This demoapp.exe file
allows you to test for both installation and runtime issues to familiarize yourself with
running the application.

To assist in understanding how best to utilize the tools and test your applica-
tions, the toolkit ships a number of documents that will be of great assistance. One
of these documents, Application Compatibility Testing Checklist, is a straightforward
approach to application testing that covers the basic Windows fundamentals of an
application running on Windows XP Professional. Another document, Common
Application Compatibility Issues, discusses the most common issues with legacy
applications to assist in understanding the real issues you are likely to encounter
when you test your applications.
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%
demoapp.exe - 12/29/2003 3:08
€3 Read from Local Machine Registy Key: System.
- (demoapp.exe:00004185) QueryValue: Read from dangerous segistry entry 'HKEY_LOCAL_MACHIN
[demoapp.exe:0000423D) QueryValue: Read from dangerous registry entry 'HKEY_LOCAL_MACHI
€9 Sent a Ul to the interactive deskiop
(demoapp.exe:00004E87) Called MessageBox with one of the follawing flags set to nonzero:MB_DE

Figure 2-7 Use Application Compatibility Administrator to search for compatibility fixes already
used on the system.

When you first open the Application Compatibility Administrator tool, you can
use the Search menu to search for any compatibility fixes that are already in use on
the system. You can also list the individual fixes by selecting the compatibility fixes
node in the left pane of the tool. But for most IT professionals, the individual fixes
aren’t that informative. Testing still requires SMEs and application testing experts to
identify and remediate the fixes. Some of the troubleshooting techniques learned by
using an application over time are most useful during application testing. Also, a test
matrix or plan developed with the input of SMEs will be useful for recording each
individual test that is performed and whether it passed or failed. A good working
knowledge of the built-in fixes that are part of the system fix database will assist in
discovering what fixes may be needed for an individual application to run correctly
under Windows XP Professional or Windows Server 2003.

On the Resource Kit CD  See “Compatibility Solutions Spreadsheet” in the
file plan02.xls on this book’s companion CD in the Aids folder. Use this
worksheet as a tool to match compatibility fixes to symptoms that applica-
tions exhibit when running Windows XP Professional.




Compatibility Databases

When you discover that one or more of your applications will not run correctly
under Windows XP Professional, the easiest way to remediate the application is to
create a custom compatibility database. In Compatibility Administrator, the steps to
create a fix for an application are as follows:
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1. Under Custom Databases, select New Database, right-click to select New, and
then select whether you are creating an Application Fix, AppHelp message, or

Compatibility Mode.

To create an Application Fix, select that option and browse to locate the appli-

cation that you want to fix.

If the application was originally designed to run under a previous version of
Windows, you can choose to simply select that version using one of the listed
compatibility modes, as shown in Figure 2-8.

Compatibilty Modes
Installed Databases
-4y Custom Databases

#5102 Dalmations Pupples to the Rescue

More information about Compatil 'y Administrator:

iDownload the |atest version of the Application Compatibility Toolkit

tgzgum Legaty Registry Entries {User Compat Flags)
44000 Test Entries
2510 voor Taal 3
% 1000 Best Solitaire Games: 3 Peak Space Cards
102 Dalmations Activity Center

512395
%1602 AD
14252000 ToolBox
233D Action Arcade
S50 Frog Frenzy

Figure 2-8 Choose one of the compatibility modes if the application was designed to run

in an earlier version of Windows.

If you have determined by your research that only one or a couple of fixes are
needed, you can individually select them from the list of available fixes on the
next page, as shown in Figure 2-9.
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5?“%_Cr,éate new Application Fix

Compatibility Modes
Select compatibifity modes to be applied for the program.

DisableCicero

DisableThemes
F7 & Intemational
LU,
[ELUACIeanup
] [l ProfilesS etup

_ Cancel

Figure 2-9 Use compatibility fixes to fix specific individual problems.

5. After you have selected the fixes that you need, you can run the application
and exercise it through your test matrix to see whether the fix was sufficient to
allow it to run.

6. When you are sure that the fixes you chose have taken care of the problem
that you were seeing during testing, you can advance to the final page that
selects the matching methods that will be used to tie the fixes that you have
created to the application, as shown in Figure 2-10.

&% Create new P.hp{i_caﬁon Fix; -

Compatibility Fixes
Select compatibility fixes to be applied for this program.

é CorrectCreatelcon
‘@ CorrectCreateSurface
3 ConectFarE astFont

&8 CorrectFilePathinSetDlgltemT ext
et S
@Correc itlePathslninstall
@ CarrectOpenFileExclusive
€% CorrectSoundDeviceld
8 ConectvernstallFile

Figure 2-10 You can match fixes to applications with a variety of criteria.
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7. The final step in creating a custom database is saving the database so that you
can include it in your deployed image.

E Click File, Save As to save the currently selected database under any file-
name you choose. It is a good practice to simply name the file the same
name as the application you are fixing, unless you have created fixes for
multiple applications in one database.

8. After you have created one or more custom database files, you need to install
them on your master system so that the fixes will be available when the appli-
cation is installed and run on your business desktops.

Distributing Compatibility Fixes

Distribution of the custom databases can be facilitated using a variety of methods
such as logon scripts, Group Policy, or simple file copy operations. After the file is
on the target system, the actual installation of the custom databases is done using a
tool that ships with the operating system, called SDBINST.EXE. After the file exists
on the target computer, the custom database file must be installed (registered)
before the operating system will identify the fixes present when launching the
affected applications. (An example command line could be like sdbinst c:\Windows
\AppPatch\myapp.sdb.) After the database file is registered on a computer, the compat-
ibility information will be used any time the application is launched. Table 2-4
describes the command-line options for sdbinst.exe, and the following shows the
command’s syntax:

sdbinst [-7] [-q] filename.sdb [-u] [-g \guid)] [-n name]

Table 2-4 Sdbinst.exe Command-Line Options

Option Description

-7 Displays help text.

-q Runs quietly with no message boxes.
Silename.sdb Specifies the file name of the database to install.
-0 Uninstalls the database.

-g (guid)} Specifies the GUID of the database to uninstall.
-1 name Specifies the name of the database to uninstall

The SDBINST.EXE command can be written into a logon script to automatically
install the custom database from a shared network location when the users log on to
their computers. This process could even be accomplished as part of a custom job
to be pushed out to the desktops via SMS or another third-party management appli-
cation. One of the best methods of distribution of these custom databases is to
include them in your master Windows XP Professional image. Installing them as part
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of the original image before adding the application that needs the fixes assures that
the application will run from the first time the user needs it. You can deliver the fixes
as part of the master image, but still use Group Policy application installation to
deploy the application.

Maintaining Compatibility

Periodically, new information becomes available from Microsoft regarding applica-
tion compatibility. Microsoft then gathers the resulting information into new com-
patibility updates, which become available on the Windows Update servers for
download. There are three methods of keeping your compatibility information
current.

The first method is manually going to Windows Update to see if new updates
are available. This process, of course, is fine for a standalone machine, but it isn’t
useful for an enterprise. The other two methods involve automating the collection of
the new updates when they become available. One method, which occurs only
when Windows XP Professional is installed, is known as Dynamic Update; the other
method is Windows Update with the addition of Software Update Services. First let’s
look at Dynamic Update.

Dynamic Update

Dynamic Update is a feature of Windows XP Setup that allows it to contact the Win-
dows Update servers during the installation of Windows XP Professional to down-
load newly released information pertinent for installation. The information that can
be downloaded includes enhancements and fixes to the actual installation engine,
new application compatibility information, and new driver files. Because this is an
automated process that occurs when Windows XP Professional is being installed,
there is nothing that needs to be done to ensure that the latest files are made avail-
able during installation. The only problem is that Dynamic Update runs only during
an interactive or unattended installation of Windows XP Professional. Imaged instal-
lations or RIS installations cannot directly benefit from the automated retrieval of the
files needed for Dynamic Update. If there is no current connection to the Internet
during installation, or if you are using one of the other mentioned methods of
deployment, you can download the files that contain the update ahead of time from
the Windows Update site. The download packages contain some or all of the fol-
lowing files:

Updates.cab: replacement files

m Upginfs.cab: updated INF files for upgrades from Microsoft Windows 98 or
Microsoft Windows 95

Winnt32.cab: fixes to the Winnt32.exe file

Duasms.cab: assembly fixes
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m Drvx.cab: updated drivers

Several knowledge base articles address Dynamic Update and how to prepare
to download and use the updates as part of your deployment. These articles will be
your best source of information on the current status of Dynamic Update availability
as well as the best methods of deployment. Please see the following articles for
more information on Dynamic Update:

m “Description of the Dynamic Update Feature in Windows XP Setup” at
bitp.//support.microsoft.com/default.aspxrscid=kb; EN-US; 311220

m “How to Deploy the Windows XP Dynamic Update Package” at
bitp://support.microsoft.com/default.aspx?scid=kb;EN-US; 312110

Windows Update

Most users of Windows, whatever the version, have become familiar with Windows
Update. From its original inception with Windows 95 some eight years ago, Windows
Update has been the principal method to keep Windows systems up to date. From
driver fixes to security fixes to replacement applications such as the Windows Media
Player, Windows Update is the primary vehicle to be used to keep Windows XP Pro-
fessional up to date. But, one drawback that has hampered enterprise deployments
of Windows is that there used to be no automated method or corporate method of
downloading just the fixes that were known to work within an in enterprise under
the control of a system administrator.

Approximately two years ago (at the time of this writing in 2003), Microsoft
released the Corporate Windows Update site, which allowed an administrator to
independently select the Windows platforms that were in place in their own organi-
zation and download all the available fixes for that platform. After the files were
downloaded, they could be individually tested for compatibility on sample systems
before being distributed to the individual workstations. The Corporate Windows
Update site has since been replaced with the Software Update Services (SUS), a new
feature of Windows 2000 and Windows Server 2003 systems that enables an enterprise
to download fixes as they become available on a regularly scheduled basis, approve
the fixes that are needed, and then automatically propagate them out to desktops.
Windows XP SP1 includes an updated update mechanism, so it can be configured to
automatically take these fixes as they become available from the SUS server.

More Info  For detailed information on setting up Software Update Services
in your enterprise, see the information online at http://www.microsoft.com
/windows2000/windowsupdate/sus/default.asp
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Another method of deploying fixes to your desktop is used when you create
master images for deployment. It is actually an extension of Windows Update and
simply involves downloading the most recent fixes at the time of creation of the
master image. Going to Windows Update from one of the Windows XP Professional
machines in your build lab and choosing Windows Catalog allows you to download
all the fixes that are available for the system. After you have downloaded all these
fixes, you can then deploy them as part of your base image to have a fully patched
Windows XP Professional master image for duplication.

Virtual PC as Safety Net

Microsoft Virtual PC 2004 is software that lets users run two or more operating sys-
tems on their computers—at the same time. It prevents complicated configurations
in environments where people must use multiple operating systems (whether
because of incompatible legacy applications or as a safeguard during migration).
Users install multiple guest operating systems in virtual machines. These virtual
machines look like any other applications people use on their physical computers.
For example, users bring virtual machines to the foreground simply by clicking its
title bar. Virtual machines’ similarity to applications stops at look-and-feel, however.
Virtual PC mimics physical computers so exactly that the applications users install in
them don’t distinguish the virtual machine from a physical computer. Instead of
installing operating systems on multiple, costly computers or creating unwieldy
multi-boot installations, you can install the operating systems in multiple, inexpen-
sive virtual machines. And changes that users make in virtual machines don’t affect
their physical computers.

Virtual PC enables companies to take advantage of new operating systems
while continuing to support legacy applications that aren’t compatible with them.
Some of the applications on which companies rely might not run on Windows XP
Professional. If you're migrating to Windows XP Professional and have a legacy
application that doesn’t work in it, then you might have believed you had two
choices. You could scratch your deployment until the developers update the legacy
applications, or you could allow people who use those applications to have two
computers until the developers update them. Now you can install Virtual PC on
those users’ computers, which allows them to run the operating system version with
which those legacy applications are compatible. If your accounting department uses
bookkeeping software that works only in Windows 98, you can delay the migration
until the vendor updates the software. Better yet, you can install Virtual PC, install
Windows 98 as a guest operating system, and then install the bookkeeping soft-
ware in that virtual machine. Those users can reap all of the benefits that Windows
XP Professional offers but continue using their bookkeeping software in their vir-
tual machines.
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More Info For more information about Virtual PC, including how to deploy
virtual machines on a large-scale deployment, see http;//www.microsoft.com
Jvirtualpc.

Best Practices

The following are best practices for Windows XP Professional application compat-
ibility:

Inventory your environment. Know what applications that you currently
have in place and are in regular use, and how many copies you are running
and actually need.

Prioritize your applications. You must determine which of your installed
applications are crucial to the success of your business and your overall
deployment.

Use your Subject Matter Experts. Recruit SMEs to assist in designing ade-
quate tests to fully exercise the applications you have in place. Good SMEs can
make or break an application compatibility test plan.

Create and use a test plan. Following a test plan (remember that the Appli-
cation Compaitibility Toolkit includes great documentation on how to design a
test plan) for each and every application is essential.

Fix compatibility issues using Application Compatibility Administrator.
Use the Application Compatibility Administrator tool to fix any essential line of
business application that you cannot find a compatible replacement for from the
original vendor or another software company.
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Windows Configuration

Standardizing desktop configurations makes it easier to install, update, manage, sup-
port, and replace computers that run Microsoft Windows XP Professional. Standard-
izing users’ configuration settings, software, hardware, and preferences makes it
easier to deploy operating system and application upgrades, and configuration
changes can be guaranteed to work on all computers. This chapter describes plan-
ning considerations for building preferred Windows XP Professional configurations.
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m Have you defined the scope and objectives of your deployment? See
Chapter 1, “Deployment Plan,” for more information.

m Have you created an environment plan that describes how to migrate
the current environment to the planned environment? See Chapter 1
for more information.

B Have you built a test lab in which you can test your preferred configura-
tion? See Chapter 1 for more information.
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Management

By running Windows XP Professional in a Windows Server 2003 domain, you can
specify the level of control exercised over users. Table 3-1 describes how you can
use the desktop management features to manage computer and user settings. For
example, by using Active Directory and Group Policy, you can manage desktops as

follows:

Prevent users from installing applications that are not required for their jobs.

Make new or updated software available to users without visiting their work-

stations.

m Customize desktop features or prevent users from making changes to their desk-

top settings.

m  Refresh policy settings from the server without requiring the user to log off or

restart the computer.

Table 3-1 Desktop Management Tasks and Features

Task

Feature

Configure registry-based policy settings for
computers and users

Manage local, domain, and network security

Manage, install, upgrade, repair, or remove
software

Manage Internet Explorer configuration
settings

Apply scripts during user logon/logoff and
computer startup/shutdown

Manage users’ folders and files on the
network

Manage user profiles

Make shared files and folders available offline

Group Policy Administrative Templates

Security Settings

Software Installation And Maintenance

Internet Explorer Maintenance, Microsoft
Management Console (MMC), Group
Policy settings, Internet Explorer
Administration Kit

Group Policy—based scripts
Folder Redirection
Roaming User Profiles

Offline Files And Folders (in conjunction
with Folder Redirection)

If you deploy Windows XP Professional desktops in a domain that does not
include Active Directory, you can still take advantage of some management features.
For example, you can manage Windows XP Professional desktops by implementing

the following IntelliMirror features:

m Roaming User Profiles

B Logon Scripts
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m Folder Redirection
®m Internet Explorer Maintenance

M Administrative Templates (registry-based policy)

For desktop computers that are used for specific functions, such as running certain
line-of-business applications, you can use a management structure that prevents
users from installing any application or device or from modifying the desktop or
changing settings. To improve security and manage data storage, you can use Folder
Redirection to save all data to a server location instead of on the local computer. You
can also use Group Policy settings to manage configurations, restrict user access to
certain features, and limit the customizations that users can make to their configura-
tions. To configure a computer for a single application and no other tasks, you can
remove desktop features such as the Start menu and set that application to start
when the user logs on.

If users need to exercise a great deal of control over their desktops, and if
tightly managing them is not acceptable, you can use desktop management strate-
gies to reduce support costs and user downtime. You can allow users to install
approved applications and to change many settings that affect them while prevent-
ing them from making harmful system changes. For example, you might allow users
to install or update printer drivers but not to install unapproved hardware devices.
To ensure that the user’s profile and data are saved to a secure location in which it
can be backed up regularly and restored in the event of a computer failure, use
Roaming User Profiles and Folder Redirection.

More Info For more information about implementing the preceding desk-
top management strategies, see Chapter 21, “Desktop Management.” For
more information about implementing Group Policy to manage desktop com-
puters, see Chapter 20, “Policy Management.”

If your mobile users travel frequently, or work from remote sites and use slow or
intermittent network connectivity, you might want to give them more control over
their computers than you allow users who use their computers primarily onsite
(where administrators can provide full support). For example, you might allow trav-
eling users to install or update device drivers and applications but restrict them from
performing tasks that can damage or disable their computers.



74 Part I: Planning

Mobile users who work mostly offsite, whether or not they are connected to
your network, have less access to support personnel. Therefore, when you install
applications for users who are seldom connected to the network or who do not
have a reliable fast connection to it, make sure that all necessary components are
also installed. You can use scripts to make sure that all files associated with the
installed applications are installed locally. To allow mobile computer users to install
software, make them members of the Power Users security group. For more infor-
mation about security groups, see “Security,” later in this chapter on page 77.

Users who connect to your network remotely might need to configure virtual
private network (VPN) connections. To allow them to make necessary configuration
changes, enable the following settings:

Delete remote access connections belonging to the user.
Rename connections belonging to the current user.

Display and enable the New Connection Wizard.

Display the Dial-up Preferences item on the Advanced menu.

Allow status statistics for an active connection.

Allow access to the following:

# Current user’s remote access connection properties.
® Properties of the components of a local area network (LAN) connection.

B Properties of the components of a remote access connection.

If mobile users rarely connect to your network, you might not want to use fea-
tures such as Roaming User Profiles and Folder Redirection. However, these features
help maintain a seamless work environment from any computer for users who fre-
quently connect to the network or roam between portable and desktop computers.

More Info For more information about supporting mobile users, see
Appendix A, “Mobile Scenarios.”

Connectivity

Determining how to connect clients to your network depends largely on where they
are located and the type of network you are running. Those located within the cor-
porate infrastructure can use a variety of network media, such as Asynchronous
Transfer Mode (ATM), Ethernet, or Token Ring; those outside of the corporate infra-
structure need to use Routing and Remote Access or virtual private networking.
Windows XP Professional uses Transmission Control Protocol/Internet Proto-
col (TCP/IP) as its standard network protocol. For a Windows XP Professional—
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based computer to connect to a NetWare or Macintosh server, you must use a pro-
tocol that is compatible with the server. NWLink is the Microsoft implementation of
the Novell Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX)
protocol, which allows you to connect to NetWare file and print servers. However,
the IPX/SPX protocol is not available on Windows XP 64-Bit Edition.

In the Properties dialog box for your network adapter, you can specify which
protocols to install and enable. Windows XP Professional attempts to connect to
remote servers by using the network protocols in the order specified in this dialog
box. You can configure these protocols in your unattended-setup answer file, as
described in Chapter 6, “Answer Files.”

Note Install only the necessary protocols. For example, installing and
enabling Internetwork Packet Exchange (IPX) when you need only TCP/IP gen-
erates unnecessary IPX and Service Advertising Protocol (SAP) network traffic.

TCP/IP Networks

Client computers running on TCP/IP networks can be assigned an Internet Protocol
(IP) address statically by the network administrator or dynamically by a Dynamic
Host Configuration Protocol (DHCP) server. Windows XP Professional uses Domain
Name Server (DNS) as the namespace provider, whether you use static IP addresses
or DHCP. Networks that include Microsoft Windows NT Server 4 or earlier or client
computers running versions of Windows earlier than Windows 2000 Professional
might require a combination of DHCP and Windows Internet Name Server (WINS).
DNS is required for integration with Active Directory, and it provides the following
advantages:

Interoperability with other DNS servers, including Novell NDS and UNIX Bind.
Integration with networking services by using WINS and DHCP.
Dynamic registration of DNS names and IP addresses.

Incremental zone transfers and load balancing between servers.

Support for resource record types such as Services Locator (SRV) and Asyn-
chronous Transfer Mode Addresses (ATMA) records.

DHCP allows Windows XP Professional-based computers to receive IP
addresses automatically. This helps to prevent configuration errors and address con-
flicts that can occur when previously assigned IP addresses are reused to configure
new computers on the network. As computers and devices are removed from the
network, their addresses are returned to the address pool and can be reallocated to
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other clients. The DHCP lease-renewal process ensures that needed changes are
made automatically when client configurations must be updated. The advantages of
using DHCP follow:

Conflicts caused by assigning duplicate IP addresses are eliminated.

DNS or WINS settings do not need to be manually configured if the DHCP
server is configured to those settings.

m Clients are assigned IP addresses regardless of the subnet to which they con-
nect, so IP settings need not be manually changed for roaming users.

If you assign IP addresses statically, you need to have the following informa-
tion for each client:

m The IP address and subnet mask for each network adapter installed on each
client computer.

The IP address for the default gateway.
Whether the client is using DNS or WINS.

The name of the client computer’s DNS domain and the IP addresses for the
DNS or WINS servers.

B The IP address for the proxy server.

Note It is recommended that you assign static IP addresses to servers
and dynamic ones to client computers. However, there are exceptions that
might require you to assign static addresses to computers running Windows
XP Professional. For example, a computer that runs an application that has
the IP addresses hard-coded into it requires a static address.

IPX Protocol

IPX is the network protocol used by NetWare networks to control addressing and
routing of packets within and among LANs. Windows XP Professional computers
can connect to NetWare servers using Client Service for Netware. Windows XP Pro-
fessional includes NWLink and Client Service for NetWare to transmit NetWare Core
Protocol (NCP) packets to and from NetWare servers.

Mote Although TCP/IP is used on some Novell NetWare-based networks,
Client Service for NetWare does not support it.
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NWLink and Client Service for NetWare provide access to file and print
resources on NetWare networks and servers that are running either Novell Directory
Services (NDS) or bindery security. Client Service supports some NetWare tools
applications. It does not support 1P, including NetWare/IP. You can install Client Ser-
vice or the current network client by using Novell Client. However, you cannot use
Novell Client to connect a computer running Windows XP Professional to a
Windows 2000 Server-based computer.

Caution Do not install both Client Service and Novell Client for Windows
NT/2000 on the same computer running Windows XP Professional. Doing
SO can cause errors on the system.

When upgrading to Windows XP Professional from Windows Me, Windows 98,
or Windows NT 4 Workstation, Windows XP Professional upgrades Novell Client
version 4.7 or earlier to the latest version of Novell Client, allowing for a seamless
upgrade. All other versions of Novell Client should be removed before upgrading
the operating system; then reinstall and reconfigure Novell Client.

Security

The Windows XP Professional security model is based on the concepts of authenti-
cation and authorization. Authentication verifies a user’s identity, and authorization
verifies that the user has permission to access resources on the computer or the net-
work. Windows XP Professional also includes encryption technologies, such as
Encrypting File System (EFS) and public key technology, to protect confidential data
on disk and across networks.

Authentication

When the user logs on to a computer, a user name and password are required
before the user can access resources on the local computer or the network. Win-
dows XP Professional authentication enables single sign-on to all network resources,
so that a user can log on to a client computer by using a single password or smart
card and gain access to other computers in the domain without re-entering creden-
tial information. The Windows XP Professional authentication model protects your
network against malicious attacks, such as the following:

B Masquerade attacks Because a user must prove identity, it is difficult to
pose as another user.

m Replay attacks It is difficult to reuse stolen authentication information
because Windows XP Professional authentication protocols use timestamps.
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m Identity interception Intercepted identities cannot be used to access the
network because all exchanges are encrypted.

Kerberos V5 is the primary security protocol within Windows 2000 Server—
based and Windows Server 2003-based domains. Windows XP Professional-based
clients use NTLM to authenticate to servers running Windows NT Server 4 and to
access resources within a Windows NT Server 4-based domain. Computers running
Windows XP Professional that are not joined to a domain also use NTLM for
authentication.

If you use Windows XP Professional on a network that includes Active Direc-
tory, you can use Group Policy settings to manage logon security, such as restricting
access to computers and logging users off after a specified time.

Authorization

Authorization controls user access to resources. Using access control lists (ACLs),
security groups, and NT file system (NTFS) file permissions, you can make sure that
users have access only to needed resources such as files, drives, network shares,
printers, and applications. Security groups, user rights, and permissions can be used
to manage security for numerous resources while maintaining fine-grained control
of files and folders and user rights. The four main types of security groups are the
following:

Domain local groups
Global groups

Universal groups

Computer local groups

Using security groups can streamline the process of managing access to
resources. You can assign users to security groups and then grant permissions to those
groups. You can add and remove users in security groups according to their need for
access to new resources. To create local users and place them within local security
groups, use the Computer Management snap-in of MMC or the User Accounts option
in Control Panel. To automate the process, you can use a WMI (Windows Manage-
ment Instrumentation) script. Within the domain local and computer local security
groups, there are preconfigured groups to which you can assign users:

® Administrators Members of this group have total control of the local com-
puter and have permissions to complete all tasks. A built-in account called
Administrator is created and assigned to this group when Windows XP Profes-
sional is installed. When a computer is joined to a domain, the Domain Admin-
istrators group is added to the local Administrators group by default. Assigning
users to the Administrators group is not a best practice because doing so makes
it difficult to restrict what users can do.
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m Power Users Members of this group have read and write permissions to
other parts of the system in addition to their own profile folders, can install
applications, and can perform many administrative tasks. Members of this
group have the same level of permissions as Users and Power Users in Windows
NT Workstation 4. Assign mobile users to the Power Users group to give them
enough control to be self-sufficient because they are away from IT support.

m Users Members of this group are authenticated users with read-only permis-
sions for most parts of the system. They have read and write access only within
their own profile folders. Users cannot read other users’ data (unless it is in a
shared folder), install applications that require modifying system directories or
the registry, or perform administrative tasks. User permissions under Windows
XP Professional are more limited than under Windows NT Workstation 4. Assign-
ing users to this group is a best practice because it allows you to better restrict
what users can do in restricted environments. This brings up the issue of
installing applications, however, which Chapter 23, “Software Installation,”
addresses.

m Guests Members of this group can log on using the built-in Guest account to
perform limited tasks, including shutting down the computer. Users who do
not have an account on the computer or whose account has been disabled (but
not deleted) can log on using the Guest account. You can set rights and per-
missions for this account, which is a member of the built-in Guests group by
default. The Guest account is enabled by default. You can use the utility Cus-
rmgr.exe from the Microsoft Windows 2000 Server Resource Kit to automati-
cally disable this account during installation. Alternatively, you can write a
WMI script to disable this account during installation.

You can configure access control lists (ACLs) for resource groups or security
groups, and add or remove users or resources from these groups as needed. The abil-
ity to edit the membership of groups that you assign to resources makes user permis-
sions easier to control and audit. It also reduces the need to change ACLs. You can
grant users permissions to access files and folders, and specify what tasks users can
perform on them. You can also allow permissions to be inherited, so that permissions
for a folder apply to all its subfolders and the files in them. You can use Group Policy
settings to assign permissions to resources and grant rights to users as follows:

m To restrict which types of users can run certain applications This
reduces the risk of exposing the computer to unwanted applications, such as
viruses.

m To configure many rights and permissions for client computers You
can also configure rights and permissions on an individual computer to be
used as the base image for desktop installations, to ensure standardized secu-
rity management even if you do not use Active Directory.
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You can use preconfigured security templates that meet the security require-
ments for a given workstation or network. Security templates are files with preset
security settings that can be applied to a local computer or to client computers in a
domain by using Active Directory. Security templates can be used without modifica-
tion or customized for specific needs. For more information about security tem-
plates, see Chapter 20.

Encryption

You can use EFS to encrypt data on your hard disk. For example, because portable
computers are high-risk items for theft, you can use EFS to enhance security by
encrypting data on the hard disks of your company’s portable computers. This pre-
caution protects data and authentication information against unauthorized access.
Before implementing EFS, it is important to understand the proper backup structure
for EFS keys and to know how to restore them,

Disk Partitions

Disk partitioning is a way of dividing hard disks into sections that function as sepa-
rate units. Partitions can be set up to organize data or to install additional operating
systems for multiple-boot configurations. Partitioning involves dividing a disk into
one or more areas, each formatted for use by a particular file system. Depending on
your existing hard disk configuration, you have the following options during Windows
XP Setup:

m If the hard disk is unpartitioned, you can create and size the Windows XP Pro-
fessional partition.

m If an existing partition is large enough, you can install Windows XP Profes-
sional on that partition.

m If the existing partition is too small but you have adequate unpartitioned space,
you can create a new Windows XP Professional partition in that space.

m If the hard disk has an existing partition, you can delete it to create more
unpartitioned disk space for the Windows XP Professional partition. Keep in
mind that deleting an existing partition also erases any data on that partition.

Cautlon Before you change file systems on a partition or delete a parti-
tion, back up the information on that partition because reformatting or
deleting a partition deletes all existing data on that partition.
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If you install Windows XP Professional as part of a multiple-boot configuration,
it is important to install Windows XP Professional on its own partition. Installing
Windows XP Professional on the same partition as another operating system might
overwrite files installed by the other operating system and overwrites the system
directory unless you specify a different directory in which to install Windows XP
Professional. If you install Windows XP Professional as part of a multiple-boot con-
figuration, make sure that you install it after you install all other operating systems.
If you install another operating system after Windows XP Professional, you might
not be able to start Windows XP Professional.

It is recommended that you install Windows XP Professional on a 2-GB or
larger partition. Although Windows XP Professional requires a minimum of 650 MB
of free disk space for installation, using a larger installation partition provides flexi-
bility for adding future updates, operating system tools, and other files. During instal-
lation, you only need to create and size the partition on which you plan to install
Windows XP Professional. After Windows XP Professional is installed, you can use the
Disk Management snap-in to make changes or create new partitions.

More Info Partitioning disks manually is not efficient in a large-scale
deployment. Chapter 13, “Unattended Setup,” and Chapter 14, “Preinstalla-
tion Environment,” describe how to use Diskpart.exe with a script to parti-
tion disks automatically prior to installing Windows XP Professional. Third-
party tools are also available for partitioning disks as part of a scripted
installation.

File Systems

Windows XP Professional supports the FAT16, FAT32, and NTFS file systems. Table
3-2 describes the sizes and limitations of each file system. Because NTFS has all the
basic capabilities of FAT16 and FAT32, with the added advantage of advanced stor-
age features such as compression, improved security, and larger partitions and file
sizes, it is the recommended file system for Windows XP Professional. Some features
that are available when you choose NTFS include the following:

®m Tile encryption allows you to protect files and folders from unauthorized
access.

Permissions can be set on individual files, as well as on folders.

Disk quotas allow you to monitor and control the amount of disk space used
by individual users.
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m Better scalability allows you to use large volumes. The maximum volume size
for NTFS is much greater than it is for the file allocation table (FAT). Addition-
ally, NTFS performance does not degrade as volume size increases as it does in
FAT systems.

m Recovery logging of disk activities helps restore information quickly in the
event of power failure or other system problems.

When you perform a clean installation of Windows XP Professional, it is rec-
ommended that you use NTFS. If you upgrade computers that use NTFS as the only
file system, continue to use NTFS with Windows XP Professional.

Table 3-2 Comparison of NTFS and FAT File Systems

Subject of  \rps FAT16 FAT32

Comparison

Operating A computer running File access is available  Fileaccessisavailableonly
system Windows 2000 to computers running  to computers running
compatibility =~ Professional or MS-DOS, all versions ~ Windows 95 OSR2,

Volume size

File size

Files per
volume

Windows XP Professional
can access files on an
NTFS partition. A
computer running
Windows NT Workstation
4 with Service Pack 4 or
later can access files on
the partition, but some
NTFS features, such as
Disk Quotas, are not
available. Other operating
systems allow no access.

B Recommended
minimum volume
size is approximately
10 MB.

B Recommended
practical maximum
for volumes is 2 TB.
Much larger sizes are
possible.

B Cannot be used
on floppy disks.

Maximum file size is
16 TB minus 64 KB
(244 minus 64 KB).

4,294,967,295 (232 minus
1 files).

of Windows,
Windows NT
Workstation,
Windows XP
Professional,
and OS/2.

B Volumes up to
4 GB.

B Cannot be
used on
floppy disks.

Maximum file size is
4 GB.

65,536 (216 files).

Windows98,WindowsMe,
Windows 2000
Professional andWindows
XP Professional.

B Volumes from
512 MB to 2 TB.

M In Windows XP
Professional, you
can format a FAT32
volume only up to
32 GB.

B Cannot be used on
floppy disks.

Maximumfilesizeis4 GB.

Approximately
4,177,920.
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Converting versus Formatting

Before you run Windows XP Setup, you must decide whether to keep, convert, or
reformat an existing partition. The default option for an existing partition is to keep
the existing file system intact, thus preserving all files on that partition.

Windows XP Professional provides support for Windows 95, Windows 98, or
Windows Me file systems, including FAT16 and FAT32 file systems. If you upgrade
computers that use FAT or FAT32 as their file system, consider converting the parti-
tions to NTFS. You cannot upgrade compressed Windows 98 volumes; you must
uncompress them before you upgrade them to Windows XP Professional. Use the
conversion option if you want to take advantage of NTFS features such as security
or disk compression and you are not dual-booting with another operating system
that needs access to the existing partition. You cannot convert an NTFS volume to
FAT or FAT32. You must reformat the NTFS volume as FAT. However, when you con-
vert a volume from FAT to NTFS, you cannot use the uninstall feature to roll back to
a previous operating system installation.

Note Once you convert to NTFS, you cannot revert to FAT or FAT32.

You can reformat a partition during a clean installation only. If you decide to
convert or reformat, select an appropriate file system (NTFS, FAT16, or FAT32). You
can reformat a partition as either FAT or NTFS; however, reformatting a partition
erases all files on that partition. Make sure to back up all files on the partition before
you reformat it.

File System Compatibility

NTFS is the recommended file system for Windows XP Professional. However, you
might need a different file system to multi-boot Windows XP Professional with an
operating system that cannot access NTFS volumes. If you use NTFS to format a par-
tition, only Windows XP Professional, Windows 2000 Professional, and Windows NT
Workstation 4 with Service Pack 4 can access the volume.

If you plan to install Windows XP Professional and another operating system
on the same computer, you must use a file system that all operating systems installed
on the computer can access. For example, if the computer has Windows 95 and
Windows XP Professional, you must use FAT on any partition that Windows 95 must
access. However, if the computer has Windows NT Workstation 4 and Windows XP
Professional, you can use FAT or NTFS because both operating systems can access
all those file systems. However, certain features in the version of NTFS included with
Windows XP Professional are not available when the computer runs Windows NT
Workstation 4.
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Note You can access NTFS volumes only when running Windows NT Work-
station 4, Windows 2000 Professional, or Windows XP Professional.

Hardware Devices

Windows XP Professional includes support for a range of hardware devices, includ-
ing USB- and IEEE 1394—compliant devices. Device drivers for most devices are
included with the operating system. Drivers can be configured to be dynamically
updated by connecting to the Windows Update Web site and downloading the most
recent versions. If you can connect to the Internet, Dynamic Update can connect to
Windows Update during Windows XP Setup to install device drivers that were not
included on the Windows XP Professional operating system CD. You can add
devices, such as mass storage and Plug and Play devices, to your installation. For
more information about adding hardware devices to your installation, see Chapter 7,
“Distribution Points.”

Multilingual

Windows XP Professional supports companies that need to equip their users to
work with various languages or in multiple locale settings. This includes organiza-
tions in any of the following scenarios:

m Operate internationally and must support various regional and language
options, such as time zones, currencies, or date formats

B Have employees or customers who speak different languages, or require lan-
guage-dependent keyboards or input devices

m Develop an internal line of business applications to run internationally or in
more than one language

If you have roaming users who need to log on anywhere and edit a document
in several languages, you need the appropriate language files installed or installable
on demand, on a server or workstation. You can also use Terminal Services to allow
users to inijtiate individual Terminal Services sessions in different languages. See
Appendix B, “Multilingual Scenarios,” for more information.
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Accessibility

Windows XP Professional includes multiple features and options that improve
accessibility for people with disabilities. You can use the Accessibility Wizard or
individual Control Panel properties to set options to meet the needs of users with
vision, mobility, hearing, and learning disabilities.

For users with vision impairments or learning disabilities, you can set size and
color options for the display of text and screen elements such as icons and win-
dows. You can also adjust the size, color, speed, and motion of the mouse cursor to
aid visibility on the screen. Options such as StickyKeys, BounceKeys, ToggleKeys,
and MouseKeys benefit some users with mobility impairments. SoundSentry and
ShowSounds can assist users with hearing impairments.

Accessibility tools such as Magnifier, Narrator, and On-Screen Keyboard allow
users with disabilities to configure and use computers without additional hardware
or software. These tools also allow some users with disabilities to roam multiple
computers in their organization.

Note Accessibility features such as Narrator, Magnifier, and On-Screen
Keyboard provide a minimum level of functionality for users with special
needs. Most people with disabilities require tools with higher functionality.
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You can use Group Policy and set user profiles to make sure that accessibility
features are available to users wherever they log on in your network. You can also
enable some accessibility features when you run Windows XP Setup by specifying
them in your answer file.

Applications

During installation, you can choose to install standard productivity applications such
as Microsoft Office 2003 Editions, as well as custom applications. If certain core
applications need to be available to users at all times, you can install them along
with the operating system. If you are automating installations by using Remote
Installation Services or disk imaging with Sysprep, you can install the applications
on the disk image that you create; if you are doing unattended installations by using
answer files, you can include applications and make them available from your dis-
tribution folder. For more information about distributing applications with Windows
XP Professional, see Chapter 11, “Chaining Installations,” and Chapter 23.
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If you use Active Directory, you can use the Software Installation And Mainte-

nance feature of IntelliMirror to make applications available to users. You can assign
critical applications to users and publish applications users might need to access:

Settings

Publishing an application When you publish applications, users can install
the application by using Add Or Remove Programs in Control Panel. For more
information about using Software Installation And Maintenance to make appli-
cations available to your users, see Chapter 23.

Assigning an application to a user When you assign an application to a
user, it appears to the user that the application is already installed, and a short-
cut appears in the user’s Start menu. When the user clicks the shortcut, the
application is installed from a server share.

Automating deployment and upgrades You can also use Microsoft Sys-
tems Management Server (SMS) to automate the deployment and upgrade
applications during and after installing the operating system. SMS is a good
option for large-scale software-deployment projects because SMS can be set to
run when it will cause minimal interruption to your business, such as at night
or on weekends. For more information about SMS, see the documentation
included with SMS.

Creating a preferred configuration for Windows XP Professional includes planning
user and computer settings. Document the settings that you plan to configure for
users and computers. The following are suggestions for settings to configure:

Internet Explorer Document the Internet Explorer settings for the pre-
ferred configuration, including the home page, proxy server addresses, cer-
tificates, and so on. Chapter 10, “Internet Explorer Settings,” describes
methods for deploying these settings. A more complete list of settings is in the
Internet Explorer Administration Kit at bitp.//www.microsoft.com/windows/
ieak/techinfo/deploy/60/en. In the left pane, click Deployment Guide, Custom
Package Checklist.

Windows Explorer Document settings for Windows Explorer. For example,
your preferred configuration might show file extensions rather than hiding
them. Chapter 8, “Windows Settings,” describes methods for deploying these
settings.
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m System Restore Document how System Restore will work in your preferred
configuration. Some organizations will want to disable System Restore because
it potentially rolls configurations past virus and security updates. If you choose
to enable System Restore in your preferred configuration, I recommend that you
configure it for scheduled updates by using policies. Chapter 20 contains more
information about Group Policy.

® Remote Desktop By default, Windows XP Professional disables Remote
Desktop. Consider enabling this feature and using it as a remote administration
and troubleshooting tool, however. Doing so can prevent many trips to users’
desks. You can automatically enable Remote Desktop for domain Administra-
tors by including a .reg file in your distribution point, as described in Chapter
11, or by configuring it in your answer file, as described in Chapter 6.

m Automatic Updates Chapter 19, “Software Update Services,” describes the
corporate version of Automatic Update. Although configuring Automatic
Update to update from Microsoft’s Windows Update Web site isn’t appropriate
in most enterprise environments (although it'’s a good idea in small-business
scenarios), you can deploy Software Update Services on your network and
then configure Automatic Updates to retrieve critical updates and security fixes
from it. I recommend that you configure it to automatically install updates on
a schedule to avoid user interaction with it.

On the Resource Kit CD Plan the methods that you intend to use for
deploying these settings. In addition to policies, Chapter 8 describes vari-
ous methods you can use for configuring these settings. Create a spread-
sheet that lists the settings you'll configure and how you intend to deploy
them. This spreadsheet becomes part of your deployment plan. This book’s
companion CD contains a sample spreadsheet in the Aids folder. The file is
Settings.xls.
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Best Practices

The following are best practices for planning preferred Windows XP Professional
configurations:

Review the Windows XP Professional deployment white papers
Microsoft publishes two Windows XP Professional deployment white papers that
are essential reading before you start planning your project. To review them, see
bitp://www.microsoft.com/technet/prodtechnol/winxppro/deploy/default. mspx.
The first white paper is “Deploying Windows XP Part I: Planning”; the second
is “Deploying Windows XP Part II: Implementing.”

Separate managed settings from unmanaged settings For each setting in
your preferred configuration, decide whether it's a managed setting or not. Use
policies to enforce managed settings.

Plan to put users in the appropriate local security groups For desktop
computers, put users in the local Users group, which is restricted. For mobile
computers, put users in the local Power Users group, which is less restricted.
You can mitigate application-installation issues by using security templates, as
described in Chapter 20.

Use the NTFS file system The best file system to use with Windows XP Pro-
fessional is NTFS. It provides security, encryption, compression, and so on. Use
the FAT and FAT32 file systems only in multiboot scenarios in which the other
operating systems cannot read the NTFS file system.

Document settings and assign to amethod Document each and every set-
ting in your preferred configuration, and assign each to a deployment method.
A variety of methods are available for deploying settings (default user profiles,
inclusion on the disk image, installation chaining, and so on). For each setting,
indicate at which point in the process you will configure that setting.
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Office Configuration

Configuring Microsoft Office 2003 Editions provides options similar to those for con-
figuring Microsoft Office XP. These options give you the flexibility to customize
Office 2003 Editions to suit your enterprise’s environment. This chapter describes
the choices you must make when planning an Office 2003 Editions deployment.

In this chapter:
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Distribution. . ... ...t it i e e 105
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Checklist

® Have you defined the scope and objectives of your deployment? See
Chapter 1, “Deployment Plan,” for more information.

m Have you created an environment plan that describes how to migrate
the current environment to the planned environment? See Chapter 1
for more information.

m Have you built a test lab in which you can test your preferred configura-
tion? See Chapter 1 for more information.

m Have you downloaded the Office 2003 Editions Resource Kit from
Microsoft's Web site? Download it from http://www.microsoft.com
/office/ork.
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m Are you familiar with essential Office 2003 Editions concepts, such as
the types of files that customize an installation? It's essential that you
understand the steps Office 2003 Setup takes to install the product.
For more information, see “Setup Sequence of Events” at
http://www.microsoft.com/office/ork/2003/two/ch3/DepA03.htm.

Packages

Office 2003 Editions is available in a variety of editions and standalone products.
Rarely does a single edition meet all of your requirements, though. For example,
you might deploy Microsoft Office Standard Edition 2003 to most users in the enter-
prise but deploy Microsoft Office Professional Edition 2003 to those users who need
Office Access 2003 or Office InfoPath 2003.

Table 4-1 describes the Office 2003 Editions that are available through
Microsoft Volume Licensing programs. For more information about other editions,
including original equipment manufacturer (OEM) and retail editions, see
bttp.//www.microsoft.com/office. You can purchase standalone products through the
Microsoft Volume Licensing program, too. For more information on these products
please visit http://www.microsoft.com/office/bowtobuyy/default. mspx.

The product CD for each edition contains a Microsoft Windows Installer data-
base that installs the product. For example, the Office Professional Edition 2003 CD
contains the package file Prol1.msi. Document not only the name of the editions
that you must deploy, but also document the name of the package files that you
must deploy.

Table 4-1 Volume-License Editions

Microsoft Office Professional Microsoft Office Microsoft Office Small
Enterprise Edition 2003 Standard Edition 2003 Business Edition 2003
B Access 2003 B Excel 2003 B Excel 2003
W Excel 2003 m Outlook 2003 m Outlook 2003
W InfoPath 2003 W PowerPoint 2003 u quOOk 2003 with
m Outlook 2003 W Word 2003 Business Contact
. Manager
B Outlook 2003 with

B PowerPoint 2003
B Publisher 2003
W Word 2003

Business Contact Manager
B PowerPoint 2003
W Publisher 2003
B Word 2003

This edition includes additional
support for Extensible Markup
Language (XML) and information
rights management (IRM) content
creation and authoring.
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Office 2003 Editions Resource Kit

The Microsoft Office 2003 Editions Resource Kit is the primary tool you use
to customize and deploy Office 2003 Editions. It's designed for administra-
tors, IT professionals, and support technicians who deploy and maintain
Office 2003 Editions in their organizations. It features a collection of tools
designed specifically to support the Office 2003 Editions, as well as compre-
hensive documentation on such areas as deployment, security, messaging,
and worldwide support.

The Microsoft Office 2003 Editions Resource Kit is available both on
the Web and as a book published by Microsoft Press. The Web site includes
all the information provided with the book, plus new information about soft-
ware updates, emerging technologies, and software management issues.
The printed book is available through your local bookseller, online book-
stores, or directly from Microsoft Press. Included with the book is a CD that
contains Office Resource Kit tools, reference information, and supplemen-
tary documents. You can download the Office Resource Kit tools from
http://www.microsoft.com/office/ork. You need to download and install
these tools to follow this book’s Office 2003 Editions content.

Environment

After choosing the combination of editions and standalone products you're deploy-
ing and selecting their corresponding package files, assess your environment to
ensure that it meets the requirements. The following sections describe the specific
considerations that affect your deployment project.

Network Capacity

Plan the following network-capacity issues:

m Do your installation servers have sufficient disk space for the Office 2003
Editions administrative installation point? The disk space required for
Office 2003 distribution points varies. Compressed CD images require a mini-
mum of 400 MB, and you need additional space for customizations. Adminis-
trative installations require substantially more disk space.

m Will network-bandwidth limitations affect how and when you distribute
Office 2003 Editions to users? Low-bandwidth scenarios, particularly
mobile computers, alter your distribution plan for Office 2003 Editions. If you
have low network bandwidth, you'll want to consider disabling features instal-
lation states such as Run From Network, and you’ll want to plan for a distribu-
tion method that is an alternate to an administrative installation.
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m Do you have plans to upgrade your operating system, messaging

servers, or other server applications soon? The minimum operating sys-
tem requirement for Office 2003 Editions is Windows 2000 with Service Pack 3
or Windows XP Professional. If you're planning to upgrade from an earlier ver-
sion of Windows, you can plan to deploy Office 2003 Editions as part of or after
that project. As well, if you're planning an Exchange migration project, you
might want to consider holding Office Outlook 2003 back until that project. In
this staged scenario, youw’d deploy all of Office 2003 Editions except for Office
Outlook 2003 now, and then deploy Outlook 2003 as part of your migration.

Client Computers

Plan the following client-computer issues:

m What operating systems and service packs are installed on client

computers? The minimum requirement for Office 2003 Editions is Windows
2000 with Service Pack 3 or Windows XP Professional. Deploying Office 2003
Editions to either operating system is much simpler than deploying Office XP
to earlier versions.

Do users’ computers meet the minimum requirements? Table 4-2
describes the minimum requirements for installing and running Office 2003
Editions. Some advanced features, such as Office Outlook 2003 with Business
Contact Manager have additional requirements.

How many laptop users do you have? You might choose to deploy a com-
pressed CD image instead of an administrative installation to mobile computers
in order to ensure continuous access to the source files when mobile users
aren’t connected to the network or are using slow connections.

Because you can easily stage your deployment of Office 2003 Editions to

selected groups of users or computers, a mix of hardware configurations and oper-
ating systems within your organization does not prevent you from starting your roll-
out. You can roll it through your organization as part of a hardware and operating
system refresh, for example, or you can deploy Office 2003 Editions by attrition.

Table 4-2 Office 2003 Editions System Requirements

Component Requirement
Computer and Personal computer with an Intel Pentium III or equivalent processor
processor recommended; 233-megahertz (MHz) required.

Intel Pentium 4 or equivalent processor will provide optimal
performance for Microsoft Office Professional Edition 2003 and
Microsoft Office Professional Enterprise Edition 2003.

Memory 128 megabytes (MB) of RAM or above recommended.
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Table 42 Office 2003 Editions System Requirements

Component

Requirement

Hard disk

Operating system

Display

Hard disk usage will vary depending on configuration; custom
installation choices may require more or less hard disk space. Listed
following are the hard disk requirements for individual Office 2003
Editions.

Microsoft Office Standard Edition 2003:

W 260 MB of available hard disk space
B Optional installation files cache (recommended) requires an
additional 250 MB of available hard disk space
Microsoft Office Professional Edition 2003:

B 400 MB of available hard disk space; 190 MB of hard disk
space for Microsoft Office Outlook 2003 with Business Con-
tact Manager

B Optional installation files cache (recommended) requires an
additional 290 MB of available hard disk space
Microsoft Office Small Business Edition 2003:

B 380 MB of available hard disk space; 190 MB of additional
hard disk space to use optional installation of Outlook 2003
with Business Contact Manager

B Optional installation files cache (recommended) requires an
additional 280 MB of available hard disk space

Microsoft Office Student and Teacher Edition 2003:

B 260 MB of available hard disk space

® Optional installation files cache (recommended) requires an
additional 250 MB of available hard disk space

Microsoft Windows 2000 with Service Pack 3 (SP3) or later; or
Windows XP Professional or later.

Super VGA (800 x 600) or a higher-resolution monitor.

Preparation

You can deploy Office 2003 Editions from an administrative installation, similar to
Office 2000 and Office XP. You can also deploy it from a customized compressed
CD image, which is a new capability for Office 2003 Editions. By deploying Office
2003 Editions from an administrative installation, you can do the following:

B Manage one set of Office 2003 Editions files from a central location.

Create a standard Office 2003 Editions configuration for a group of users.

|
B Take advantage of flexible installation options.
|

Manage updates of Office 2003 Editions by patching one administrative image.
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Mote Only Office 2003 Editions acquired through a Volume License agree-
ment or other non-retail channel allow you to create an administrative instal-
lation point. You can't run Setup.exe in administrative mode (/a) with a
retail edition of Office 2003 Editions.

Need help choosing between administrative installations and compressed CD
images? I strongly prefer the compressed CD image because it provides better sup-
port for mobile computers by caching the source files locally. It also makes patching
Office 2003 Editions easier in the future because the link between the client instal-
lation and the administrative installation on the server doesn’t exist (you can install
client patch files). The only good reason I've come up with for creating Office 2003
Editions administrative installations is if you want to decompress the source files so
you can use the Run From Network feature installation state. If in doubt, deploy a
compressed CD image. Regardless of which method you choose, document your
choice and the reason for your choice in your deployment plan.

More Info For more information about compressed CD images and local
installation sources, see http://www.microsoft.com/office/ork/2003/two
/ch3/DepCO6.htm.

Administrative Installation

Administrative installations are decompressed copies of the Office 2003 Editions CD
that include the product key and organization name. Chapter 7, “Distribution
Points,” shows you how to create administration installations. Before creating admin-
istrative installation points for Office 2003 Editions, consider the following issues:

® How many installation servers do you need? Windows Installer contin-
ues to reference the installation source after Office 2003 Editions is deployed.
To make them more resilient, you can copy the original administrative image
to any number of servers. You specify additional sources in a transform (.mst
files). For more information, see Chapter 9, “Office Settings.”

B How reliable are users’ network connections? To use administrative
installations, users must have reliable access to the network share, not only for
installing Office 2003 Editions initially, but also for installing features on
demand and repairing or removing Office applications.
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® What additional software do you want to include on the administrative
image? You can add packages from the Office 2003 Editions product CD or
add packages that you plan to chain to the Office 2003 Editions installation.
For your own convenience, you can also store tools from the Office 2003 Edi-
tions Resource Kit on the same network share. For more information about
chaining packages, see Chapter 11, “Chaining Installations.”

m Are you deploying to international users? FEach Office 2003 Editions Multi-
lingual User Interface (MUI) Pack corresponds to one language and is installed
in its own package. You can install any number of MUI Packs on the Office
2003 Editions administrative installation and then chain them to the Office 2003
Editions installation or deploy them separately later on. For more information
about installing MUI Packs, see Appendix B, “Multilingual Scenarios.”

m Will laptop users in the field use the Office CD as a source? The com-
pressed cabinet (.cab) files on the CD are extracted when you run setup /a to
create an administrative installation point. Users who install Office 2003 Editions
from the network cannot use the compressed Office 2003 Editions CD as an
interchangeable source. For more information, see the following section.

Compressed CD Image

When users install Office 2003 Editions from the CD or from a compressed CD
image on the network, Office 2003 Setup uses a system service named Office Source
Engine (Ose.exe) to copy required installation files to a hidden folder on the local
computer. Windows Installer uses this local installation source to install Office 2003
Editions, and the local source remains available for repairing, reinstalling, or updating
Office 2003 Editions later. Users can install features on demand or run Office 2003
Setup in maintenance mode to add new features.

Office 2003 Setup creates a local installation source by default, but only when
you install Office 2003 Editions from the CD or a compressed CD image. If sufficient
hard disk space exists on the local computer, Office 2003 Setup caches the entire
installation source by default. Maintaining this local installation source after Office
2003 Editions is installed offers a number of benefits to users in large organizations:

B Traveling users, or users with slow or intermittent network connections, can
install features on demand or run Office 2003 Setup in maintenance mode to
add new features without requiring a source on the network.

m When Office 2003 Editions is updated, administrators can distribute smaller
client patches, and users can apply them even when they do not have access
to the original source.

B Because Office 2003 Setup caches the compressed cabinet (.cad) files, the local
installation source requires considerably less hard disk space than a copy of
the entire uncompressed administrative image.
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When you run Office 2003 Setup with the /a option to create an administrative
installation point, it extracts the compressed .cab files on the network share, and
Office 2003 Setup can no longer create the local installation source. However,
installing Office 2003 Editions from a compressed CD image offers almost all of the
same deployment options as an administrative installation point:

B You can create a transform and modify Setup.ini to customize Office 2003
Editions, and you can create multiple configurations from the same com-
pressed CD image.

B You can set features to be installed on demand (Install On First Use); however,
you cannot run Office 2003 Editions applications over the network (Run From
Network).

B You can chain additional packages to the Office 2003 Editions installation,
including standalone products such as Microsoft Office FrontPage 2003 and
Microsoft Office OneNote 2003. Chained packages that support creation of a
local installation source inherit the local installation source settings specified
for the core Office 2003 Editions package.

B You can use deployment tools such as Microsoft Systems Management Server
to install Office 2003 Editions on users’ computers.

B You can deploy compressed CD images by using Group Policy and Active
Directory; however, Windows Installer will not create a local installation source
because you're bypassing Setup.exe.

Note The creation and maintenance of the local installation source is
managed entirely by Office 2003 Setup and the Office Source Engine
(Ose.exe), not by Windows Installer.

Customization

After you create an administrative installation point for Office 2003 Editions, you can
make extensive customizations before installing Office 2003 Editions on users’ com-
puters. You can also customize many aspects of the installation process itself. Begin
by evaluating who your users are and how they use Office 2003 Editions. Some
users may work exclusively in English, for example, whereas others routinely view
or edit documents in multiple languages. Consider the following when planning
your Office 2003 Editions customizations:
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Do you want a uniform configuration throughout your organization?
If multiple users share one computer, or if users roam from one computer to
another, establish a standard Office 2003 Editions configuration.

How many different configurations of Office 2003 do you need and for
which groups of users? You can distribute different configurations of
Office 2003 Editions from a single administrative installation point.

Which applications are essential and must be installed locally? Which
applications can be advertised (installed on demand)? When users have
fast and reliable access to the network, advertising can speed the initial deploy-
ment by installing only the features users actually need on the local hard disk.
However, avoid the Install-On-Demand setting for laptop users (who may have
intermittent or slow access to the network) and install all features locally.

Are vyou staging your deployment of Office 2003 Editions
applications? Many organizations stagger their deployment of Office 2003
Editions applications. With the Custom Installation Wizard, you can specify set-
tings for applications that will be installed later. You use the Custom Mainte-
nance Wizard to add standalone Office 2003 Editions applications to an
existing configuration. For example, you can schedule an Office Outlook 2003
installation to coincide with a mail server upgrade instead of the Office 2003
Editions installation.

What other products do you want to include in the Office 2003 Editions
installation? You can specify additional Windows Installer packages to
install with Office 2003 Editions, such as MUI Packs. Office 2003 Setup coordi-
nates these installations after the Office 2003 Editions installation is complete.

Do you want to install Office 2003 Editions quietly, or will users be able
to select options during the installation? For automated distributions of
Office 2003 Editions, such as when deploying it by using Systems Management
Server (SMS), you’ll want to display no user interface at all.

Do you want users to be able to change the default settings and custom-
ize Office 2003 Editions for themselves, or do you want to enforce your
settings? Settings that you distribute in a transform or Office 2003 Editions
profile settings file (.ops file) appear as the default settings when users install
Office 2003 Editions, but users can modify them. To enforce your settings, use
policies.

Do some users need to keep previous versions of Office 2003 Editions
on their computers? By default, when you run Office 2003 Setup in quiet
mode, all previous versions of the Office applications being installed are
removed. However, you can specify previous versions to keep.
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m What is the best way to customize Office Outlook 2003 to work in your
messaging environment? In the Custom Installation Wizard, you can create
or modify Office Outlook 2003 profiles, set up new e-mail accounts, or config-
ure Office Outlook 2003 to work with an Exchange server.

m Do you plan to use Microsoft Office Application Error Reporting
(Dw.exe) to report installation failures to Microsoft? This feature is
turned off by default when you create an administrative installation point. To
turn it back on, set the SETUPDW property to True before users install Office
2003 Editions.

When you're planning your customizations, one of the best tools to use is the
Custom Installation Wizard. This is your primary customization tool, so it’s an obvious
place to start. Think of it as taking a dry run through the wizard. Here’s how I use it
to take an initial stab at a configuration: I step through each and every screen, filling
in the blanks and taking screen shots that I can later print. You can even include the
screen shots in your planning document. Although the initial settings will likely
change, it jump starts the configuration by showing you the possibilities. Spend the
majority of your time looking at the settings on the Change Office User Settings
screen to get an idea of what you can customize. Also, spend some time looking at
the Specify Security Settings screen and the Office Outlook 2003 profile screens.

Each transform (.mst file) you create by using the Custom Installation Wizard
roughly corresponds to a configuration for one group of users. Document in your
deployment plan each unique configuration and its corresponding transform file.
For example, if you're deploying two Office 2003 Editions configurations, one for
the majority of the organization and one for users who require Office Access 2003,
document the transform files for each configuration. If you’re also creating a config-
uration that includes language support for multilingual users, document the name
and contents of that transform file.

Removal

When you upgrade to Office 2003 Editions, the Removal Wizard (Offcln.exe)
removes unnecessary or obsolete components from previously installed versions of
Office and related applications. The wizard components run behind the scenes dur-
ing Setup, but you can also run the Removal Wizard on its own. You can use the
default behavior, which is to remove all previous versions of Office and their com-
ponents, or you can customize it to remove specific components while leaving oth-
ers. When planning your deployment, decide which of the following you want to
leave on users’ computers when you upgrade:

B Microsoft Word

B Microsoft Word 2002
B Microsoft Word 2000
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m Microsoft Word 97

B Microsoft Word 95
Microsoft Excel

B Microsoft Excel 2002

® Microsoft Excel 2000

E Microsoft Excel 97

® Microsoft Excel 95
Microsoft PowerPoint

#m Microsoft PowerPoint 2002

® Microsoft PowerPoint 2000

B Microsoft PowerPoint 97

® Microsoft PowerPoint 95
Microsoft Outlook

® Microsoft Outlook 2002

& Microsoft Outlook 2000

m Microsoft Outlook 97

@ Microsoft Outlook 98
Microsoft Access

B Microsoft Access 2002

m Microsoft Access 2000

# Microsoft Access 97

m Microsoft Access 95
Microsoft Publisher

® Microsoft Publisher 2002

B Microsoft Publisher 2000

# Microsoft Publisher 97

® Microsoft Publisher 95

® Microsoft Publisher 3
Microsoft Multilingual User Interface Packs

Obsolete Microsoft Office Files
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When you install Office 2003 Editions from an administrative installation point or
compressed CD image, you can determine which applications and features are
installed on users’ computers, including how and when features are installed. When
running Office 2003 Setup interactively, users can choose which applications and
features are installed by selecting options from the feature tree that Office 2003
Setup displays. Features can be installed in any of the following states:

Run From My Computer Office 2003 Setup copies files and writes registry
entries and shortcuts associated with the feature to the user’s hard disk, and the
application or feature runs locally.

Run All From My Computer Same as Run From My Computer, except that
all child features belonging to the feature are also set to this state.

Run From Network Office 2003 Setup leaves components for the feature on
the administrative installation point, and the feature is run from there. The Run
From Network option is available only when users install from an uncom-
pressed administrative image.

Run All From Network Same as Run From Network, except that all child
features belonging to the feature are also set to this state. Note that some child
features do not support Run From Network; these child features are installed
on the local computer.

Installed On First Use Office 2003 Setup leaves components for the feature
and all its child features on the administrative installation point until the user
first attempts to use the feature, at which time the components are automati-
cally copied to the local hard disk. If the user installed from a compressed CD
image with the local installation source enabled, the components are installed
from the local source. Note that some child features do not support Installed
On First Use; these features are set to Not Available.

Not Available The components for the feature and all of the child features
belonging to the feature are not installed on the computer. Users can change
this installation state during Setup or later in maintenance mode.

Not Available, Hidden, Locked The components for the feature are not
installed, and the feature does not appear in the feature tree during Office 2003
Setup—nor can users install it by changing the state of the parent feature or by
calling Windows Installer directly from the command line.

In addition to setting the installation state, you can hide the feature from the

user. Office 2003 Setup does not display hidden features in the feature tree when
users run Office 2003 Setup interactively; instead, the feature is installed behind the
scenes according to the installation state that you have specified. When you hide a
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feature, all the child features belonging to the feature are also hidden. The best use
of hiding features is to simplify the feature tree for users. For example, you might
hide the Office Tools branch of the feature tree so that users do not have to decide
which tools they need. Only the tools that you select are installed.

Installing features on demand or running features over the network is not
always efficient. Both of these installation states require a fast connection and reli-
able access to the administrative installation point on the network—which laptop
users in the field might not always have. The Custom Installation Wizard includes
two options on the Set Feature Installation States page that disable these installation
states and help ensure that users do not reset features to these states during Setup
or in maintenance mode (you can apply these settings to entire branches of the fea-
ture tree):

® Disable Run From Network When you select a feature in the feature tree
and then select this check box, users are prevented from setting the feature to
run from the network. The installation state does not appear in the list of
options during initial Office 2003 Setup or in maintenance mode.

m Disable Installed On First Use When you select a feature in the feature tree
and then select this check box, users are prevented from setting the feature to
be installed on first use. The installation state does not appear in the list of
options during initial Setup or in maintenance mode.

To make an Office 2003 Editions installation more efficient, Office 2003 Setup
automatically migrates feature installation states. When you upgrade to Office 2003
Editions, Office 2003 Setup detects and matches feature installation states from the
previous version. Also, when you install MUI Packs from the Office 2003 Multilin-
gual User Interface Pack, Setup matches the feature installation states specified for
the core version of Office. Last, when you install Office 2003 Editions under
Microsoft Windows Terminal Services, Setup applies the most efficient installation
state for each feature. You can override this behavior by preventing feature state
migration for any feature or entire branches of the feature tree.

By using the Custom Installation Wizard, you can make these choices for users
ahead of time. When users run Office 2003 Setup interactively, the installation states
that you specify in the transform (.mst file) appear as the default selections. When
you run Office 2003 Setup quietly, your choices determine how the features are
installed. The best way to plan feature installation states, assuming that you’re not
going to accept the default states, is to view the feature installation states in the Cus-
tom Installation Wizard. I recommend that you make as few changes as possible to
the default feature installation states. I tend to configure feature installation states at
the higher levels of the tree, such as to prevent the installation of an entire program,
and then configure just a few lower-level feature installation states in order to meet
specific deployment requirements.
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Settings

Office 2003 Editions applications are highly customizable. Users can change how
Office 2003 Editions functions by setting options or adding custom templates or
tools. For example, a sales department can create a custom template for invoices or
a custom dictionary with industry-specific terms. Users can change everything from
toolbar layouts to the default file format for saving documents. Most of these user-
defined settings are recorded as values in the registry.

As an administrator, you can customize user-defined settings and distribute a
standard Microsoft Office 2003 configuration to all the users in your organization by
using the Profile Wizard to capture settings in a profile settings file (.ops file). When
you add the .ops file to a transform (.mst file), your customized settings are included
when Office 2003 Editions is installed on client computers. The Custom Installation
Wizard also allows you to customize user-defined settings directly in the transform
by using the Change Office User Settings screen. You can set user options and add
or modify registry entries. You can even add the .ops to a transform and run it sep-
arately to distribute new default settings. When Office 2003 Editions is installed,
your customizations modify values in the registry, and your settings appear as the
defaults on users’ computers. Last, you can configure specific registry settings by
using the Add/Remove Registry Entries screen. You must know the key, value name,
value type, and data for each setting.

Of the three methods for customizing settings available (Change Office User
Settings, .ops files, and Add/Remove Registry Entries), I prefer using the Change
Office User Settings screen most. Making changes to these settings is very easy
because I can open the transform, edit them, and then save the new transform, My
next preference is the Add/Remove Registry Entries screen. You can easily edit these
values by using Custom Installation Wizard. Using .ops files is my least-preferred
method because you can't edit these files, and they contain more settings than the
small handful that you might want to deploy. For example, if you use an .ops file to
configure the location of workgroup templates for Office 2003 Editions, you're also
deploying hundreds of other settings because .ops files are essentially a snapshot of
the Office 2003 Editions user profile (registry settings and files). That includes window
positions, and so on. This method is too imprecise for my liking. When you’re choos-
ing the methods you’ll use to customize settings, consider these points (Table 4-3
compares the different methods):

m How extensively you want to configure Office 2003 You can create a
custom configuration for all of Office 2003 Editions or you can preset just a few
key options.

B How complex your deployment scenarios are You can distribute the
same custom settings to all the users in your organization or you can configure
Office 2003 Editions applications differently to meet the needs of different
groups of users.
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B How and when you deploy Office 2003 applications If you are staging
your Office 2003 Editions deployment, you can customize only the applica-
tions that you are installing at a given time. O, if you have already deployed
Office 2003 Editions, you can distribute a standard configuration to all users.

m Whether you want to enforce your custom settings Settings that you dis-
tribute through a transform (.mst file) or Office 2003 Editions profile settings
file C.ops file) appear to users as the default settings—but users can choose dif-
ferent options for themselves. By contrast, using Office 2003 Editions policies

ensures that your settings are always applied.

Table 4-3 Customization Methods

Scenario

Method

Tool

Distribute a standard default
Office 2003 configuration.

Set just a few options or adjust
your Office 2003 configuration

without recreating the .ops file.

Set default security levels.

Distribute a default Microsoft
Office Outlook 2003 profile.

Specify settings that are not
captured in an .ops file.

Distribute a default Office 2003
configuration, but store one or
more .ops files separately from
the .mst file.

Preserve users’ custom settings
from a previous version instead
of specifying new default
settings.

Set unique options for
Microsoft Office 2003
Multilingual User Interface
Packs or other chained
packages.

Add an .ops file to a
transform.

Add user settings to a
transform.

Specify security settings in a
transform.

Specify Outlook settings in a
transform.

Add registry values to a
transform.

Run the Profile Wizard
during Setup.

Allow Setup to migrate
settings from a previous
version of Office.

Specify settings in the
transform applied to the
chained package.

Profile Wizard and
Custom Installation
Wizard (Customize
Default Application
Settings page)

Custom Installation
Wizard (Change Office
User Settings page)
Custom Installation
Wizard (Specify Office
Security Settings page)
Custom Installation
Wizard (Outlook:
Customize Default Profile
page)

Custom Installation
Wizard (Add/Remove
Registry Entries page)
Profile Wizard and
Custom Installation
Wizard (Add Installations
And Run Programs page)

Default Setup behavior

Custom Installation
Wizard and Setup
settings file (Setup.ini)
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Table 4-3 Customization Methods

Scenario Method Tool
Distribute a default Office 2003 Run the Profile Wizard asa  Profile Wizard
configuration that overrides standalone tool after Office
individual users’ settings. is installed.
Modify user settings after Distribute a configuration Custom Maintenance
Office is installed. maintenance file (.cmw file) Wizard
after Office is installed.
Prevent users from modifying  Set Office policies. Group Policy snap-in
the options you set.
Customize Microsoft Office Set policies or run the Profile ~ Group Policy snap-in or
Visio 2003 application settings ~ Wizard as a standalone tool  Profile Wizard
and user-defined options. after Office is installed.
Files
Office 2003 Setup allows you to add your own files to the installation. You can
deploy corporate templates, images, custom dictionaries, custom applications, or
other files along with Office 2003 Editions. In your deployment plan, list the files
that you want to include in your Office 2003 Editions configuration and indicate
where they go. You might also provide reviewers with copies of those files.
Shortcuts

Shortcuts for Office 2003 Editions applications are stored in a new subfolder:
Microsoft Office. Shortcuts to Office tools are stored in a subfolder in the same loca-
tion: Microsoft Office\Microsoft Office Tools. If you upgrade to Office 2003 Editions
but retain some applications from a previous version, the shortcuts for the applica-
tions you have chosen to keep, and those for any shared components, remain in
their original location. Shortcuts to the new versions of the applications and tools
appear in the new location.

By using the Custom Installation Wizard, you can customize the shortcuts that
Office 2003 Setup creates for Office 2003 Editions applications and files. You can
control which shortcuts are installed, and you can also specify which folder a short-
cut is stored in and which command-line options to use with a shortcut. While plan-
ning, decide whether you want to change the name or location of any shortcut. Also
decide whether you want to remove any shortcuts. Table 4-4 describes the default
shortcuts and their locations. I like to leave the shortcuts in their default location, but
I remove the 2003 from each shortcut name so that they fit better when users pin
them to the Start menu.
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Table 4-4 Office 2003 Editions Shortcuts

Shortcut Location Default

Digital Certificate for VBA Projects  <StartMenu\Programs>\Microsoft Installed
Office\Microsoft Office Tools

Microsoft Clip Organizer <StartMenu\Programs>\Microsoft Installed
Office\Microsoft Office Tools

Microsoft Office 2003 Language <StartMenu\Programs>\Microsoft Installed

Settings Office\Microsoft Office Tools

Microsoft Office 2003 Save My <StartMenu\Programs>\Microsoft Installed

Settings Wizard Office\Microsoft Office Tools

Microsoft Office Access Snapshot  <StartMenu\Programs>\Microsoft Installed

Viewer Office\Microsoft Office Tools

Microsoft Office Application <StartMenu\Programs>\Microsoft Installed

Recovery Office\Microsoft Office Tools

Microsoft Office Document <StartMenu\Programs>\Microsoft Installed

Imaging Office\Microsoft Office Tools

Microsoft Office Document <StartMenu\Programs>\Microsoft Installed

Scanning Office\Microsoft Office Tools

Microsoft Office Picture Manager  <StartMenu\Programs>\Microsoft Installed

Office\Microsoft Office Tools

Microsoft Office Access 2003
Microsoft Office Excel 2003
Microsoft Office InfoPath 2003
Microsoft Office Outlook 2003
Microsoft Office PowerPoint 2003
Microsoft Office Publisher 2003
Microsoft Office Word 2003

New Office Document

<StartMenu\Programs>\Microsoft Office Installed
<StartMenu\Programs>\Microsoft Office Installed
<StartMenu\Programs>\Microsoft Office Installed
<StartMenu\Programs>\Microsoft Office Installed
<StartMenu\Programs>\Microsoft Office Installed
<StartMenu\Programs>\Microsoft Office Installed
<StartMenu\Programs>\Microsoft Office Installed
Not Installed
Not Installed

<StartMenu>

Open Office Document <StartMenu>

Distribution

You can always run Office 2003 Setup interactively to install Office 2003 Editions or
allow users to run Office 2003 Setup interactively. However, by using command-line
options or setting values for Office 2003 Setup properties in the Setup.ini settings file
or in a transform (.mst file), you can customize the way Office 2003 Setup installs
Office 2003 Editions throughout your organization. Make and document the follow-
ing decisions in your deployment plan:
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B When you distribute Office 2003 Editions, you can determine how much of the

Office 2003 Setup user interface is displayed to users. You can allow users to
interact fully with Office 2003 Setup and make choices that differ from the
defaults you specify, or you can run Office 2003 Setup silently so that your
configuration of Office 2003 Setup is installed with no opportunities to make
changes. You can even set different display settings for different portions of the
installation process. The following are your choices:

m Nomne No user interface is displayed; Office 2003 Editions is installed
silently.

® Basic Only simple progress indicators, error messages, and a comple-
tion message are displayed.

B Reduced Full progress indicators and error messages are displayed, but
Office 2003 Setup collects no information from the user.

E Full All dialog boxes and messages are displayed to the user, and the
user can enter information during the Setup process.

Both Office 2003 Setup and Windows Installer generate log files during the
installation process. You can’t set options for the Office 2003 Setup log file;
however, Windows Installer allows you to set a number of logging options that
apply to each package that it installs during Office 2003 Setup. Any logging
options you set apply to all log files created by Windows Installer during the
Office 2003 Editions installation; you cannot specify unique logging options for
a chained package.

When Office 2003 Editions is installed from the product CD or a compressed
CD image, Office 2003 Setup automatically copies required installation files to
a hidden folder on the local computer. Windows Installer uses this local instal-
lation source to install Office 2003 Editions, and the local source remains avail-
able for repairing, reinstalling, or updating Office 2003 Editions later on. Users
can install features on demand or run Office 2003 Setup in maintenance mode
to add new features, even when they do not have access to the original source.
You can customize the installation source as follows:

® Specify a different drive for the local installation source.
B Enable or disable local caching.

B Give users the option to delete the local installation source at the end of
Setup.
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In addition to customizing how Office 2003 Setup runs, you must plan to
run Office 2003 Setup with elevated privileges. Users in the Users and Power
Users groups can’t install Office 2003 Editions. Only members of the Adminis-
trators group can install the product. Chapter 23, “Software Installation,”
describes some strategies for dealing with this issue. And some distribution
methods, such as disk imaging, Group Policy, and SMS, don’t have this issue.

Best Practices

The following are best practices for planning an Office 2003 Editions configuration:

B Separate managed settings from unmanaged settings Configure man-
aged Office 2003 Editions by using policies. Settings that you configure by
using the Profile Wizard or Custom Installation Wizard are only defaults.

® Document settings and assign to a method Document each and every set-
ting in your Office 2003 Editions configuration and assign each to a deploy-
ment method (Profile Wizard, Custom Installation Wizard, and so on). For each
setting, indicate at which point in the process you will configure that setting.
You can use the file Settings.xls to document these settings. Settings.xls is on
this book’s companion CD in the Aids folder.






Chapter 5
Office Migration

Migration planning is the least understood and often the most complex part of
deploying Microsoft Office 2003. This chapter describes the issues, technologies,
and techniques for migrating from earlier versions of Office, particularly Microsoft
Office 97 and earlier. It also includes scripts that you can use to discover your migra-

tion issues.
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m Do you know which versions of Office users are running? See Chapter 1,
“Deployment Plan,” for help inventorying your environment. Also see
the section “Network Inventory,” later in this chapter.

m Do you know which groups of users share documents with which other
groups of users? Do they share documents one way or two ways? See
the section “Phased Rollouts” for more information.

m Do users store their Office 2003 documents in a central network loca-
tion, such as a redirected My Documents folder or home folder? See
Chapter 3, “Windows Configuration,” for more information about folder
redirection.

109
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m Do you have an inventory of the third-party and internally built Office-
based programs and customizations? See Chapter 1 for more informa-
tion about inventorying your environment.

B Have you tested each third-party and internally built Office-based
solution for compatibility with Office 2003 Editions? See the section
“Solution Migration,” later in this chapter, for more information.

Migration Issues

Deploying Office 2003 Editions would be straightforward if it weren’t for migration.
You'd simply install Office 2003 Editions and move on to the next computer; how-
ever, users have documents, databases, and macros that might not work in the
newer version of Office. This is primarily true if you’re migrating from Office 97 or
earlier. Migrating large numbers of existing documents—including corporate tem-
plates, user templates, and user-created documents—from earlier versions of Office
is complex. Your organization might have tens of thousands of existing documents
that it must maintain across versions of Office.

Also, organizations must migrate their Visual Basic for Applications (VBA) or
Component Object Model (COM)-based LOB (Line of Business) applications and
customizations. LOB applications and customized add-ins, whether created inter-
nally or purchased from a third party, often delay or entirely prevent Office 2003
Editions migrations due to their mission-critical importance to the business. In other
words, it’s not uncommon for an entire migration to derail because a third-party
add-in doesn’t work with the latest version of Office. Risks (whether real or per-
ceived) related to add-ins failing in a new version of Office require extensive testing
before migration.

Other issues affecting your migration plans include the following:

m Global IT logistics, which is how you will manage and maintain a worldwide
Office 2003 Editions deployment.

® Industry and organizational requirements. Organizations such as the Food and
Drug Administration (FDA), the legal community, and other organizations
enforce strict document specifications. You must determine how the latest ver-
sion of Office affects these requirements.

m Compatibility between the different versions of Office. The file formats
changed after Microsoft Office 95. Office 97, Office 2000, Office XP, and Office
2003 Editions have more compatible file formats, though—with the exception
that the file format changed between Microsoft Access 97 and Access 2000.

B Object model changes between different versions of Office. These changes can
break existing LOB applications and customizations. Changes to the way fea-
tures work might require end-user training and could also break customizations.
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You can address compatibility challenges after you understand the differences
between the version of Office you're using now and Office 2003 Editions.

More Info The following section, “Versions Compatibility,” contains more
detailed information about this topic.

m Negative experiences from earlier Office migrations. Prior negative experiences
affect users, IT professionals, and decision makers and can include concerns
about risks associated with users losing productivity and costs in migrating to a
newer version of Office. Such experiences affect decision-making, adoption,
and even attitudes moving forward. Although prior experience provides valu-
able input into the process, it doesn’t dictate future success or failure.

More Info See “Microsoft Office 2003 Editions Resource Kit” at http:
//www.microsoft.com/office/ork for more information about planning your
migration to Office 2003 Editions. Also, see the white paper called
“Microsoft Office XP Migration Blueprint” at http://www.microsoft.com
/technet/prodtechnol/office/officexp/deploy/migratbp.mspx for more infor-
mation about migration planning for Office 2003 Editions. Although this
white paper talks specifically about Office XR it applies equally well to Office
2003 Editions.

S——

T

Versions Compatibility

Most of the compatibility issues between Office 97 and Office XP or Office 2003 Edi-
tions are associated with changes to the object model, virus scanner interoperability
bugs, automation failures, and legitimate bugs. The following four sections describe
all four topics in more detail.

Microsoft provides the “Microsoft Office 97 to Office 2003 Migration Issues”
white paper (also known as the 97-03delta white paper), which is part of the
Microsoft Office 2003 Editions Resource Kit. This document shows the differences
between Office 97 and Office 2003 Editions at a very detailed level. It describes what
users might see differently in the user interface (UD and what they might experience
as a possible bug, depending on their usage of the various Office 2003 Editions pro-
grams. The white paper does reference numerous Knowledge Base articles that pro-
vide confirmation that the more serious bugs are being dealt with and were
corrected in various service packs. Also, it provides a summary of the most likely
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migration issues that an IT professional might encounter during and after a migra-
tion of Office 97 to Office 2003 Editions.

More Info  Microsoft publishes the “Microsoft Office 97 to Microsoft Office
2003 Migration Issues” white paper on its Web site at http:
//www.microsoft.com/office/ork/2003/journ/97-03DeltaWPIntro.htm. This
white paper is the ultimate reference for uncovering any problems you're
likely to encounter when migrating from Microsoft Office 97 to Office 2003
Editions. It includes 78 pages of known issues, their descriptions, and links
to Knowledge Base articles that contain more information. Although reading
this chapter is a start, it does not replace the migration issues white paper.
For your convenience, | included this white paper on this book’s companion
CD in the Extras\chapO5 folder. The file name is 97-03Delta.doc.

Object Model Changes

The differences between the Office 97 and Office 2003 Editions object models are
significant and require research for developers to properly update legacy programs
for Office 2003 Editions. Developers can help reduce potential migration issues in
businesses with large-scale customizations by understanding these issues.

Over time, improvements to Office applications caused the necessary upgrad-
ing of code modules and coding techniques. These updates, in some cases, force
changes as to how legacy custom macros (any custom code created under an earlier
version of Office and intended to be used in a newer version) interact with the
newer object models of the Office applications they reference. Generally speaking,
custom applications from older versions of Office work well with newer versions of
the object model, but in some cases they do require updating. Most problems occur
for new custom solutions created under a new version of the object model and the
attempted use of these solutions on older versions of Office applications in which
the object model interfaces did not exist. Therefore, new solutions, intended to be
used on older versions of Office, can be problematic. The basic solution is to
develop these custom solutions by using the oldest version of Office that the solu-
tion is intended to be used on (making sure only the object model library for that
version of Office is installed on the development computer).

For custom applications developed on newer versions of Office, when the
need to have backward compatibility is necessary, a change in binding techniques
to problematic objects is necessary. (Some changes have required significant
reworking of custom applications.) There are three basic methods of binding to
objects within Office 2003 Editions programs: early binding, DISPID, and late binding.
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With new coding paradigms, it is now recommended to use late binding with some
objects. Doing so helps you avoid issues that might arise from design changes within
some objects that no longer resolve the older interfaces to the newer interfaces of
these objects. In some cases, early binding may actually slow a custom application
down due to problems resolving the v-table and, therefore, is worth the effort to
modify existing legacy applications to a late-binding paradigm for some objects.

Unfortunately, the specific change to some of the object models in Office 2003
Editions forced a significant change to how some custom macro solutions that are
developed with a newer object model must interact with older Office objects. Late
binding avoids the majority of these issues. Several Knowledge Base articles address
this issue and are described in the 97-03delta white paper to help with any problems
programmers might be experiencing. Some legacy custom solutions that are running
extremely slowly, fail, spawn errors, or appear unreliable may actually require a
change with regard to how objects are bound.

These issues are relevant only when attempting to run custom solutions against
object models older than the object model the solutions were created from. For
instance, a solution created for Office Word 2003 might not run properly with
requests to objects that use early binding on Word 97 because of the changes in the
interfaces of the objects. However, it is very likely that the custom solution will work
just fine if it was created under Word 97 and used with Office Word 2003. The rea-
son is that the legacy interfaces (which might be hidden in the newer version of the
object) will probably be found, provided that the custom solution is not recompiled
under the Office Word 2003 library if it was created from the Word 97 library.

Virus Scanner Problems

Some virus-checking software can cause Office 2003 Editions applications to slow
unexpectedly. In most cases, the vendor supplying the virus-checking software can
provide updated versions of their software, and you can typically obtain and install
these updates by visiting their Web site. However, in some cases, you might need to
request a CD. Usually, upgrading to the appropriate version of the virus-checking
program eliminates or reduces the effects of slowed applications.

This issue is an important consideration and in some cases can make some cus-
tom macro programs almost useless if not corrected. Contact the virus-checking soft-
ware manufacturer if you have noticed considerable slowing in your applications or
custom macros. In most cases, a new version of the program eliminates this slowing.
It is also advised to examine the settings of the computer to determine whether the
system was optimized.

A Knowledge Base article about system optimization for Word is provided in
the Knowledge Base; article 239431 is good for all applications running on a
Windows operating system and is an advised read for all administrators.
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Automation Failures

Some object model changes have led to automation failure of custom applications,
so a thorough review of the object binding techniques used in these applications is
recommended. See the Knowledge Base article 247579 for more information about
using DISPID binding. When you are automating an Office 2003 Editions application
from Visual Basic or Visual C++ and you expect to communicate with more than one
version of the application, Microsoft recommends the use of late binding with
cached DISPIDs (DISPID binding), or late binding in general, to remain compatible
across current and future versions.

Legitimate Bugs

There are legitimate bugs in all software. However, with the advent of new testing
methods devised exclusively for Office XP and Office 2003 Editions, fewer serious
bugs shipped with either version than with any previous version of Office. In addi-
tion, service releases addressed many known issues raised to Microsoft through the
Office 2003 Editions error-reporting features. This feature is a defining tool in the
way Office XP and Office 2003 Editions programs are developed and how they are
updated for service releases. The major benefit is the elimination of almost all mem-
ory leaks and a reduced turnaround time from recognition of a bug to a fix available
in a service release,

Microsoft provides the Office 2003 Editions Administrative Updates Web site at
bttp.//www.microsoft.com/office/ork/updates/2003/default.htm. Check this Web site
frequently for updates, which include fixes for known problems.

Network Inventory

This book’s companion CD contains the script offdocs.wsf, which helps automate
the process of locating documents created by earlier versions of Office in your envi-
ronment. To use this script, you must also install Dsofile.exe, which is also on CD,
on each client. Both are in the Scripts folder. The following shows the syntax of this
script, which you must run on each client computer, and Table 5-1 describes
each option:

offdocs.wsf [/?] path [/L value] [/A] [/Q]

Table 5-1 Offdocs.wsf Command-Line Options

Option Description

/? Displays help and usage information.
path Specifies the path to search for documents created by Office 95 and databases
created in Access 97. This can be a UNC path. If no path is specified, the script
scans all of the computer’s local drives.



Chapter 5: Office Migration 115

Table 5-1 Offdocs.wsf Command-Line Options

Option Description

/L:value Logs the results to the log file specified by value.

/A Appends output to the log file specified by value.
/Q Suppresses all output.

The following are notes about using the script offdocs. wsf:

B You must use the // command-line option with the script offdocs.wsf or use
Cscript.exe as the host.

m This script tests Excel and Word documents using the custom DSOFile.dll’s
DSOleFile. PropertyReader class and looking at the string returned from the
Version property; an Access database is checked by opening an ADO connec-
tion to it and checking its DBMS Version property.

m If a Word or Excel document explicitly has a version of 97/2000 (which also
applies to Office XP and Office 2003 Editions documents), it is recognized as a
post—Office 95 document; if it has an explicit 6/95 or 5.0/95 string, it is recog-
nized as a known Office 95 document.

m If the version string and application name returned by DSOfile.dll are both
blank and if there are no macros found, this is very clearly not an Office doc-
ument in a sense that matters: it is either a very clean Word document or some
other file that happens to have an Office-like extension.

B An Access database is verified by looking at the DBMS version. If it is any num-
ber under 4.00, it is known to be an older database format.

B The script offdocs.wsf cannot test Access databases to determine whether or
not they contain embedded macros; thus, this property will always show a ? in
the log file.

Accessing the properties on some files can cause errors. The script doesn’t antic-
ipate all of them, but it logs them:

® 2. Returned by some documents that are actually simple text files.

B 57. Indicates a document that is seriously damaged; it may have been
recovered from a damaged file system. Such documents should be
viewed with suspicion.

B 88. Permissions problems accessing a file. This implies restrictions on
the account accessing the indicated file path and is sometimes due to
documents with an orphaned SID as the owner in NTFS.
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B 432. Occurs for some files saved from 16-bit versions of Word.

# Permission Errors. These will typically occur only for Access data-
bases that are password-protected.

On the Resource Kit CD The script offdocs.wsf is on this book’s compan-
ion CD in the Scripts folder. To use this script, you must also install Dso-
file.exe, which is also on the CD in the Scripts folder.

Document Conversion

This section describes the resources available for converting documents from earlier
versions of Office to Office 2003 Editions. It also includes information about con-
verting WordPerfect documents to Office 2003 Editions. Key points to take away
from these sections include the following:

m Word, Excel, and PowerPoint in Office 97, Office 2000, Office XP, and Office
2003 Editions share the same file format and thus don’t require conversion to
use earlier versions of those documents with Office XP or Office 2003 Editions.

m Office XP and Office 2003 Editions can open individual files created with ear-
lier versions of Office, and they include the Batch Conversion Wizard for con-
verting multiple documents at a time.

B You can deploy the Office Converter Pack to convert files in formats that Office
2003 Editions doesn’t natively support.

More Info Download Office Converter Pack from http;//www.microsoft.com
/office/ork/2003/tools/BoxAQ7.htm.

More info Powerlan OfficeConverter is a product that comes highly recom-
mend by my customers. OfficeConverter can convert legacy Office documents
to Office 2003 Editions file formats. It can upgrade your Access data-
bases. OfficeConverter also provides technology for automating the con-
version of documents in bulk. For more information about OfficeConverter,
see http:;//www.officeconverter.com.
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A key resource for converting documents from earlier versions of Office to
Office 2003 Editions is the “Microsoft Office XP and File Sharing in a Heterogeneous
Office Environment” white paper. It describes the different file formats; examines
file migration and coexistence strategies; defines the information-sharing options
that are available; and suggests additional resources. The paper further describes the
different file formats for each program in each version of Office and outlines how to
prepare for the migration process when you have different combinations of ver-
sions. Last, it describes strategies for allowing users of different versions to share
documents.

Key Knowledge Base articles that aid in the process of converting documents
to Office 2003 Editions include the following:

B Word. “WD2002: What's New in Word 2002?” (Q288725)

Excel. “X12002: List of Supported File Formats in Microsoft Excel 2002.”
(Q291051)

m PowerPoint. “PPT2002: Converting Corel 9 Presentations to PowerPoint
Format.” (Q291873)

Office 2003 Editions provides filters for file formats from earlier versions of
Office. Thus, to convert documents created with earlier versions of Office, simply
open the document in the appropriate program and then save it using the newer file
format. Office 2003 Editions provides the Batch Conversion Wizard to convert mul-
tiple documents at one time. To start the wizard, choose New on the File menu; and
in the New Document task pane, click On My Computer. Next, click the Other Doc-
uments tab and double-click Batch Conversion Wizard. If you need support for file
formats that Office 2003 Editions doesn’t support natively, deploy and use the Office
Converter Pack.

More Info See “Office XP and File Sharing in a Heterogeneous Office Envi-
ronment” at http://www.microsoft.com/technet/prodtechnol/office
/officexp/maintain/fileshar.mspx for more information about sharing Office
2003 Editions files in a mixed environment. Although this white paper spe-
cifically addresses Office XE it applies equally well to Office 2003 Editions.
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WordPerfect

Office Word 2003 doesn’t convert files directly from WordPerfect 7.0 or 8.0. Both
versions of WordPerfect support alternative file formats that Word can open, how-

€ver.

The default file format for WordPerfect 7.0 is WordPerfect 6.0, for example, and

Office Word 2003 can convert files saved in that format. The default file format for
WordPerfect 8.0 is WordPerfect 6/7/8, so Office Word 2003 can convert files saved in
that format. The Knowledge Base article Q212379 (“WD2000: How to Convert Word-
Perfect 6.x Data Files and Address Books”) describes how to convert WordPerfect
files to Word.

Vo N

Here’s how to convert multiple WordPerfect files to Word:

Place the documents you want to convert in a single folder.

On the File menu, click New.

In the New Document task pane, under Templates, click On My Computer.
Click the Other Documents tab and double-click the Batch Conversion Wizard.

Select either WordPerfect 5.x or 6.x from Convert From Another Format To Word.

The following Knowledge Base articles describe issues you might encounter

with converting WordPerfect documents to Word:

291312 (“WD2002: Limitations of Converting WordPerfect 5.x
Documents”). This article contains a table that lists features that are not
completely converted, that are not supported on one product or the other, or
that require some comment. For best results converting to and from Office Word
2003, use the WordPerfect 5.<x> converter shipped with Office Word 2003.

291451 (“WD2002: WordPerfect File Contains Garbled Text When
Opened in Word”). When you attempt to open a WordPerfect file in Office
Word 2003, and the file has an extension other than .doc or .wpd, Word might
unexpectedly open the file in text-only format.

210396 (“OFF2000: Descriptions and Limitations of Graphics Filters
Included with Microsoft Office”). This article includes WordPerfect graph-
ics import and export filters topics and the WordPerfect graphics import filter
limitations.

There is no WordPerfect macro conversion, but most macros were used to for-

mat text. You can insert them into a WordPerfect file and then convert the file and
make AutoText entries from the formatted text to provide replacement functionality
for those macros with little time and work involved.



Chapter 5:  Office Migration 119

Database Conversion

Potentially the most technical and complex part of the migration process is convert-
ing Access databases from older versions to Office Access 2003. A key resource for
converting Access databases is the “Microsoft Access 2002 Conversion” white paper,
which contains essential information for converting Access 2.0, Access 95, and
Access 97 to Office Access 2003. Another essential resource is the Office 2003 Editions
Resource Kit.

Key points to keep in mind when converting databases to Office Access 2003
include the following:

m As soon as you convert a database to Office Access 2003, you cannot open that
database by using earlier versions of Access. However, Office Access 2003 does
allow you to convert a database back to Access 97 or an Access 2000 format.

m Although you can enable a database from an earlier version of Access without
converting it to Office Access 2003, you cannot use Office Access 2003 to
change the design of any objects in that database. You can’t modify any of the
objects in an Access 97 or earlier database version, nor can you add objects.
But you can modify the data that is stored in the tables.

® When you open a database in Office Access 2003 that was created in Access
2000, you can make some design changes without converting the database
because both Access 2000 and Office Access 2003 use the Microsoft Jet data-
base engine version 4.0 for Jet database formats.

Here’s how to enable a database created with an earlier version of Access:

1. On the File menu, choose Open.
2. Choose the database you want to enable, and then click Open.

3. In the Convert/Open Database dialog box, click Open Database.

Office Access 2003 enables the database without making any permanent
changes to it. An enabled database can still be opened with the original version of
Access that was used to create it.

Coexistence

You should convert databases to the Office Access 2003 file format only if all users
have upgraded to Access 2000, Access 2002, or Access 2003 and if you have
been successfully using the file in the Access 2000 file format. If all users have
upgraded to Office Access 2003, you can develop an application in the Office
Access 2003 file format without having to make sure that any object, method,
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property, or function you use is also available in Access 2000. After all users have
upgraded to Office Access 2003, you can change the default file format by using
the following methods:

m Using the user interface (choose Options on the Tools menu, click the Advanced
tab, and then select Access 2002—-2003 in the Default File Format list box).

m Setting the registry value for the default file format: HKEY_CURRENT_USER
\Software\Microsoft\Office\ 11.0\ Access\Settings\Default File Format. The fol-
lowing are valid values:

B 9. Access 2000 file format
B 10. Access 2002 file format

Until all users have upgraded to Office Access 2003, you must provide a
way to allow users to access shared databases. If your Access database is a
multiuser (shared) database, and all users cannot upgrade to Access 2000 or
later at the same time, you can split the database so that it is a front-end/back-
end application. You can then have different versions of the front end con-
nected to the back end, which remains unaltered. Users of Access 2000 or later
can use a converted version of the front end and thereby take advantage of
new features.

More Info For more information about splitting Access databases into
front-end/back-end applications, see the topic “About Using an Access File
with Multiple Versions of Access” in Office Access 2003 Help.

Also, you can prevent users from accidentally converting older databases
to the Office Access 2003 file format by using policies. Use Group Policy or
System Policy. See “Managing Users’ Configuration by Policy” in the Office
2003 Editions Resource Kit. Enable the policy Do Not Prompt To Convert Older
Databases policy, which prevents Office Access 2003 from prompting users to
convert earlier databases to the new file format.

Conversion

Unless you enabled the Do Not Prompt To Convert Older Databases policy, Office
Access 2003 prompts users to convert individual database files. You can program-
matically convert multiple databases to Office Access 2003, though, and use the
ConvertAccessProject method to convert databases to the format that you specify. A
second method uses the Shell function to run Msaccess.exe with the /convert
switch. See the Knowledge Base article 304318 (“ACC2002: How to Programmati-
cally Convert Multiple Access Databases”) for more information.
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Common Issues

The following list contains important points to keep in mind while migrating data-
base files to Office Access 2003:

m Size of an enabled Access database. Your Access database might increase
in size when you enable it because the Visual Basic for Applications project
must store information in the format of each version. In other words, if you
multienable a database, the Visual Basic for Applications project is stored mul-
tiple times, which causes the database to increase in size.

m Compilation errors in an enabled Access database. If you enable your
Access 97 or earlier database on a computer that has never had the earlier ver-
sion installed, you may receive errors when you try to compile Data Access
Objects (DAO) because Office Access 2003 doesn’t install the Jet 2.5/3.5 com-
patibility library and might not be able to compile code that uses syntax that is
specific to the earlier versions of the DAO library.

B New style of toolbars and menu bars. Access 97 and later versions support
a new style of toolbars and menu bars. When you enable a database, custom
toolbars are converted to the new style, but the converted toolbars and menus
are not saved. Custom menu bars are interpreted as the new style menu bar,
but the menu bar macros are not converted and continue to be supported.

m Converting databases with many code or class modules (or both).
When you convert an Access database that has many forms, reports, and mod-
ules, the conversion process fails with a “Can’t Create Any More Class Mod-
ules” or an “Out Of Memory” error. Office Access 2003 has a limit of 1000
Visual Basic for Application modules; Microsoft Access 97 has a limit of 1024.
If you use lightweight forms and reports (with the HasModule property set to
No) in Office Access 2003, you greatly reduce the impact of this limitation.

Best Practices

The following are best practices for migrating databases to Office Access 2003:

B Always work with a local copy of the file when you convert a database. You
can reduce the chance of corrupting your file during the conversion process
because of a network communication problem if you work on your local drive.

B Before you convert a database, it is also a good idea to compact the database
in the earlier version to remove outdated information from the system tables.

B Earlier versions of Access allowed you to use reserved words in or as object
names. Office Access 2003 no longer allows you to use reserved words in or as
an object name.
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Security Migration

Security is a migration issue because earlier versions of Office did not implement
code signing, and many businesses did not even use code signing in Office 2000.
Due to the obvious increase in threats, such as macro viruses, leveraging the Office
2003 Editions security features is paramount. Doing so means that you must plan for
deploying trusted sources along with Office 2003 Editions, enforcing high security
through policies, and preventing users from adding to the list of trusted sources. The
ultimate resource for securing Office 2003 Editions is the “Security” chapter in the
Office 2003 Editions Resource Kit. The URL is bttp://www.microsoft.com/technet
/prodtechnol/office/officexp/maintain/fileshar.mspx.

Security Policy

Configuring policies to set the security level for each program to high is straightfor-
ward. You install the Office 2003 Editions Resource Kit on the server and then create
a policy by using the Office 2003 Editions policy templates that set the security level
for each program. Likewise, locking the list of trusted sources is straightforward. You
use the Resource Kit’s Custom Installation Wizard to lock the list. Also, deploying a
list of trusted sources is more straightforward in Office 2003 Editions than in Office
XP. That’s because the Custom Installation Wizard now provides a user interface for
deploying trusted sources, so you don’t have to rely on registry hacks. See the Office
2003 Editions Resource Kit for step-by-step instructions about all of these tasks.

Office 2000 introduced code signing for VBA macros, and Office 2003 Editions
leverages that technology and adds an additional object-model enhancement:
Application. AutomationSecurity. This property allows macros to choose to open a
document and to trigger the appropriate security warning, which is the same as if an
end user is manually opening the document. This new property does not affect the
behavior when the end user uses the user interface to open files. In this case, this
property does not change the settings in the Security dialog box (on the Tools menu,
choose Macro and then click Security to open the Security dialog box). The follow-
ing are the MsoAutomationSecurity constants that you can choose from:

B msoAutomationSecurityLow. Current default, macros are enabled.
B msodutomationSecurityForceDisable. Disable macros by default.

B msoAutomationSecurityByUL Use the security value that is currently set in
the security Ul for each of the applications.
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Solution Migration

The following sections describe migrating VBA and COM add-ins.

VBA Add-Ins

The default location for VBA add-ins changed in Office 2000, Office XP, and Office
2003 Editions. Placing add-ins in these locations will result in per-user availability of
the add-ins. The locations listed below contain VBA add-ins:

B %USERPROFILE%\Application Data\Microsoft\ Word\Startup
B %USERPROFILE%\Application Data\Microsoft\Excel\XLStart

The original add-in paths are still available, and note that it is not necessary to
explicitly set the File Location Startup options for add-ins to load from those paths.
The following are per-computer locations:

B C:\Program Files\Microsoft Office\Officel1\Startup
B C:\Program Files\Microsoft Office\Office11\XLStart

COM Add-Ins

A COM add-in is a DLL that is specially registered for loading by the Microsoft Office
2003 applications. You can build COM add-ins with any of the Office 2003 Editions
programs in Office 2003 Developer Edition. In addition, you can create COM add-ins
with Microsoft Visual Basic or Microsoft Visual C++.

More Info For more information about these tools, see the Microsoft
Developer Network (MSDN).

A COM add-in also can be a Microsoft ActiveX .exe file for Visual Basic. How-
ever, DLLs generally provide better performance. COM add-ins use the Component
Object Model that makes it possible for you to create a single add-in that is avail-
able to one or many of the Office 2003 Editions programs (Word, Excel, Access,
PowerPoint, Outlook, FrontPage, or even the Visual Basic Editor). By developing
COM add-ins, you can extend the functionality of your Office 2003 Editions—based
applications without adding complexity for users.
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Phased Rollouts

During an Office 2003 Editions rollout, a variety of solutions are available to enable
users to share documents from version to version of Office. If you're migrating
from Office 95 to Office 2003 Editions, for example, these solutions ensure that the
users you haven’t yet migrated can still exchange information with the users you
have migrated.

More Info The white paper “Microsoft Office XP and File Sharing in a Het-
erogeneous Office Environment” provides a full treatment of these solu-
tions. This white paper is at http;//www.microsoft.com/technet/prodtechnol
/office/officexp/maintain/fileshar.mspx.

The solutions you choose to use depend on whether users share documents with
other groups or not. They’ll also depend on whether they share documents one way or
two ways; and on whether or not they need to change the documents they’re sharing.
Groups of users who don’t share documents with other departments can be migrated
to Office 2003 Editions at any time without adversely affecting their productivity.

If a group of users shares documents with other groups, you must decide
whether the recipients need read-only access to those documents or whether they
need to be able to edit and return those documents. If they need read-only access
to those documents, a larger variety of solutions is available, including file viewers,
saving documents as Web pages, and so on. If they need to edit and return docu-
ments to the sending group, you should consider restricting both groups to a com-
mon file format until both groups are fully migrated to Office 2003 Editions. Also, in
order to ensure continuity, you could plan to migrate dependent groups within the
same time frame.

Best Practices

The following are best practices for planning an Office 2003 Editions migration:

m Prevent Office Access 2003 from converting databases in older formats by set-
ting the policy Do Not Prompt To Convert Older Databases.

m Identify groups of users that share documents two ways (reviewing and editing
documents) and then deploy Office 2003 Editions to all users in those related
groups together.

B Identify groups of users that share documents one way (reviewing only) and
then deploy interim solutions to those groups until you deploy Office 2003
Editions to them.
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Chapter 6

Answer Files

Answer files are scripts that you can use to automate the installation of Microsoft
Windows XP Professional. They provide automatic responses to the Windows XP
Setup prompts so users don’t have to interact with the process. This chapter
describes how to create answer files and includes sample settings you can use in

your own.
In this chapter:
Getting Started. . . ....... .. . . e e 128
Editing Answer Files. . . ........ . it i e i s 138
Running Setup Fully Unattended . . . . ................ccoccocasnns 143
Specializing Answer Files. . .. ...t i 145
Templating Answer Files . .......... . it 154
ScriptingDomain Adds. . ........... ... i i i e e 157
Best Practices ...........cciii ittt et 159
Checklist

m Have you identified and planned the settings you need for installing
Windows XP Professional? If not, see Chapter 3, “Windows Configu-
ration,” and the file distO1.doc on this book’s companion CD in the
Aids folder.

® Do you need a fully automated setup process, or is technician or user
interaction with Windows XP Setup allowed? For issues regarding a
fully automated process, see the section “Running Setup Fully Unat-
tended” later in this chapter on page 143.

m Have you planned and created a restricted domain account that can
join computers to the domain? For more information, see the section
“Join Domain,” later in this chapter on page 149.
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m Do you need to include additional files, such as device drivers, with the
Windows XP Professional source files? If so, see Chapter 7, “Distribu-
tion Points,” for more information about including them in your distri-
bution point.

m Do you need to run any commands after Setup installs Windows XP
Professional? If so, see the section “Run Once” later in this chapter on
page 151 and Chapter 11, “Chaining Installations.”

Getting Started

Answer files are text files that look like Configuration Settings (.in9) files. Answer
files have many sections, and each section contains settings. They provide responses
for Windows XP Setup, rather than Setup prompting users for the settings. Not only
do answer files automate the setup process, they also enable you to configure
Windows XP Professional in ways that aren’t possible through the user interface. For
example, you can change the location of user profiles from C:\Documents and
Settings to another location, including a different volume. Importantly, you must use
an answer file to automate preinstallation and post-installation tasks.

Unattend.txt is the traditional name for answer files, but I prefer to give names
to my answer files that make deciphering their purpose easier. Just make sure you use
8.3 filenames so you can read their names when installing Windows XP Professional
using MS-DOS. Also, I don’t like to use the .zxt extension for answer files. I prefer to
use the .sif file extension, which is the file extension for Setup Information Files, so
I can easily differentiate a text file from an answer file. For example, I might have an
answer file to install Windows XP Professional on a lab computer called Labprep.sif.
You might create different answer files for different departments called Sales.sif,
Legal.sif, and so on. Regardless, use descriptive names that help you discern the dif-
ferences between answer files because youll grow a collection.

Where do you create and store answer files? In Chapter 7, you learn how to
build a Windows XP Professional distribution point that includes custom files, third-
party device drivers, and so on. You'll typically store the answer files you create in
the distribution points. In fact, I recommend that you store answer files in the parent
folder of the $OEMS$ folder, which you’ll also learn about in Chapter 7. You don’t
have to have distribution points to use an answer file, though; they can be indepen-
dent of distribution points. The primary example is that you can use an answer file
to install Windows XP Professional from a CD without requiring user interaction.
When using answer files independently of distribution points, you can store them
anywhere that's convenient. But if you want to use an answer file to automate the
installation of Windows XP Professional from an uncustomized product CD, you
must put the answer file on a floppy disk and name it Winnt.sif.
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You use an answer file to install Windows XP Professional by using the
Winnt.exe command-line option /u or Winnt32.exe command-line option /unattend.
You must also use the /s or /source command-line option to specify the location of
the Windows XP Professional source files if they are in a different location.

More Info This chapter doesn’t describe how to run Windows XP Setup.
But Chapter 13, “Unattended Setup,” describes how to run Setup in detail,
including how to use answer files to fully automate installation.

Sample Answer File

Listing 6-1 shows a sample answer file (most tend not to be this complicated and so
well-documented with comments). This sample is in the file sample.sif on this
book’s companion CD in the Samples\chap06 folder. You learn more about the set-
tings in this answer file throughout this chapter (see also Appendix D, “Answer File
Syntax”). For now, take a note of how I formatted this file. For example, sections
begin and end with brackets (/Unattended)), and each section contains settings that
have the syntax name=value. Comments begin with a semicolon (;), and
Windows XP Setup ignores anything after the semicolon on each line.

More Info Some of these settings might not make complete sense to you
until you read Chapter 7 and Chapter 11.

A description of some of the settings in Listing 6-1 will help you better under-
stand how answer files automate the installation process. The setting OemSkipEula=Yes
accepts the End User License Agreement on behalf of the organization, skipping it
during the installation so users don’t have to accept it. And the setting
UnattendMode=ReadOnly causes Windows XP Setup to prevent users from changing set-
tings that you specify in the answer file. If Setup displays a page that contains set-
tings requiring user input as well as a setting that you specified in the answer file,
Setup disables the setting you specified in the answer file while allowing the user to
edit the setting that requires user input; otherwise, if you specify all the settings for
a page in the answer file, Setup skips the page entirely. Incidentally, both settings,
OemSkipEula and UnattendMode, are in the section [Unattended).
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More Info The section “Specializing Answer Files” later in this chapter on
page 145 describes different settings in more detail.

Use this sample as a template for the answer files you create. Although you can
use Windows Setup Manager to create answer files (see the section “Setup Manager”
later in this chapter on page 139), starting with a template is often easier, particularly
after you create a library of specialized answer files from which you can assemble
bits and pieces to build new answer files in just a few minutes.

More Info  Appendix D, “Answer File Syntax,” is a reference that describes
the most common settings for answer files. Appendix D describes the
majority of settings that | use throughout this book. For information about
answer file settings you don’t find in Appendix D, see “Microsoft Windows
Preinstallation Reference,” which is the file Ref.chm in Deploy.cab, and
“Microsoft Windows Corporate Deployment Tools User’s Guide,” which is the
file Deploy.chm in Deploy.cab, for more information about building Windows
XP Professional answer files. Deploy.cab is on the Windows product CD in
Support\Tools.

Listing 6-1 Sample.sif

[Unattended]
DriverSigningPolicy=Ignore
FileSystem=ConvertNTFS

; Replace OemFilesPath with path to the $0EM$ folder:
OemFilesPath=\\Server\Share\win2002.pro\OEM1\$0EMS$

; Replace OemPnPDriversPath with the path of the third-party
; device drivers (separate folders with a semicolon):

OemPnPDriversPath=\WINDOWS\DRIVERS

OemPreinstall=Yes
OemSkipEula=Yes
Repartition=No
TargetPath=\WINDOWS
UnattendMode=ReadOnly
UnattendSwitch=Yes
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[GuiRunOnce]
; Add commands in this section that you want Windows XP
; to run the first time a user logs on to it (enclose each
: command in quotation marks). See AdminPassword, Autologon,
; and AutoLogonCount in the [GuiUnattended] section.

[GuiUnattended]

; Uncomment the following three 1ines to have the setup
; program automatically log on to Windows XP after instalilation:

H AdminPassword=x*
; Autologon=Yes
; AutolLogonCount=1

OemSkipRegional=1
OemSkipWelcome=1

; Replace TimeZone with the correct time zone for the computer.
; See Ref.chm or Appendix D, "Answer File Syntax," for values:

TimeZone=020
[UserData]
; Replace ComputerName, FullName, and OrgName with appropriate
; values. If any of these values is missing, the setup program
; will prompt the installer for the value:
ComputerName="Sample"
FullName="User Name"

OrgName="Company Name"

; Replace ProductID with your product ID. If you don't provide
; a product key here, the setup program will prompt the installer:

ProductKey=XXXXX-XXXXX-XXXXX-XXXXX-XXXXX
[TapiLocation]

; Replace AreaCode and CountryCode with appropriate values. See
; Ref.chm or Appendix D, "Answer File Syntax," for values:

AreaCode=972
CountryCode=1
Dialing=Tone

[Identification]
; Replace DomainAdmin and DomainAdminPassword with the credentials

; of an account that can join the computer to the domain. The setup
; program will prompt the installer for these values if missing:

131



132

Part Il:

Configuring

DomainAdmin=Administrator
DomainAdminPassword=Password

; Replace JoinDomain with the name of the domain to join:

JoinDomain=DOMAIN

; Optionally, uncomment and replace MachineObjectOU with the LDAP
; path of the OU in which to create the computer account, if the
; account doesn't already exist:

MachineObjectOU="0U=Accounts,DC=honeycutt,DC=corp”

[Networking]

This empty section is necessary if the answer file will include
additional network settings described in Ref.chm.
to use InstaliDefaultComponents=Yes in this section. This answer
file configures the computer with default networking components,
including Client for Microsoft Networks, File and Printer Sharing
for Microsoft Networks, QoS Packet Scheduler, and Internet Protocol
(TCP/IP) configured to use DHCP.

[Components]

H

H

; Uncomment and set each of the following components to On to install
; it or Off to not install it (see Ref.chm or Appendix D, "Answer File
; Syntax," for more information about each component). These settings
; don't necessarily correspond to the operating system defaults:

accessopt=0n
calc=0n
certsrv=0ff
certsrv_client=0ff
certsrv_server=0ff
charmap=0n
chat=0ff
deskpaper=0n
dialer=0n

fax=0ff
fp_extensions=0ff
fp_vdir_deploy=0ff
freecell=0n
hearts=0n
hypertrm=0n
IEAccess=0n
iis_common=0ff
iis_ftp=0ff
iis_htmla=0ff
iis_inetmgr=0ff
iis_nntp=0ff
iis_nntp_docs=0ff
iis_pwmgr=0ff

It's not necessary
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iis_smtp=0ff
iis_smtp_docs=0ff
iis_www=0ff
iis_www_vdir_printers=0ff
iis_www_vdir_terminalservices=0ff
iisdbg=0ff
indexsrv_system=0ff
media_c1ips=0n
media_utopia=0ff
minesweeper=0n
mousepoint=0n
mplay=0n
msmq_ADIntegrated=0ff
msmq_Core=0ff
msmq_HTTPSupport=0ff
msmq_LocalStorage=0ff
msmq_MQDSService=0ff
msmg_RoutingSupport=0ff
msmg_TriggersService=0ff
msmsgs=0n

msnexplr=0n
mswordpad=0n
netcis=0ff

netoc=0n

objectpkg=0n
0EAccess=0n

paint=0n

pinball=0n

rec=0n

reminst=0ff
rstorage=0ff
solitaire=0n
spider=0n
templates=0n
TerminalServer=0ff
TSClients=0ff
TSWebCtient=0ff
vo1=0n

wms=0n
wms_admin_asp=0n
wms_admin_mmc=0n
wms_server=0n
zonegames=0n

Answer Files
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Settings Categories

Table 6-1 categorizes the different types of answer-file settings. For each category, it
describes the types of settings in that category and which answer-file sections you
use to configure those settings.

See Appendix D for information about these settings. You learn more about
many of them in the section “Specializing Answer Files” later in this chapter on

page 145.

answer file.

On the Resource Kit CD See the “Answer File Settings Worksheet” in the
file dist0O1.doc on this book’s companion CD in the Aids folder. This work-
sheet helps you plan and document the settings for your unattended-setup

Table 6-1 Automating Tasks

Category Description

Hardware This category includes installing and configuring mass storage
Installation And controllers that are required at startup, such as SCSI hard disks and
Configuration Plug and Play devices that are not included on the operating system

Setup Configuration

CD. The answer-file sections you use to configure hardware settings
include the following:

W [MassStorageDrivers]

# [OEMBootFiles]

B [Unattended]
This category includes partitioning and formatting hard disks prior to
Setup, and configuring Setup options that are usually configured by
end users during the GUI mode and text mode stage of Setup. This
also includes configuring upgrade options, uninstall options, and
other settings that affect the way Setup runs. The answer-file sections
you use to configure Setup include the following:

W [Data)
B [GuiUnattended]

B [Unattended]
8 [Win9xUpg/
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Table 6-1 Automating Tasks

Category

Description

Operating System
Configuration

Internet Explorer
Configuration

This category includes configuring power management, telephony,
display settings, and regional options. This also includes configuring
error reporting, Windows file protection, remote assistance, system
restore, licensing, and shell settings. The answer-file sections you use
to configure operating system settings include the following:

[Display]

{LicenseFilePrintData]

[PCHealth]

[RegionalSettings]

[Shell]

[SystemFileProtection]

[SystemRestore]

[TapiLocation]

[UserData]

This category includes configuring Internet Explorer options such as
favorites, proxy server settings, branding, and default Home and
Search pages. This also includes configuring Internet Explorer
Enhanced Security Configuration settings, which apply only to

Windows Server 2003. The answer-file sections you use to configure
Internet Explorer settings include the following:

[Branding]
W [FavoritesEx]

B [Proxy]

| [URL]

B [Components]
B [[EHardening/
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Table 6-1 Automating Tasks

Category Description
Networking This category includes configuring Internet Connection Sharing (ICS),
Configuration Internet Connection Firewall (ICF), and domain membership settings.

It also includes the installation and configuration of protocols,
network adapters, and networking services and components. The
answer-file sections you use to configure networking settings include
the following:

[Homenet]

[Identification]
[MS_AppleTalk parameters]
[MS_ATMArps parameters]
[MS_ATMLANE parameters]
[MS_ATMUni parameters]
[MS_L2TP parameters]
[MS_MSClient parameters]
[MS_NetMon parameters)
[MS_NWClient parameters]
[MS_NWIPX parameters]
[MS_NwSapAgent parameters]
[MS_PPTP parameters]
[MS_Psched parameters]
[MS_RAS parameters]
[MS_RasSrv parameters]
[MS_Server parameters]
[MS_TCPIP parameters]
[MS_WLBS parameters]
[NetAdapters]
[NetBindings]

[NetClients]
(NetOptionalComponents]
[NetProtocols]
[NetServices]

[Networking]
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Table 6-1 Automating Tasks

Category Description
Services This category includes configuring Internet Information Services (1IS),
Configuration Certificate Services, Remote Installation Services, Terminal Server, fax
service, and Simple Network Management Protocol (SNMP) service. It
also includes installing and configuring a domain controller by using
Active Directory. Most of these settings apply to Microsoft Windows
Server 2003, not Windows XP Professional. The answer-file sections
you use to configure services include the following:
B [DCInstall]
M [Fax]
B [InternetServer]
8 [OsChooser]
8 [Remotelnstall]
B [SNMP]
B [TerminalServices]
B [CertSrv_Client]
W [CertSrv_Server]
Windows XP This category includes all Windows XP Professional components
Professional listed in Add or Remove Programs in Control Panel, such as

Components And
Services Installation

Software Application
Installation And
Configuration

Running Programs,
Scripts, And Batch
Files

accessories, games, media services, and Indexing Service. The
answer-file section you use to configure optional components
includes the following:

B /Components]

This category includes Windows Installer (.msi) packages and staged
software. Software installation must run in quiet mode, which means
that the installation must be fully automated and cannot rely on user
interaction. Usually, when you run an installation program in quiet
mode, you must provide an answer file or use command-line options.
The answer-file sections you use to install software include the
following:

B /GuiRunOncel
B [SetupParams]

Programs, scripts (JS, VBS, and so on), and batch files must be fully -
automated and cannot rely on user interaction, which means you
must provide an answer file for any programs, scripts, or batch files
you are running; and you must be able to run the programs, scripts,
or batch files in quiet mode. The answer-file sections you use to run
programs include the following:

B /GuiRunOncel
B [SetupParams/
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Avoiding Answer Files

Think you can avoid answer files? Wrong.

Answer files are the centerpiece of every distribution method you'll use
for deploying Windows XP Professional. You'll use an answer file to build disk
images automatically and another answer file to automate the installation
process when you distribute the disk image. Remote Installation Service
uses answer files. Scripted installations use answer files, even if you deploy
a Windows XP Professional upgrade using Microsoft Systems Management
Server. There’s just no getting around answer files.

Because answer files are the centerpiece of every distribution method,
master them. Create a library of answer files from which you can draw to build
new answer files. Fortunately, building answer files is fairly easy, and 90% of
the settings are straightforward enough to require very little explanation.

Editing Answer Files

There are two ways to create answer files for Windows XP Setup. You can use
Windows Setup Manager, which walks you step-by-step through creating an answer
file and distribution point, or you can use a text editor. This section describes both.

At first glance, using Windows Setup Manager might seem like the easiest
option. It’s really not. First, Windows Setup Manager doesn’t support all the settings
that you’re likely going to configure in an answer file. Second, it’s many times
quicker to start with a template answer file and customize it than to create an answer
file by stepping through the wizard. Last, when you do use a template answer file
that you've previously tested and confirmed to work properly, you can benefit from
regression testing, whereas you must assume that you have to test everything in an
answer file that you create with Windows Setup Manager. In any case, turnaround
time is almost always faster when using templates.

Tip An exception to that templates-are-better-than-the-wizard rule is when
you want to create an answer file based on a computer’s current configura-
tion. For example, you can configure a network connection on a computer
and then use Windows Setup Manager to capture that configuration in an
answer file. In this case, using Windows Setup Manager can save hours of
work over creating an answer file from a template. Another exception is that
using Windows Setup Manager is the only way to generate encrypted pass-
words for use in answer files.
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Setup Manager

You can use Windows Setup Manager to create answer files for unattended
Windows XP Professional installations, automated installations using Sysprep, or
automated installations using Remote Installation Service. Windows Setup Manager
is on the Windows XP Professional CD in the Deploy.cab file of the Support\Tools
folder (use the version that comes with Service Pack 1, as the original version is now
outdated).

Windows Setup Manager is a wizard that helps you create and modify answer
files by prompting for the information required to create answer files. Windows
Setup Manager can create new answer files, import existing answer files, and create
new answer files based on a computer’s current configuration. The last option is
useful when you want to configure network settings in an answer file and you don’t
understand all the settings available, or when you don’t want to risk errors—which
are likely, considering how complex these sections are sometimes.

To install and run Windows Setup Manager, double-click Deploy.cab in the
Windows XP Professional CD’s Support\Tools folder. Then, copy the cabinet file’s
contents to a folder on your disk and double-click Setupmgr.exe to run Setup
Manager, as shown in Figure 6-1. The result of the wizard is an answer file. Table 6-2
describes Windows Setup Manager’s different pages, in the order you see them.

B Windows Setup Manager

Providing the Product Key
Network Settings
1~ Computer Names

- Networking Components
‘Workgroup or Domain
Advanced Settings

i Telephony

: Regional Settings

i Languages

/- Browser and Shell Settings
Installation Folder
Instalt Printers

¢ RunOnce

+.. Additional Commands

Figure 6-1 Windows Setup Manager is greatly improved over Windows 2000’s version.
Most of the changes are in its user interface, but encrypting the local administrator
password is a new feature.
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Table 6-2 Windows Setup Manager Pages

Page

Description

Set User Interaction

Customize The Software

Display Settings

Time Zone

Providing The Product Key

Computer Names

Administrator Password

Networking Components

Workgroup Or Domain

Telephony

Use this page to set the level of user interaction during
Setup. Select Provide Defaults to display the configurable
values supplied in the answer file or select Fully
Automated to create a setup process that requires no user
interaction.

Use this page to specify an organization and user name.

Use this page to configure the display color depth, screen
resolution, and refresh frequency display settings. I prefer
to allow Windows XP Professional to automatically adjust
these settings to the best available, and you should
generally avoid setting a refresh frequency if you’re not
100 percent sure that all the monitors in use by your
organization can support that frequency. Generally, 70 is a
safe bet and LCD monitors perform best with 60.

Use this page to set the time zone.

Use this page to specify a product key, which is required
for a fully automated installation.

Use this page to tell Windows Setup Manager to generate a
Uniqueness Database File (UDF) that the setup program
uses to give each computer a unique name. If you import
names from a text file, Windows Setup Manager converts
them into a UDF. You can also set an option to generate
unique computer names.

Use this page to tell Windows Setup Manager to encrypt
the local administrator password in the answer file so that
users can’t gain unauthorized access to the local
administrator account. You can also configure the answer
file to prompt users for the local administrator password
during installation. If the Administrator Password box is
blank, you can use the AutoLogon feature to automatically
log on to the client computer as an administrator. For more
information about using the AutoLogon feature, see
“AutoLogon” later in this chapter on page 151.

Use this page to configure any network setting in
Windows Setup Manager that you can configure on the
desktop. The interface for setting network settings in
Windows Setup Manager is the same as you see in
Windows XP Professional.

Join computers to a domain or workgroup You can also
automatically create computer accounts in the domain.

Use this page to set telephony properties, such as area
codes and dialing rules.
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Table 6-2 Windows Setup Manager Pages

Page

Description

Regional Settings

Languages
Browser And Shell Settings

Installation Folder

Install Printers

Run Once

Additional Commands

Use this page to set regional options, such as date, time,
and currency formats.

Use this page to add support for other language groups.

Use this page to configure Internet connections, including
proxy server settings. If you need to customize the
browser, you can use Windows Setup Manager to access
the Internet Explorer Administration Kit (IEAK), available
from bitp.//www.microsoft.com/windows/ieak.

Use this page to specify the default Windows folder,
generate a unique folder during setup, or install Windows XP
Professional in a custom folder. For example, if you plan to
keep Microsoft Windows 2000 in parts of your company or
are upgrading to Windows XP Professional from Windows
2000, you can move Windows XP Professional from the
Windows folder to the Winnt folder so that you have a
consistent folder structure throughout the organization.
Microsoft strongly recommends that you move away from
naming this folder Winnt, however.

Use this page to install printers as part of the installation
process.

Use this page to add commands that run automatically the
first time a user logs on to the computer. Windows Setup
Manager adds these commands to the answer file’s
[GuiRunOncel section. For example, you can fire off
Microsoft Office 2003 Editions’s setup program from here.
For more information about using this feature to deploy user
settings, see “Run Once” later in this chapter on page 151.

Use this page to add commands that run at the end of the
setup process and before users log on to the system, such as
when starting a setup program or adding user settings. These
commands should run silently in order to ensure an
unattended installation. For more information, see Chapter 11.

Text Editors

Even with all of Windows Setup Manager’s features, I prefer to create answer files
manually. Now, before you think I'm silly and just making work for myself, let me
add that I have a library of answer-file templates that I call on when required. After
you create your first answer file and you have it just right, you can reuse it over and
over again because there are few changes from job to job. You can use a text editor,
Notepad for example, to create answer files. A typical answer file for a computer
that you’re joining to a Microsoft-based network is only about 20 lines long, so
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editing it with a text editor isn’t difficult. If you add errors to an answer file, the setup
program reports the line number containing the syntax error.

My absolute favorite text editor is TextPad from Helios Software Solutions. You
can learn more about it and download it at hip:/www.textpad.com. It does every-
thing from text sorting to syntax highlighting and it has a powerful macro-recording
feature. It's the perfect text editor for Windows Script Host scripts, .7eg files, batch
scripts, and answer files. UltraEdit is another popular text editor, which I've never
used, but you can learn more about it at htip.//www.ultraedit.com.

The syntax highlighting feature in TextPad makes editing answer files particu-
larly easy. If you type a keyword correctly, TextPad highlights the keyword. If you
mistype the keyword, the editor doesn’t highlight it. That way, you’re more likely to
create error-free files. In order to use this feature for editing answer files, you’ll need
a syntax file, though, and I've included one in the Samples\textpad folder on this
book’s companion CD (see Figure 6-2). The file is sif.syn. Using my syntax file, key-
words are blue, comments are green, and settings are black. Here’s how to use it
with TextPad:

1. Install TextPad.

2. Copy sif.syn from the Samples\textpad folder on this book’s companion CD to
%USERPROFILE%\Application Data\TextPad.

3. Import sif.reg from the Samples\textpad folder on this book’s companion CD
into the registry.

This file configures the syntax file sif.syn in TextPad.

extPad - [WabWrojects\unveganiSamplesichapOBisample.sif]

DriverSigningPolicy=Ignore
FileSysten=ConvertNTFS

. Replace OemFilesPath with path to the $O0EMS folder:
OenFilesPath=\\Server\Share\win2002. pro\OEM1\SOEM$

: Replace OemPnPDriversPath with the path of the thizd-party
. device drivers (separate folders with a semincolom}:

OenPnPDriversPath=\WINDOWS\DRIVERS

OenPreinstall=Yes
OenSkipEula=Yes
Repartition=No
TargetPath=\VINDOVS
Unat tendiode=ReadOnly
UnattendSvitch=Yes

[GuiRunOnce}

; Add commends this this section that you want Windows XP

o to run the first tine a user logs on to it (enclose sach
o connand in quotation marks). See AdninPassword, Auiologon,
; and AutologenCount in the [Guilhattended] section.

[Guilnattended]

. Uncomment the following thyee linss to have ths setup
. program automatically log on to Windows ¥P after installation:

Figure 6-2 TextPad is a great text editor for answer files, and syntax highlighting helps you
prevent errors that would otherwise go unnoticed.
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Word: Answer File Editor

I sometimes use Microsoft Word 2003 to edit answer files. Here's why:

m Word includes built-in version control, enabling me to manage the dif-
ferent versions of an answer file over time. | can refer to an earlier ver-
sion of an answer file to see what [ changed.

®m  Word includes revision tracking, which enables me to see the changes
I made to the current version of my answer file. This is a great feature
for documenting answer files as well as sending answer files out for
review.

m Word enables reviewers to comment on answer files without actually
changing them. This is another great feature for sending answer files
out for review.

m Word enables me to build custom dictionaries. | build custom dictionar-
ies that include answer file section and value names, which ensures
that | don’t add errors to answer files with something as silly as a typo.
| included a custom dictionary in the Samples\chapO0®6 folder on this
book’s companion CD. The filename is custom.dic.

I'm willing to bet that these four features are enough to convince you to
start using Word to edit answer files. Doing so will make you many times
more productive as an IT professional. The process requires one bit of expla-
nation, though. | edit and review answer files as document files (.doc files).
Only when I'm ready to build a distribution share do | export the answer file
from Word to a text file. Enjoy!

Running Setup Fully Unattended

Most of the answer-file settings you learn about in this book are optional; however,
to fully automate Windows XP Setup, you must configure the following sections and
settings in your answer file. Listing 6-2 shows what this minimal answer file looks
like. This file is in the Samples\chap06 folder on this book’s companion CD.



144 Part Il

Configuring

The settings you must configure to fully automate installation include the

following:

[Unattended]. You must specify values for OemSkipEULA, UnattendMode,
and TargetPath.

[GuiUnattended]. You must specify values for AdminPassword, OemSkip-
Regional, OemSkipWelcome, and TimeZone. The value for AdminPassword can-
not begin with an asterisk (%. Using a password that begins with an asterisk can
cause the password to be set to a null value.

[UserData]. You must specify values for FullName, ComputerName, OrgName,
and ProductKey.

[Identification]. You must specify values for JoinDomain, DomainAdmin,
and DomainAdminPassword if you want to join the domain.

[Networking]. 1f your destination computer requires network connectivity,
you must specify values for various network protocol entries.

Listing 6-2 Minimal.sif

[Unattended]

OemSkipEula=Yes
TargetPath=\WINDOWS
UnattendMode=ReadOnly

[GuiUnattended]

AdminPassword=Password

OemSkipRegional=1
OemSkipWelcome=1

; Replace TimeZone with the correct time zone for the computer.
; See Ref.chm or Appendix D, "Answer File Syntax," for values:

TimeZone=020

[UserDatal

>
>

>

Replace ComputerName, FullName, and OrgName with appropriate

HE-)

; values. If any of these values is missing, the setup program
; will prompt the installer for the value:

ComputerName="Sample"

FullName="User Name"

OrgName="Company Name"

; Replace ProductID with your product ID. If you don't provide

product key here, the setup program will prompt the installer:

ProductKey=XXXXX-XXXXX-XXXXX-XXXXX-XXXXX
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[Identification]
; Replace DomainAdmin and DomainAdminPassword with the credentials
; of an account that can join the computer to the domain. The setup

; program will prompt the installer for these values if missing:

DomainAdmin=Administrator
DomainAdminPassword=Password

; Replace JoinDomain with the name of the domain to join:
JoinDomain=DOMAIN

;end

Specializing Answer Files

The following sections are templates for specialized settings you can add to your
own answer files. All of these settings are from the file sample.sif in the
Samples\chap06 folder on this book’s companion CD. I split them out in this section
to better explain the purposes of different settings. The sections are the following:

m Custom Files. Copy custom files to each target computer.

User Settings. Configure users’ names, organizations, and so on.

Device Drivers. Include third-party device drivers with Windows XP
Professional.

Local Password. Configure the local Administrator password.

Join Domain. Join each target computer to the domain.

AutoLogon. Automatically log on to the target computer.

Run Once. Run programs the first time a user logs on to the computer.

Components. Configure Windows XP Professional optional components.

Remote Desktop. Automatically enable Remote Desktop.

More Info The settings you learn about in this section are documented in
Appendix D. A more portable reference for these settings is Ref.chm, how-
ever, which is in Deploy.cab on the Windows XP Professional product CD in
the Support\Tools folder.
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Custom Files

Listing 6-3 shows the settings necessary to copy custom files to each target computer
with the Windows XP Professional source files. Chapter 7 describes this topic in
great detail. In order to copy files to the target computer, you must create an $OEM$
folder and then set OemFilesPath to the path of that folder. Organize the $OEM$
folder as described in Chapter 7. Last, you must set OemPreinstall=Yes in order for
Windows XP Setup to copy the files to each target computer.

Here are a couple of examples. First, you can copy third-party device drivers to
each target computer, as described in the section “Device Drivers” later in this chap-
ter on page 148. You can also copy additional help files, system files, and program
files to the target computer. Last, you might want to copy settings files (.reg, .inf, and
so on) to each target computer so you can apply settings during the installation pro-
cess. For all of this to work, however, you must organize the $OEMS$ folder correctly,
as shown in Chapter 7.

Listing 6-3

[Unattended]
; Replace OemFilesPath with path to the $0EM$ folder:

OemFilesPath=\\Server\Share\win2002.pro\OEMI\$0EM$
OemPreinstall=Yes

User Settings

Listing 6-4 shows the settings necessary to personalize Windows XP Professional for
the user. Set ComputerName to the name of the computer. Set FullName to the user’s
full name. Set OrgName to the company name. Set ProductKey to your Windows XP
Professional product key. Other than OrgName, which is straightforward, the other
three values are often problematic:

m The first is ComputerName. The problem is that you don’t want to put a spe-
cific computer name in the answer file because each computer must have a
unique name. If you set ComputerName=+, Windows XP Setup creates a unique
name for the computer based on the organization name and the computer’s
MAC address. If this doesn’t meet the naming requirements for your enterprise,
you have three choices: allow Setup to prompt the user or technician for the
computer name; rename the computer after installation; or build custom
answer files from templates after looking up the computer name from a data-
base based on the computer’s MAC address. If technicians will visit each desk-
top during deployment, the first option isn’t so bad. Renaming the computer
after installation isn’t a suitable option in most cases. Building custom answer
files based on templates is such a keen solution, however, that I describe it in
the section “Templating Answer Files” later in this chapter on page 154.
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m The second problem is FullName. Most organizations simply set the name to
something like Valued Company Employee. This avoids the issue altogether.
Because most users can get their name correct without error, this isn’t neces-
sarily a bad setting for which to prompt users, except that it interrupts a fully
unattended Setup. If you will template answer files (as I describe in the section
“Templating Answer Files” later in this chapter on page 154), you might as well
add the user’s name along with the computer name, however.

m The last problematic setting is ProductKey, which generally won’t change from
computer to computer. The problem is that it’s in the answer file as plain text,
and you don’t want to see your enterprise product key plastered all over the
Internet. The solution is to encrypt the product key, which is only possible
with Windows XP Professional Service Pack 1, Windows Server 2003, or later.
With Service Pack 1 integrated into your Windows XP Professional source files,
run the following command to encrypt the product key in your answer file:

winnt32.exe /encrypt:“‘productkey:y”/unattend:filename

productkey is the enterprise product key. y is the number of days from 5
to 60 for which you want the encrypted product key to be valid. filename is the
path and filename of the answer file in which you want Winnt32.exe to store
the encrypted product key. Although this solution doesn’t prevent users from
copying encrypted product keys, it does ensure that they have limited life
spans when they do.

More Info See Chapter 7 for more information about including custom
files in a Windows XP Professional distribution point.

Listing 6-4
[UserData]

; Replace ComputerName, FuliName, and OrgName with appropriate
; values. If any of these values is missing, the setup program
; will prompt the installer for the value:

ComputerName="Sample"
Ful1Name="User Name"
OrgName="Company Name"

; Replace ProductID with your product ID. If you don't provide
; a product key here, the setup program will prompt the installer:

ProductKey=XXXXX-XXXXX-XXXXX-XXXXX-XXXXX



148 Part Il: Configuring

Device Drivers

Listing 6-5 shows the settings necessary to copy third-party device drivers to each
target computer with the Windows XP Professional source files. Chapter 7 describes
this topic in great detail. In order to copy files to the target computer, you must con-
figure the answer file, as I described in the section “Custom Files” earlier in this
chapter on page 146.

Then, set the value DriverSigningPolicy=Ignore so Windows XP Setup will install
unsigned device drivers during installation without requiring user feedback. While I
recommend against installing unsigned device drivers, it’s often necessary to do so
after careful testing. This setting doesn’t affect policy after installation, and you pre-
sumably are testing unsigned device drivers before including them in your source
files. So preventing user interaction with Setup is a good idea.

The last setting you must configure is OemPnPDriversPath, which you must set
to the path of the device drivers relative to the target computer’s file system. You can
include multiple folders in this path, each separated by a semicolon. For Windows
XP Professional, the maximum length for this setting is 4,096 characters, which is an
improvement over earlier versions of Windows. You can’t use environment variables
in this setting.

More Info See Chapter 7 for more information about adding third-party
device drivers to a Windows XP Professional distribution point.

Listing 6-5

[Unattended]
DriverSigningPolicy=Ignore

; Replace OemFilesPath with path to the $OEM$ folder:
OemFilesPath=\\Server\Share\win2002.pro\OEM1\$0EM$

; Replace OemPnPDriversPath with the path of the third-party
; device drivers (separate folders with a semicolon):

OemPnPDriversPath=\WINDOWS\DRIVERS
OemPreinstall=Yes

Local Password

Listing 6-6 shows the settings necessary to configure the local Administrator pass-
word. You can set AdminPassword to a specific password, or you can set it to *
which configures the local Administrator account with no password (null password).



Chapter 6: Answer Files 149

Configuring AdminPassword with a plain text or null password isn’t a good
idea, however, because it gives users easy access to the local Administrator account.
However, Windows XP Professional and Windows Server 2003 prevent user
accounts with a blank password from connecting over the network. Windows XP
Setup does remove AdminPassword from any local copies of the answer file that it
creates, but it doesn’t guarantee that resourceful users won't find the file in your dis-
tribution points. Instead, encrypt the password. The only way I know to do that is
to use Windows Setup Manager, which you learned about in the section “Setup Man-
ager” earlier in this chapter on page 139.

Run Windows Setup Manager and skip to the Administrator Password page
shown earlier in Figure 6-1. Then, click the Use The Following Administrator Pass-
word option, type a password in the spaces provided, and click to select the Encrypt
Administrator Password In Answer File check box. Last, save your answer file. The
result is shown in Listing 6-7. Copy the values AdminPassword and Encrypted-
AdminPassword to your answer file. The result is a local Administrator password
that users won’t see.

Listing 6-6

[GuiUnattended]
AdminPassword=Password

Listing 6-7

[GuiUnattended]
AdminPassword=5358ba2ad0d8fb22aad3b435b51404eec8ala77b0ed80df6ddb93e00delefde?
EncryptedAdminPassword=Yes

Join Domain

Listing 6-8 shows the three settings necessary to join the target computer to a
domain. The first is DomainAdmin, which is the name of the account you want to
use to join the domain. The second is DomainAdminPassword, which is the account’s
password. The last is JoinDomain, which is the name of the domain to join.

The problem is obvious: To automatically join the computer to the domain,
you must set DomainAdminPassword. If you use the domain Administrator account,
however, you're publishing the account’s password for everyone to see. Bad idea.
And to make matters worse, Windows XP Setup doesn’t support encryption for the
value DomainAdminPassword. There are three strong solutions to this problem,
though, so all is not lost:
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m Prestaging computer objects. In Active Directory, prestage computer
objects, delegating ownership to the user responsible for joining the computer
to the domain. Then, leave DomainAdmin and DomainAdminPassword out of
the answer file so that Setup prompts users for their credentials. For that matter,
create an Installers group in Active Directory and assign each prestaged com-
puter object to the Installers group as you create it.

More Info For more information about prestaging computer objects in
Active Directory, see Windows Server 2003 Help and Support Center. The
Microsoft Knowledge Base article 238793 provides step-by-step procedures
for this technique.

m Creating a restricted account. In Active Directory, create a severely
restricted account that has the rights and permissions necessary to join comput-
ers to the domain. Then, use that account and its password in DomainAdmin
and DomainAdminPassword. Because the domain account you created is
restricted to joining computers to the domain, publishing the account’s pass-
word has minimal risk. See Windows Server 2003 Help and Support Center for
more information about adding accounts to Active Directory and configuring
their privileges. This is the best practice for joining computers to a domain.

®m Scripting domain joins. Use a script to join the computer to the domain
after installation. The Microsoft Knowledge Base article 315273 describes this
technique and provides a sample script. You can also use the utility Net-
dom.exe to join a computer to the domain after installation (See Appendix E,
“Batch Script Syntax,” for a description of the Netdom.exe command-line
options). In either case, you don’t have to run the script or Netdom.exe locally
on the computer you’re joining to the domain. See “Scripting Domain Adds”
later in this chapter on page 157 for more information.

Listing 6-8

[Identification]

; Replace DomainAdmin and DomainAdminPassword with the credentials
; of an account that can join the computer to the domain. The setup

; program will prompt the installer for these values if missing:

DomainAdmin=Administrator
DomainAdminPassword=Password

; Replace JoinDomain with the name of the domain to join:

JoinDomain=DOMAIN
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AutoLogon

Listing 6-9 shows the settings necessary to automatically log on to the computer after
finishing installation. Set AutoLogon=Yes. This sets the value AutoAdminLogon in the
key HKLM\Software\Microsoft\Windows NT\CurrentVersion\WinLogon. You must
also set AutoLogonCount. This setting specifies the number of times that you want to
automatically log on to Windows XP Professional. This sets the value AutoLogonCount
in HKLM\Software\Microsoft\Windows\CurrentVersion\WinLogon. Normally, you'd
log on to Windows XP Professional only one time by setting AutoLogonCount=1. The
value of AutoLogonCount is decremented by one following each reboot. When the
value of AutoLogonCount reaches O, the value DefaultPassword is deleted from the
registry. You can log on to the operating system as many times as is necessary, such
as when a setup program restarts the computer in the middle of the installation
process.

This setting logs the local Administrator on to the computer. When you set a
password using the AdminPassword setting, Windows XP Professional uses that
password to log the local Administrator on to it. However, if you encrypt the
password and set EncryptedAdminPassword=Yes, Windows XP Professional disables this
feature. If the password is blank by setting AdminPassword=+, Windows XP Setup
restricts AutoLogonCount to a maximum value of 1. It’s a trade-off between security
and deployment convenience. Don’t panic, though, because after Windows XP
Professional finishes installing, it removes the password from any local copies of the
answer file, such as %SYSTEMROOT%\System32\$winnt$.sif.

Listing 6-9

[GuiUnattended]
AdminPassword=x*
Autologon=Yes
AutolLogonCount=1

Run Once

Listing 6-10 shows the setting necessary to run commands the first time a user logs
on to Windows XP Professional. The /GuiRunOnce/ section contains a list of com-
mands that run the first time a user logs on to the computer after Windows XP Setup
finishes. Enclose each command in quotes. The commands in the /GuiRunOnce/
section run in the context of the console user, so you must ensure that the user has
the privileges necessary to run each command. In most cases, you’ll use
[GuiRunOncel in conjunction with the AutoLogon setting described in the previous
section.

You must provide any programs and data files that you want to use, and you
do that by deploying them through the $OEMS$ distribution folders that you learn
about in Chapter 7. Also, you want to make sure that a program you run from
[GuiRunOncel has a command-line option to run quietly; you don’t want to display
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a user interface while installing registry settings, for example. Setup will not finish
until each of the commands you launch in this section finishes, so a program that
you run from /[GuiRunOnce] that requires user interaction could hang the installa-

tion.

Here are three things you should consider when using /GuiRunOnce/:

From /GuiRunOncel, you can’t run programs that force Windows XP Profes-
sional to restart. That’s because Windows XP Professional looses any entries
remaining in /GuiRunOncel when it restarts, and those commands will not run.
If you can’t prevent the program from restarting the computer, try repackaging
it as a Windows Installer package file or add it as the last command in
[GuiRunOncel.

Any program that relies on Windows Explorer will not work properly because
Windows Explorer is not running when the commands in the /[GuiRunOnce/
section are. Again, you can consider repackaging these applications.

If you're trying to install Windows Installer package files from /GuiRunOncel,
you must use the /wait command-line option to ensure that two packages
don’t try to install at the same time. Otherwise, both packages fail. This is only
an issue when installing Windows Installer packages using Setup.exe, how-
ever, because Setup.exe launches Windows Installer and then returns, allowing
the next package to begin installing immediately. If you install Windows
Installer packages using Msiexec (the Windows Installer command-line inter-
face) instead, this problem isn’t an issue.

More Info See Chapter 11 for more information about adding packages to
a distribution point and running commands during installation.

Listing 6-10

[GuiRunOnce]
"%SYSTEMROOT%\APPS\setup.exe /q"
"%regedit /s SYSTEMROOT%\SETTINGS\setup.exe /q"

Components

Listing 6-11 shows the settings necessary to install or remove optional Windows XP
Professional components. Setting a component to Oz installs it. Setting it to Off
doesn’t. For a complete list of components, see Appendix D. Some components
have dependencies on other components, which Appendix D describes.
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Listing 6-11
[Components]

; Uncomment and set each of the following components to On to install
; it or Off to not install it (see Ref.chm or Appendix D, "Answer File
; Syntax," for more information about each component):

accessopt=0n

calc=0n

certsrv=0ff
certsrv_client=0ff
certsrv_server=0ff
charmap=0n

chat=0ff

deskpaper=0n
dialer=0n

fax=0ff
fp_extensions=0ff
fp_vdir_deploy=0ff
freecel1=0n

hearts=0n

hypertrm=0n
IEAccess=0n
iis_common=0ff
iis_ftp=0ff
iis_htmla=0ff
iis_inetmgr=0ff
iis_nntp=0ff
iis_nntp_docs=0ff
iis_pwmgr=0ff
iis_smtp=0ff
iis_smtp_docs=0ff
iis_www=0ff
iis_www_vdir_printers=0ff
iis_www_vdir_terminalservices=0ff
iisdbg=0ff
indexsrv_system=0ff
media_clips=0n
media_utopia=0ff
minesweeper=0n
mousepoint=0n
mplay=0n
msmg_ADIntegrated=0ff
msmq_Core=0ff
msmq_HTTPSupport=0ff
msmq_LocalStorage=0ff
msmg_MQDSService=0ff
msmg_RoutingSupport=0ff
msmg_TriggersService=0ff
msmsgs=0n

msnexplr=0n
mswordpad=0n
netcis=0ff

netoc=0n

Continued
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objectpkg=0n
0EAccess=0n
paint=0n
pinball=0n
rec=0n
reminst=0ff
rstorage=0ff
solitaire=0n
spider=0n
templates=0n
TerminalServer=0ff
TSClients=0ff
TSWebClient=0ff
vol=0n

wms=0n
wms_admin_asp=0n
wms_admin_mmc=0n
wms_server=0n
zonegames=0n

Remote Desktop

Listing 6-12 shows how to enable Remote Desktop in Windows XP Professional.
Remote Desktop is a fabulous tool for remote administration, but it’s disabled by
default. In order to use it without having to remotely edit the registry or visit the
desktop, you must enable it during installation. Add the settings shown in Listing
6-12 to do that. By default, only members of the local Administrators group can
access the computer using Remote Desktop. Once enabled, only user accounts with
a nonblank password can connect via Remote Desktop.

Listing 6-12

[TerminalServices]
AllowConnections=1

Templating Answer Files

You've created the perfect answer file. You've verified all of the settings in the lab.
Now you’re ready to start thinking about building distribution points with it and
installing Windows XP Professional on a few thousand computers. Will your answer
file work for the different users and computers in the organization without requiring
user input? It probably won’t work well unless you find a way to customize the
answer file for different computers and users.

The problem settings tend to be FuliName and ComputerName. The setting
ComputerName must be unique from computer to computer. You might have addi-
tional settings that must be unique per computer, too. For example, you might want
to set OrgName to the user’s department name. You might want to join different
groups of computers to different domains or create their computer accounts in
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different organizational units. Another example is customizing telephony, time zone,
and regional settings in a geographically dispersed deployment without requiring
unique answer files for each permutation.

The solution is the template processor that you find in the script siftemp.wsf,
which is a variable process for answer files. It substitutes text for variables that begin
and end with percent signs (%), similar to environment variables. For example, if
you run the script with FULLNAME="Jerry Honeycutt", the script will substitute Jerry
Homeycutt for each occurrence of WFULLNAME% in the answer file. The script sift-
emp.wsf is on this book’s companion CD in the Scripts folder. This script is also in
each sample distribution folder’s Scripts folder, which are in the Samples folder.
Table 6-3 shows the command-line options for siftemp.wsf, and the following shows
its syntax (see the following sections for examples of using this script):

siftemp.wsf [/I:valuel [/0:valuel [/CS] [name=value, ..] [/L:valuel [/?]

Table 6-3 Siftemp.wsf Command-Line Options

Option Description

Jvalue Specifies the path and filename of the template answer file that contains
variables for this script to expand. The filename value can be a local,
mapped network drive or UNC path.

/O-value Specifies the path and filename of the answer file to create using the
template answer file specified with the /7 command-line option and the
command-line variables. The filename value can be a local, mapped
network drive or UNC path. If you’re creating the answer file in a
network share, make sure the user has write permission.

/CS Specifies that variable names are case-sensitive. If this command-line
option isn't specified, variable names are not case-sensitive.

name=value Specifies the variable name and the text value to substitute for that
variable in the template answer file. COMPUTERNAME=TEST will substitute
each occurrence of the variable %COMPUTERNAME% in the template
answer file with the text 7EST. Specify as many variables on the
command line as necessary.

/L:value Logs the results to the log file specified by value.

Y4 Displays help and usage information.

On the Resource Kit CD The script siftemp.wsf is on this book’s compan-
jon CD in the Scripts folder. This script requires the file windeploy.wsc,
which is in the same folder. Sample distribution folders that include sift-
emp.wsf are on this book’s companion CD in the Samples folder. Simply
copy these sample distribution folders to your hard disk and customize
them as described in Chapter 7.
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Creating Templates

Listing 6-13 shows a template answer file that’s designed for use with siftemp.vbs.
The variables in this answer file are TIMEZONE, COMPUITERNAME, and USERNAME.
You can define any variable you want simply by including it in the answer file
delimited by percent signs (%) on either side of the name. You define the text to
substitute for each variable on the script’s command line.

Listing 6-13 Template.sif

[Unattended]
OemSkipEula=Yes
TargetPath=\WINDOWS
UnattendMode=ReadOnly

[GuiUnattended]
AdminPassword==*
OemSkipRegional=1
OemSkipWelcome=1
TimeZone=%TIMEZONE%

[UserDatal
ComputerName=%COMPUTERNAME%
FulTName="%USERNAME%"
OrgName="My Company"
ProductKey=XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

[Identification]
DomainAdmin=Installer
DomainAdminPassword=Password
JoinDomain=DOMAIN

;end

Scripting Templates

To expand the variables in the answer file, run the following command: siftemp.wsf
/L:template.sif /O:winnt.sif TIMEZONE=020 USERNAME="Jerry Honeycutt"
COMPUTERNAME=JERRY1. The script opens the template file template.sif,
replaces each occurrence of %TIMEZONE% with 020, %USERNAME% with Jerry
Honeycutt, and %COMPUTERNAME% with JERRY1.

If you had to run this command manually for each installation, it wouldn’t be
much better than customizing the answer file each time. The first option is to run the
batch script template.cmd, shown in Listing 6-14. This file is in the Samples\chap06
folder on this book’s companion CD. In order to run template.cmd, the script sift-
emp.wsf must be in the same folder or in the path. So you can run the script directly
from the CD, I've copied siftemp.wsf and windeploy.wsc to Samples\chap06. The
batch script siftemp.wsf prompts the user for the user name, computer name, and
time zone. Then it runs siftemp.wsf to expand those values in the file template.sif.
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Of course, the next step would be to run Windows XP Setup, which you learn more
about in Chapter 11.

Listing 6-14 Template.cmd

@echo off
@rem template.cmd: sample template processor

setlocal enableextensions

set /p SIF.USERNAME="Full name: "
set /p SIF.COMPUTERNAME="Computer name: "
set /p SIF.TIMEZONE="Time zone: "

siftemp /i:template.sif /o:winnt.sif USERNAME="%SIF.USERNAME%" “
COMPUTERNAME="%SIF.COMPUTERNAME%" TIMEZONE="%SIF.TIMEZONE%"
rend

The batch script template.cmd is very rudimentary. It simply moves all user
interaction from the middle of the installation process to the very beginning. A better
solution than using a batch script is to build an HTA application that collects settings
from the user or technician and then runs siftemp.wsf to process the template
answer file. With an HTA application, you have a cleaner user interface and a better
opportunity to validate users’ input.

What if you want to use template answer files without requiring any user input
whatsoever? This solution is more complicated but elegant. You can create a script
that looks up the computer’s MAC address in a database and then extracts the
remaining data from the database. For example, the database can include columns
for each computer’s MAC address, computer name, user name, time zone, area
code, and so on. The script could look up the MAC address, retrieve each column,
and then run siftemp.wsf to replace each variable with the values from the database.
This book’s companion CD contains a working example of this type of script in the
folder Samples\chapl4. For more information about using this script to fully auto-
mate the installation of Windows XP Professional based on a computer’s MAC
address, see the section “Automating Installations” in Chapter 14, “Preinstallation
Environment."

Scripting Domain Adds

As you learned in the section “Join Domain” earlier in this chapter on page 149, join-
ing computers to the domain can be a potential security risk if you include the
domain Administrator password in your answer files. One solution is to create
restricted accounts for adding computers to the domain; then including their pass-
words in answer files isn’t much of a problem. The Microsoft Knowledge Base arti-
cle 315273 provides additional solutions for this problem.
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Another solution is to script joining the domain after Windows XP Setup fin-
ishes. You can use Netdom.exe, as described in Appendix E, to join the computer to
the domain. You can run Netdom.exe locally or remotely, making it a versatile utility
for joining computers to domains after installing Windows XP Professional. You can
also use the script joindom.wsf, which is in the Scripts folder on this book’s com-
panion CD. The benefit of the script is that you can specify a list of computers on the
command line. In either case, there is no way for Windows XP Setup to communi-
cate to you its need to join the computer to the domain, so you must be aware of
which computers are waiting to join the domain and then use Netdom.exe or join-
dom.wsf to join them.

Tip You can use Sysinternals’ Psexec to run Netdom.exe on remote com-
puters. To download Psexec, see http;//www.sysinternals.com. Also, this
book’s companion CD contains batch scripts that you can use to automate
this command for a list of computers.

More Info  For more information about these batch scripts, see Appendix
E. In particular, use the batch script forlist.cmd to run Psexec for a list of
computers contained in a text file or forcmd.cmd to run Psexec for a list of
computers generated by the command net view.

* Table 6-4 describes the command-line options for joindom.wsf, and the follow-
ing describes the script’s syntax:

joindom.wsf [/ME] [/U:value] /D:value [/P:value] [computer, . . .1 [/?]

Table 6-4 Joindom.wsf Command-Line Options

Option Description

computer Specifies the computer to join to the domain. If not specified, this script joins
the local computer to the domain.

/D-value Specifies the domain to join.

/ME Specifies to run this script using the console user’s credentials. If you use the

/ME command-line option, this script ignores the /U command-line option.

JU-value Specifies the account’s user name to use for joining computer to the domain.
This script ignores the /U command-line option if you use the /ME option.

/P-value Specifies the account’s password to use for joining computer to the domain.
If not specified, this script prompts for the password.

Vo Displays help and usage information.
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On the Resource Kit €D The script joindom.wsf is on this book’s compan-
ion CD in the Scripts folder. This script requires the file windeploy.wsc,
which is in the same folder. Sample distribution folders that include join-
dom.wsf are on this book’s companion CD in the Samples folder. Simply
copy these sample distribution folders to your hard disk and customize it as
described in Chapter 7.

Best Practices

The following are best practices for creating Windows XP Setup answer files:

B Build a library of template answer files. Build and test answer files in a
lab. Once you’ve verified them, you can confidently reuse them in your
projects, and testing them is easier since you only have to regression test your
changes.

B Use Windows Setup Manager to get a quick start on complex answer
files. Windows Setup Manager isn’t ideal if you already have a library of
answer files. But it’s a great tool for capturing a computer’s current configura-
tion in an answer file. Windows Setup Manager is also a necessity when con-
figuring specialized network settings, since these sections are error prone and
Windows Setup Manager can capture a computer’s network settings in an
answer file; then, you can copy those sections to your answer files.

m Use an editor that helps reduce errors. Notepad is out. Editors like Text-
Pad and Word help reduce errors in answer files by using syntax highlighting
or custom dictionaries. Both features call your attention to typos without requir-
ing you to go through a two-hour test cycle to discover a bug in the first place.

m Build answer files appropriate for the audience. If you already know
that technicians are attending each installation, then you can allow some inter-
action, such as naming the computer or joining the domain. Otherwise, limit
the input required by Windows XP Setup. Fully unattended is best for users.

m Create a restricted account for joining computers to the domain. In
Active Directory, create a restricted account with just enough rights and per-
missions to join computers to a domain. Then, use that account’s name and
password for the DomainAdmin and DomainAdminPassword

m Use answer file templates to make them more generic. By using answer
file templates with the script siftemp.wsf, you can support more configurations
with fewer answer files.
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Distribution Points

Microsoft Windows XP Professional and Microsoft Office 2003 Editions distribution
points are the portals from which your deployment project leaves your capable
hands and installs on client computers. They are also containers for all of your cus-
tomizations, including answer files, scripts, and so on. This chapter describes how to
build distribution points for both Windows XP Professional and Office 2003 Editions

as the first step in the technical deployment process.

in this chapter:

Getting Started. . ......... . . i e i e
Building a Development Server......... ...t
Creating the Distribution Point. ... .......... ... .o it
Copyingthe Source Files . ...ttt it aennens
Creatingthe SOEMS Folder . ... ..ottt it e ittt i einaann
Adding Third-Party Drivers . . . ... ... it e ittt as
Fixing Long Filenames. . ........ ... ittt e st e e
Customizing the Sample Folder. ... .......... .. i iiiiennnn.
Integrating Service Packs .. .............. it
Sharing Distribution Points . ............ .. . i i
Balancing Installation. . . . . ....... .. ... i i e s
Office DistributionPoints . . . . ....... ... .. i i i
Best Practices .. ..... ...ttt e i e s

Checklist

® Have you created an answer file for Windows XP Professional? If not,

see Chapter 6, “Answer Files.”

m Have you obtained your product key for Windows XP Professional?
Contact Microsoft if you haven't yet obtained a Windows XP Profes-

sional product key.
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® Have you identified the files that you want to add to the installation? If
not, see Chapter 1, “Deployment Plan,” for more information.

m Have you identified the third-party device drivers you must add to the
installation? If so, have you received those device drivers from the hard-
ware vendor? Otherwise, see the section “Adding Third-Party Drivers,”
later in this chapter.

m Do you have Windows XP Professional and Office 2003 Editions media
sets for the versions that you're deploying? If so, do you have the latest
service pack for Windows or service release for Office 2003 Editions
available for integration into your existing source files? See Chapter 3,
“Windows Configuration,” and Chapter 4, “Office Configuration.”

m Have you identified the hot fixes that you want to add to the Windows
installation? If so, have you received these files from Microsoft? Other-
wise, see Chapter 3 for more information.

m Have you identified the distribution servers from which you're deploying
Windows? If not, see Chapter 1 for more information.

B Have you identified the distribution servers from which you're deploying
Office 2003 Editions? If not, see Chapter 1 for more information.

Getting Started

A Windows distribution point contains the source files that install the product. These
source files include the 1386 folder from the Windows product CD, third-party
device drivers, and any other files you require to customize the installation. A
Windows distribution point boils down to a specific folder hierarchy and related
files that Setup expects to find. Some of the folders and files in this hierarchy have
special meaning, based on their locations and names, and some of them require you
to add additional values to your unattended-setup answer file (Unattend.txt).

You can use Windows Setup Manager, shown in Figure 7-1, to create a
Windows distribution point for unattended installations, disk images, or Remote
Installation Services (RIS). You can even use it to add third-party device drivers to
distribution points. Windows Setup Manager is in Deploy.cab on the Windows prod-
uct CD in the Support\Tools folder. Although Windows Setup Manager is an easy
tool to use, it seldom covers the depth and breadth of your requirements; so this
chapter focuses on building distribution points by hand. Nonetheless, if you don'’t
want to use the templates on this book’s companion CD, you can use Windows
Setup Manager to start your distribution point quickly and then further customize it
using the information contained in this chapter.
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General Settings
i~ Customize the Software
Display Settings
- Time Zone
- Providing the Product Key
Network Settings
Computer N

Networking Companents
‘Workgroup or Domain
1 Advanced Settings

-~ Telephony
- Regional Settings
-Languages
- Browser and Shell Settings
- Installation Foldes

i Install Printers

. RunOnce

‘- Additional Commands

i s

Figure 7-1 Windows Setup Manager is useful for a quick start building a distribution
point, but copying an existing distribution point is quicker still.

On the Resource Kit CD See “Distribution Share Worksheet” in the file
dist02.doc on this book’s companion CD in the Aids folder. This worksheet
helps you plan the contents of your distribution points.

B —

After you build a distribution point, you can copy it to one or more deploy-
ment servers for deployment. And you can use distributed file system (DFS) to rep-
licate the distribution point across sites.

More Info For more information about securing your distribution points,
see “Sharing Distribution Points,” later in this chapter on page 189.

For more information about using multiple servers to load-balance the
installation process, see “Balancing Installation,” later in this chapter on
page 190.

For more information about using Distributed File System, see Help
and Support Center in Microsoft Windows Server 2003.

See “Microsoft Windows Preinstallation Reference,” which is the file
Ref.chm in Deploy.cab, and “Microsoft Windows Corporate Deployment
Tools User’s Guide,” which is the file Deploy.chm in Deploy.cab, for more
information about building Windows XP Professional distribution points.
Deploy.cab is on the Windows product CD in Support\Tools.
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Building a Development Server

You can initially create your distribution point anywhere—even on your desktop. As
odd as it sounds, however, I recommend that you use a high-powered laptop com-
puter with ample disk space to create and test your initial distribution points. When
building and testing a distribution, you seldom want to be tied to a physical location.
You might want to demonstrate the distribution point in a meeting. You might want
to take it with you to a training class so you can get feedback from the instructor.
And building an initial distribution point on a laptop makes it easier to test the con-
figuration on computers that aren’t connected to the corporate network. On more
than one occasion, I've regretted not using a laptop for development.

Hardware Recommendations

The following list is a recommendation for the hardware configuration of a develop-
ment server:

B 1GBofmemory. The obscene amount of memory I recommend is to allow

you to use tools such as Microsoft Virtual PC to create virtual computers that
you can use for quick and dirty testing. Rather than finding a computer on
which to test your configuration, you can simply create a virtual computer and
then deploy your configuration to it. See Chapter 2, “Application Compatibil-
ity,” for more information about Virtual PC.

60 GB of disk space. If you're building disk images, you'll need ample disk
space. Even if you’re not building disk images, you’ll need space for source
files, application packages, device drivers, utilities, and so on. You’ll also need
a lot of extra space to store ISO images of your product CDs, which makes
copying source files less time-consuming. I do recommend that you split the
disk into two partitions, however, or even install a second hard disk in the
computer. Use the first partition for Windows Server 2003 system files, and the
second partition for your developmental distribution point. A second partition
is required if you intend to use RIS, which I explain later in this section.

Floppy disk drive. You'd think that this is obvious, but more and more
computers come without a floppy disk drive. It’s a must for building bootable
floppy disks or creating a floppy disk for use with Microsoft Windows Prein-
stallation Environment (Windows PE). If your development server doesn’t have
a built-in floppy disk drive, you can use an inexpensive universal serial bus
(USB) device.

CD/RW drive. If you're using a laptop as a development server, make sure it
comes with a CD burner. It’s useful for copying disk images and necessary for
building Windows PE CDs.
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m USB Flash Disk (UFD). Not as obvious as a floppy disk drive, a USB flash
disk is often incredibly useful for copying device drivers to the development
server, lifting files from a computer when you can’t connect the server to the
network, and so on. This $50 device will save you a lot of time.

m Ethernet switch or crossover cables. In order to test your configurations
on real computers, you must be able to connect them to the development
server. I keep a 5-port Netgear switch (bttp://www.netgear.com) handy for this
purpose. I also have a short crossover cable handy, just in case.

Software Recommendations

In addition to hardware configurations, I recommend the following invaluable soft-
ware for use in building distribution points:

m Disk-imaging software. If you're building disk images, as described in
Chapter 15, “Disk Imaging with Sysprep,” install the disk-imaging software on
the development server. Chapter 15 describes a workflow you can use for
building disk images on your server.

m CD-burning software. The CD-burning software that comes with Windows
Server 2003 isn’t adequate for building distribution points. You need software
that can write ISO images to a CD. My preference is Ahead Nero Burning ROM,
which you can purchase from http.//www.nero.com. Also, the Microsoft Win-
dows Server 2003 Resource Kit includes utilities for burning CDs and DVDs.
The CD burning utility is called CDBurn, and the DVD burning utility is called,
oddly enough, DVDBurn.

More Info A product that my associates recommend highly is ISO
Recorder, which is a free product from Alex Feinman. You can learn more
about ISO Recorder at http.//isorecorder.alexfeinman.com/isorecorder.htm.

m Disk-capture software. Disk-capture software creates a binary file that con-
tains an image of a floppy disk or CD. You can add the floppy disk image to
RIS or use virtual CD software to mount the CD image without requiring you to
fumble around with the actual CDs. This software is also useful for building
libraries of bootable floppy disks. My choice for disk-capture software is Win-
Image from Gilles Vollant (http.//www.winimage.com).
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Virtual CD software. Product CDs are much easier to handle if you create
ISO images of them and then store them on your development server. You can
use Microsoft Virtual CD, which is available to Microsoft beta testers to mount
ISO images as virtual drives. You can also use Daemon Tools—downloadable
from your favorite shareware Web site. My preference is Daemon tools
because it works better through Remote Desktop than does Virtual CD. For
more information, see btip//www.daemon-tools.cc.

SysInternals PsTools. SysInternals (bitp://www.sysinternals.com) provides
numerous free tools that are extremely useful when building distribution
points. Make sure you download PsTools: They provide a variety of other free
tools, and the company also sells some high-powered administrator tools
under the brand Winternals (bttp.//www.winternals.com). For example, its
ERD Commander 2003 is essentially Windows PE on a huge dose of steroids.
Its products are a bit pricey, however, so be prepared to justify your need
before handing your manager a purchase order.

SysInternals Regmon and Filemon. These two tools are essential for cus-
tomizing a distribution point. You use them to monitor the computer in real-
time so that you can see which processes are changing which settings and files.
These tools are the most efficient way to customize settings and files.

Scriptomatic tool. This simple utility helps you write Windows Manage-
ment Instrumentation (WMD) scripts without requiring significant scripting
expertise on your part, as shown in Figure 7-2. WMI scripts are necessary for
many Windows XP Professional customizations. Download this free tool from
http://www.microsoft.com/technet/scriptcenter/tools/wmimatic.asp.

Microsoft Windows XP Professional Support Tools. The support tools
contain a number of useful utilities, many of which you’ll want to install in
your configurations for use by administrators and help desk technicians down
the line. These support tools are on the Windows XP Professional CD in the
Support\Tools folder.

WinDiff. WinDiff is actually part of Windows Support Tools, but I list it sep-
arately because of its immense usefulness. WinDiff compares text files and
shows you the differences. That’s it. But you can use it to compare .reg files to
locate settings in the registry. You can use it to compare versions of unat-
tended-setup answer files to locate changes. It’s a sanity saver.

Support\Tools folder from the Windows XP Professional product CD.
This folder contains the Windows XP Professional deployment tools, including
Windows Setup Manager, Sysprep, and the documentation. You should copy
these tools to your Windows XP Professional distribution points for easy
access, as I recommend later in this chapter.
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m Helios TextPad. Helios TextPad is my favorite text editor for most tasks,
including editing answer files, administrative templates, Windows Script Host
scripts, and so on. I even provide you with TextPad syntax files on this book’s
companion CD in the folder Samples\textpad. For more information, see
butp//www.textpad.com.

tomatic Yersion 2.0 [Preview Release] by The Scripting Guys

lext

onst whemFlagReturnimmedistely = 8h10
{{Const whemFlagForwardOnly = 8h20

omputers = Array("JERRY1" "JERRY2" "JERRY3","LAB1" "LAB2" "LAB3" "LAB4" "LABS" "LABE",'LAB7" 'DUNVEGAN")

1 set obpMIService = GetObject(“winmgmts: W' & strComputer & "YrootCIMYV2")
1] Set coltems = ob]MIService ExecQuery("SELECT * FROM Win32_OperalingSystem", "WQL", _
b whemFlagReturninmediately + whemFlagF orwardOnly)

For Each objtem In coltetns
WScript Echo "BootDevice: * & objtem BootDevice
WSeript. Echo "BuildNumber: " & objften Bulldhumber
‘WScript Echo "BuildType: " & objtem.BuildType
WScrlpt Echo "Cagtion: " & objtern Caption
‘WScript Echo “CodeSet: " & objitem CodeSet
 Echo "CountryCode: " & objitemn.CountryCode
‘WScript Echo "CreationClassName: " & objttern CreationClassName

-
.
.

. S

Figure 7-2 The Scriptomatic tool helps you write WMI scripts without requiring expertise.

Whether you're building distribution points on a desktop computer or laptop,
install Windows Server 2003 on it. And configure the computer to match the config-
uration of the servers that will be supporting your configurations. Doing so makes
testing your configurations easier. For example, if your company uses Active Direc-
tory, configure Active Directory on the development server complete with a match-
ing domain name so that you can test that your answer files correctly join the
computer to the domain. If you’re going to configure the development server with
Dynamic Host Configuration Protocol (DHCP), though, make sure you don’t con-
nect it to the corporate network. Even if you don’t load DHCP, don’t put a Domain
Controller on the network with the same domain name as the production document.
Keep your testing environment isolated. I also like to install and configure RIS on
the development server, as described in Chapter 16, “Remote Installation Service.”
I don’t do this to install Windows XP Professional. 1 do it to start Windows PE
quickly and to use Argon RISme for providing quick access to boot-floppy disk
images. See Chapter 14, “Preinstallation Environment,” for more information about
Windows PE. See Chapter 18 or bttp.//www.argontechnology.com for more informa-
tion about RISme.
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Creating the Distribution Point

There is no one right way to build a distribution point for Windows XP Professional.
The folder structure that I use is based on trial and error over time and it reflects my
own quirks. Feel free to customize my suggestions to suit your requirements.

Figure 7-3 tells you more about how I organize distribution points than I can

describe with text alone. The top folder is the shared distribution point. The root
folder contains three files. The first is diskpart.txt, which is the script file for auto-
mating Diskpart.exe (see the section “diskpart.txt”), the utility that comes with Win-
dows XP Professional and Windows PE for partitioning the hard disk. The second
file is setup32.cmd (see the section “setup32.cmd”), which is a batch script that
installs one of the configurations, OEM1, OEM2, and so on. The third file is
setup.bat, which is an MS-DOS version of the batch script setup32.cmd. Right under
the distribution point, you see the following folders:

I386. This is a copy of the Windows XP Professional product CD’s 1386 folder.

OEM1. This folder contains a configuration, which is the combination of an
answer file called winnt.sif that automates the installation (see the section
“winnt.sif”), a batch script called winnt32.cmd that starts Setup with the appro-
priate command-line options (see the section “winnt32.cmd”), and the $OEM$
folder that contains customizations.

OEM2. This folder contains another configuration similar to OEM1. You can
create as many configures as required—OEM1, OEM2, through OEMN—and
install the appropriate configuration by passing it as a command-line option to
the batch scripts Setup32.cmd or Setup.bat.

Scripts. This folder contains scripts that are useful for building and custom-
izing Windows XP Professional. This is where I copy the scripts that you see in
this chapter.

Tools. This folder contains the deployment tools from the Support\Tools
folder of the Windows XP Professional product CD. It includes Windows Setup
Manager, Sysprep, and the deployment documentation.

, 1 diskpart bxt
2 v’:/ noltdinie - setupsz.cmd
31386 8setup.bat
i £ OEM1
£ E $0EM$
61 I__ P&Jwinntaz.cmd
HED 8 [Bwinnt.bat
{3 APPS 8 winnt sif
3 DRIVERS
&
s
53 TEXTMODE Fwinnt32.cmd
@ £ OEM2 Fwinnt.bat
@ {23 OEMN B winnt.sif
23 Seripts
53 Tools

Figure 7-3 This organization allows you to have multiple configurations with a single copy
of the Windows XP Professional source files in the 1386 folder.
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On the Resource Kit CD The folder structure and files that you see in Fig-
ure 7-3 are on this book’s companion CD in Samples\chap07\win2002.pro.
For a quick start, simply copy the template folder from the CD to your devel-
opment server and then copy the 1386 folder from your Windows XP Profes-
sional product CD to the root of the distribution point. See the section
“Customizing the Sample Folder” for step-by-step instructions on customiz-
ing the sample distribution folder for this chapter.

The section “Sharing Distribution Points,” later in this chapter describes how to
properly secure your distribution points. While testing, I give the Everyone group
only read permission on the share to prevent accidental changes while testing it.
You can create another folder on your development server called Incoming and give
the group Everyone full control of it for copying files back to the server from client
computers, though. Don’t forget that you can access the client computer’s hard disk
from the server using the administrator shares \\ Computer\C$, and so on.

diskpart.txt

Listing 7-1 shows the contents of diskpart.txt from Figure 7-3. This file selects the
first disk installed on the computer, removes its current partitions, creates a new pri-
mary partition using all of the available space, assigns the drive letter C, and then
marks the partition as active so that it'll boot. The command to use diskpart.txt in
Windows PE is diskpart /s diskpart.txt. The batch script setup32.cmd, which you
learn about in the next section, automatically runs this Diskpart.exe with this script,
though. You can’t use Diskpart.exe with MS-DOS.

Diskpart.exe does not format the disk, so you must format the disk after parti-
tioning it. The command format c: /q /fs:ntfs /v:"" /v quickly formats the newly parti-
tioned disk with the NT file system (NTFS) and without a volume label. The
command-line option /y runs Format without prompting for input. You can run both
commands within a batch script to automatically partition and format a disk, which
is what you see happening in setup32.cmd in the next section.

Diskpart.exe doesn’t work in MS-DOS, but it does work in Windows PE. That’s
one reason I prefer to use Windows PE for installing Windows XP Professional. If
you don'’t have Windows PE or aren’t ready to give up your MS-DOS boot disks, you
don’t need Diskpart.txt. Instead, you can use a tool such as Gdisk, which comes
with Symantec Ghost (btip.//www.symantec.com) to partition and format the disk.
The Gdisk command to erase a disk is gdisk /del /all. The Gdisk command to parti-
tion and format a disk with the FAT32 file system is gdisk /cre /pri /for /q /y. The
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downfall of using MS-DOS and Gdisk to prepare a disk for installation is that you
have to restart the computer after formatting the disk. That’s another reason I prefer
using Windows PE to prepare the computer for installing Windows XP Professional.

More Info For more information about using Diskpart.exe in Windows PE,
see Chapter 14.

Listing 7-1 diskpart.txt

select disk=0

clean

create partition primary
assign letter=c

active

setup32.cmd

Listing 7-2 shows the file setup32.cmd from Figure 7-3. This batch script expects a
single command-line option, which is the name of the folder with the configuration
you want to install. Referring to Figure 7-3, to install the configuration OEM1, you
run the command setup32 OEM1. After checking that the folder exists and contains
an $OEMS$ folder, it runs Diskpart.exe with the script in the previous section to par-
tition the hard disk and then it formats the disk with the NTFS file system.

After preparing the disk, the batch script switches to the directory containing
the configuration you want to install and calls the batch script winnt32.cmd, which
just contains the command for starting Setup with the proper command-line options.
The purpose of splitting the process into two batch files, setup32.cmd and
winnt32.cmd, is that each configuration might require a different command. This is
particularly true if you’re installing Microsoft Windows XP Tablet PC Edition, which
requires the extra /2 or /copysource command-line options. You can install any of the
configurations using the single batch script setup32.cmd, but maintain the flexibility
of using different setup commands with each configuration.

Because I designed setup32.cmd for using with Windows PE, the batch script
winnt32.cmd uses the Setup command-line option /syspart to copy the installation
files to the target computer without restarting the computer to continue the installa-
tion process. Therefore, setup32.cmd uses the exit command to reboot the computer
after the batch script winnt32.cmd returns. If you have just repartitioned the drive
and you don’t use the /syspart command-line option to install Windows XP Profes-
sional when using Windows PE, Setup will fail to find a partition for installation.

If you’re using MS-DOS boot disks instead of Windows PE, the batch script
setup32.cmd will not work. First, the MS-DOS batch-script language doesn’t support
all of the features that the Windows PE command processor supports. Second, this
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batch script uses Diskpart.exe to prepare the hard disk, formats the hard disk, and
then starts Setup without restarting the computer. Listing 7-3 shows the batch script
setup.bat, which you’d use for MS-DOS installations instead. This batch script
assumes that the hard disk is already prepared, whether using Fdisk and Format or
using a utility such as Gdisk. Incidentally, there is no harm in keeping both
setup32.cmd and setup.bat in a distribution point; doing so gives you the flexibility
to use both MS-DOS boot disks and Windows PE to install the distribution point.

Listing 7-2 setup32.cmd

@echo off
@rem setup32.cmd: install Windows XP

setlocal enableextensions

if "%1'=='"' goto help
if not exist %1 goto help
if not exist %1\$0EM$ goto help

diskpart /s diskpart.txt
format c: /q /fs:ntfs /v:"" /y

cd %1
call winnt32.cmd
exit

thelp

echo.
echo Usage: setup.cmd FOLDER
echo.
echo FOLDER can be one of the following:
echo.
for /d %%i in (%) do (
if exist %%1\$0EM$ echo %%i
)
goto end

rend

Listing 7-3 setup.bat

@echo off
@rem setup.bat: install Windows XP

if "%1'==""' goto help
if not exist %1\winnt.bat goto help

cd %1
call winnt.bat
goto end

:help
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echo.

echo Usage: setup.bat FOLDER

echo.

echo FOLDER can be one of the following:
dir /ad

echo.

goto end

rend

winnt32.cmd

winnt.sif

Listing 7-4 shows the batch script winnt32.cmd, which setup32.cmd calls in order to
start Setup. You learned that each configuration has its own winnt32.cmd so that you
have a single batch script with which to launch the setup process while keeping the
flexibility of using different setup commands for different configurations. The com-
mand in winnt32.cmd simply calls the setup program winnt32.exe, which works
only in a 32-bit Windows environment like Windows PE, using the /unattended
command-line option to specify the unattended-setup answer file and the /syspart
command-line option to instruct Setup to copy the installation source files to the tar-
get computer without rebooting the computer to continue the installation process.
Chapter 13, “Unattended Setup,” describes the command-line options for winnt.exe.

If you're using an MS-DOS boot disk to install Windows XP Professional, the
batch script winnt32.cmd shown in Listing 7-4 won’t work; it uses the 32-bit setup
program winnt32.exe and the /syspart command-line option. Instead, the batch
script setup.bat you learned about in the previous section calls winnt.bat, shown in
Listing 7-5. This batch script calls the 16-bit setup program to install Windows XP
Professional, and it assumes that you've already partitioned the disk, formatted it,
and restarted the PC. Chapter 13 describes the command-line options for winnt.exe.

Listing 7-4 winnt32.cmd

@..\1386\winnt32 /unattended:winnt.sif /syspart:c:

Listing 7-5 winnt.bat

@..\1386\winnt /s:..\1386 /u:winnt.sif

Listing 7-6 shows the answer file winnt.sif that you saw in Figure 7-3. Chapter 6,
“Answer Files,” described how to create answer files. This answer file is only a sam-
ple. The important bit here is that I set 0emFilesPath to the UNC path of the $OEMS$
folder in the configuration I'm installing. That means that this setting will be different
for each configuration in the distribution point. This is necessary because I'm not
putting the SOEMS$ folder beneath the 1386 folder, which is where Setup expects to
find it.
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Listing 7-6 winnt.sif

[Unattended]
DriverSigningPolicy=Ignore
FiteSystem=ConvertNTFS

; Replace OemFilesPath with path to the $0EM$ folder:
OemFilesPath=\\Server\Share\win2002.pro\OEMI\$0EM$

; Replace OemPnPDriversPath with the path of the third-party
; device drivers (separate folders with a semicolon):

OemPnPDriversPath=\WINDOWS\DRIVERS

OemPreinstall=Yes
OemSkipEula=Yes
Repartition=No
TargetPath=\WINDOWS
UnattendMode=ReadOnly
UnattendSwitch=Yes

[GuiRunOnce]

; Add commands in this section that you want Windows XP

; to run the first time a user logs on to it (enclose each

; command in quotation marks). See AdminPassword, Autologon,
; and AutolLogonCount in the [GuiUnattended] section.

[GuiUnattended]

; Uncomment the following three 1lines to have the setup
; program automatically log on to Windows XP after installation:

H AdminPassword=+
; AutolLogon=Yes
H AutologonCount=1

OemSkipRegional=1
OemSkipWelcome=1

; Replace TimeZone with the correct time zone for the computer.
; See Ref.chm or Appendix D, "Answer File Syntax,™ for values:

TimeZone=020
[UserDatal
; Replace ComputerName, FullName, and OrgName with appropriate
; values. If any of these values is missing, the setup program
; will prompt the installer for the value:
ComputerName="Sample"

FullName="User Name"
OrgName="Company Name"

173
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; Replace ProductID with your product ID. If you don't provide
; a product key here, the setup program will prompt the installer:

ProductKey=XXXXX-XXXXX-XXXXX-XXXXX-XXXXX
[Tapilocation]

; Replace AreaCode and CountryCode with appropriate values. See
; Ref.chm or Appendix D, "Answer File Syntax," for values:

AreaCode=972
CountryCode=1
Dialing=Tone

[Identification]

; Replace DomainAdmin and DomainAdminPassword with the credentials
; of an account that can join the computer to the domain. The setup
; program will prompt the installer for these values if missing:

DomainAdmin=Administrator
DomainAdminPassword=Password

; Replace JoinDomain with the name of the domain to join:
JoinDomain=DOMAIN

; Optionally, uncomment and replace MachineObjectOU with the LDAP
; path of the OU in which to create the computer account, if the
; account doesn't already exist:

H MachineObjectOU="0U=Accounts,DC=honeycutt,DC=corp"
[Networking]

; This empty section is necessary if the answer file will include

; additional network settings described in Ref.chm. It's not necessary
; to use InstallDefaultComponents=Yes in this section. This answer

; file configures the computer with default networking components,

; including Client for Microsoft Networks, File and Printer Sharing

; for Microsoft Networks, QoS Packet Scheduler, and Internet Protocol
;s (TCP/IP) configured to use DHCP.

[Components]

; Uncomment and set each of the following components to On to install
; it or Off to not install it (see Ref.chm or Appendix D, "Answer File
; Syntax," for more information about each component). These settings
; don't necessarily correspond to the operating system defaults:

5 accessopt=0n
calc=0n

H certsrv=0ff

H certsrv_client=0ff
; certsrv_server=0ff

.o
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charmap=0n

chat=0ff

deskpaper=0n
dialer=0n

fax=0ff
fp_extensions=0ff
fp_vdir_deploy=0ff
freecel1=0n

hearts=0n

hypertrm=0n
IEAccess=0n
iis_common=0ff
iis_ftp=0ff
iis_htmla=0ff
iis_inetmgr=0ff
iis_nntp=0ff
iis_nntp_docs=0ff
iis_pwmgr=0ff
iis_smtp=0ff
iis_smtp_docs=0ff
Tis_www=0ff
iis_www_vdir_printers=0ff
iis_www_vdir_terminalservices=0ff
iisdbg=0ff
indexsrv_system=0ff
media_clips=0n
media_utopia=0ff
minesweeper=0n
mousepoint=0n
mplay=0n
msmq_ADIntegrated=0ff
msmq_Core=0ff
msmq_HTTPSupport=0ff
msmq_LocalStorage=0ff
msmq_MQDSService=0ff
msmg_RoutingSupport=0ff
msmq_TriggersService=0ff
msmsgs=0n

msnexplr=0n
mswordpad=0n
netcis=0ff

netoc=0n

objectpkg=0n
OEAccess=0n

paint=0n

pinbal1=0n

rec=0n

reminst=0ff
rstorage=0ff
solitaire=0n
spider=0n
templates=0n
TerminalServer=0ff
TSClients=0ff

Distribution Points
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TSWebClient=0ff

; vol=0n

; wms=0n

; wms_admin_asp=0n
wms_admin_mmc=0n
wms_server=0n
zonegames=0n

;end

Copying the Source Files

You already learned that you must copy the 1386 folder of the Windows XP Profes-

sional product CD to your distribution point. Put this folder at the root of the distri-

bution point so that you can create multiple configurations without requiring
~ separate 1386 folders.

If you're deploying Windows XP Tablet PC Edition, you must copy a second
folder to the distribution point. The media set for Windows XP Tablet PC Edition
contains two CDs. After copying the 1386 folder from the first CD to the distribution
point, copy the CMPNENTS folder from the second CD. Both the 1386 and CMP-
NENTS folders should be at the same level within the distribution point. When
you’ve finished creating a distribution point for Windows XP Tablet PC Edition, the
distribution point should look similar to Figure 7-4.

© pikoge s
# £33 CMPNENTS
1 £ 1386
{51 OEML
£ OEM2
51 OEMN

£ scripts

i Tools

Figure 7-4 For Windows XP Tablet PC Edition, copy the CMPNENTS folder to the root of the
distribution folder, side by side with the 1386 folder.

Creating the SOEMS Folder

Each OEMN folder you saw in Figure 7-3 contains an $OEMS$ folder. The $OEM$
folder contains your customizations. These are the files that you add to the Windows
XP Professional source files, such as third-party device drivers. You must add the
line oemPreinstall=Yes to the [Unattended] section of your answer file, as shown in
Listing 7-6, in order for Setup to add this folder to the target computer. If you don’t

set OemPreinstall in your answer file, Setup does not copy the $SOEM$ folder to the
target computer.
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The $OEMS$ folder can contain the file cmdlines.txt, which contains commands
you want Setup to execute before the installation process finishes. This file is useful
for running commands that configure Windows XP Professional or chain installa-
tions to the installation. Chapter 11, “Chaining Installations,” describes the format of
this file and how to use it to install additional programs with Windows XP Profes-
sional. If you’re already familiar with this file and intend to use it without reading
Chapter 11, keep in mind that environment variables are not available when the
commands in this file run, so you can’t use %SYSTEMROOT%, %SYSTEMDRIVE%,
and so on in the paths of the commands that you run from this file. Additionally, file
associations don’t work at this point, so you must launch scripts using Wscript.exe:

wscript.exe //e:vbscript script.vbs options

Refer to Figure 7-3, which showed the assorted folders that you can create
under the $OEMS$ folder. The following list describes each folder that you see:

m TEXTMODE. This folder contains hardware-specific files that Setup and text-
mode setup install on the target computer during the text-mode phase of the
installation process. These files might include original equipment manufacturer
(OEM) hardware abstraction layers (HALs), mass-storage device drivers, and
the txtsetup.oem file. The txtsetup.oem file describes how to load and install
these files. You must list these files in the [0emBootFiles] section of the unat-
tended-setup answer file. This folder and the txtsetup.oem file aren’t typically
used during desktop deployments, however, because you don’t often find spe-
cialized mass-storage devices on these computers; and Windows 2000 and
Windows XP Professional support most of the common mass-storage devices
on the market today. It’s more common to use this section during a server
deployment. Ref.chm in Deploy.cab on the Windows product CD in Sup-
port\Tools contains more information about adding text-mode device drivers
to this folder.

m $S. Setup copies the contents of this folder to %SYSTEMROOT% on each tar-
get computer. It replicates all the folders, subfolders, and files that this folder
contains in the %SYSTEMROOT% folder of each target computer. If you want
Setup to copy a file to %SYSTEMROOT%\System32 on each target computer,
for example, put the file in $SOEM$\$$\System32. I tend to create two folders
within $$:

® The first is DRIVERS. You can store third-party device drivers in this folder
so that Setup copies them to each target computer; then, those device
drivers are available later in this process (see “Adding Third-Party Driv-
ers”). Ensure that you set the value OemPnPDriversPath in the [Unattended]
section of your answer file to the path of the third-party device drivers on
the target computer.
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B The second is APPS. You can store installations in this folder that you
want to chain to the Windows installation. These can include packages
that contain settings or install programs. They all tend to be self-contained
package files that install silently, though. Note that this folder will persist
on users’ computers after installation, but you can remove the folder after
installation is complete by adding the command to remove the folder to
the Cmdlines.txt file.

More Info See Chapter 11 for more information.

m $1. Setup copies the contents of this folder to %SYSTEMDRIVE% on each tar-
get computer. It replicates all the folders, subfolders, and files that this folder
contains in the %SYSTEMDRIVE% folder on each target computer. This is typ-
ically drive C on most computers. I tend to create a single folder in $1 when
using disk-imaging techniques to deploy Windows. That is Sysprep. This is the
Sysprep folder that you must create on the sample computer when you’re
building a disk image. By creating the Sysprep folder in $1, you can automate
the disk-imaging process, as described in Chapter 15.

m Drive. Driveis a drive letter: C, D, E, and so on. Setup copies the contents of
this folder to the root of the corresponding drive on each target computer. It
replicates all the folders, subfolders, and files that this folder contains in the
corresponding drive during the text-mode phase of the setup process. For
example, Setup copies any files that you put in $OEM$\D to the root of drive
D on each target computer. I recommend that you don’t use these folders.
They rely on a very specific disk configuration on the target computer. Use $1
to represent %SYSTEMDRIVE% instead.

Caution In most installations, $0EM$\$1 and $OEM$\C write to the
same location: the root of drive C. If you add files to either of these folders,
make sure that you don’t have duplicate filenames; otherwise, if a file with
the same name exists in both $OEM$\$1 and $OEM$\C, the copy in
$OEMS$\C overwrites $OEM$\$1 on the target computer during the installa-
tion process.
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Adding Third-Party Drivers

The most common reason for customizing an $OEMS$ folder is adding third-party
device drivers to the Windows XP Professional source files. If you're using recently
released hardware, chances are good that Windows XP Professional doesn’t ship
with all of the device drivers needed to properly configure the computer. Don’t
deploy a configuration that doesn’t work on the hardware configurations in your
enterprise. First, in locked-down environments, users won'’t be able to install device
drivers. Second, configurations that don’t work properly out-of-the-box have a
severely detrimental effect on users’ satisfaction. Adding third-party device drivers is
too easy to let it slip.

First, you must identify the device drivers that you need to add to the configu-
ration. The best way I've found to do that is to install an un-customized version of
Windows XP Professional on each type of computer that I'm supporting with the
configuration. Then, I take a look in Device Manager to see which devices have
bangs (icons next to a device’s name that indicates an error). If all the devices are
working properly, I move on to the next computer; otherwise, I make a note of the
devices that aren’t working. To make finding drivers easier, I sometimes look in the
registry to find each device’s Plug and Play ID. Armed with that information, I set
out to find the device drivers:

m Vendor Web sites. I usually end up downloading device drivers from ven-
dor Web sites. Most hardware vendors are very good about posting the latest
device drivers. If you're given the choice between signed and unsigned device
drivers, make sure that you download the signed drivers, regardless of which
is newer. You can often find device drivers in two places. First is the compo-
nent OEM’s Web site. For example, you can download a video adapter’s device
driver from the adapter OEM’s Web site. You can also download device drivers
from the computer OEM’s Web site. For example, you can download device
drivers for most of IBM’s computers from its Web site. Given the choice
between downloading a device driver from the component OEM’s or computer
OEM'’s Web sites, I'd download it from the computer OEM’s. They often pro-
vide device drivers that are further customized for their specific configurations.

m Factory Image. If the hardware to which you will be deploying the image
ships from the factory with Windows XP Professional installed, the OEM might
include the drivers on the factory disk image. However, vendors typically
delete these drivers following the first boot of the factory image. Capture a disk
image of the factory image by using a tool such as Symantec Ghost before start-
ing the operating system; then gather the driver files from the disk image.
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m Windows Update. You can download signed device drivers from Windows
Update. Instead of using Windows Update to install device driver updates, you
can use the Windows Update catalog to search for device drivers and then
download the driver packages to your hard disk. Open Windows Update by
clicking Tools, Windows Update in Internet Explorer; then, in the left pane,
click Personalize Windows Update. In the right pane, select the Display The
Link To The Windows Update Catalog Under See Also check box, and click
Save Settings. After personalizing Windows Update, you can search the catalog
by clicking Windows Update Catalog in the left pane and then download driv-
ers to your hard disk. When you download device drivers from the catalog,
you'll find each in the subfolder Driver\Language\ Type\ Platform\ID\ File.cab.
You can extract the driver files from the .cab file using Windows Explorer or
WinZip from WinZip Computing (bttp.//www.winzip.com).

Tip The device drivers that you download from Windows Update are
already in a form suitable for addition to a Windows XP Professional distri-
bution folder. They're already split into their .inf, .cat, .sys, and other files,
so you don’t have to decompress a self-extracting installation program and
find the files yourself. Simply copy all of the files from the .cab file to your
$OEMS$ folder, as described in the next section.

On the Resource Kit CD See “Unattended Installation Worksheet” in the
file distO4.doc on this book’s companion CD in the Aids folder. Use this
worksheet to document the device drivers you must include in your distribu-
tion point.

Manual Process

As shown in Figure 7-3, 1 store device drivers in $OEM$\$$\DRIVERS. You copy the
device driver files to this folder. You can create subfolders under the DRIVERS
folder, but add each path to oemPnpPDriverspPath. For example, if you store device driv-
ers for network adapters in $OEM$\$$\DRIVERS\LAN and device drivers for video
adapters in $OEM$\$$\DRIVERS\VIDEO, add the following line to the [Unattended]
section of the answer file:

OEMPnpDriversPath=\WINDOWS\DRIVERS\LAN;\WINDOWS\DRIVERS\VIDEO
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You don’t want all the files that a device driver contains. If you copy every file
from every device driver that you downloaded, you're likely to get a lot of useless
and duplicate files. Instead, copy only the essential files for each device driver. How
do you know which files are essential? Easy. Listing 7-7 is an excerpt from the .inf file
for the Intel PRO/100 VE network adapter. You need to copy the .inf file for the device
driver to the SOEM$\$$\DRIVERS folder (Plug and Play uses the .inf file to match the
IDs of the devices installed on the computer to their device drivers). You also need
the .cat file that contains the device driver’s signature. To find the name of the .cat
file, look in the .inf file’s [Version/ section for the CatalogFile setting. This setting
indicates the name of the .cat file, which is e100b325.cat in Listing 7-7. Last, you
need to copy to the SOEM$\$$\DRIVERS folder each file listed in the /[SourceDisks-
Files] section. In this case, that includes e100b325.bin, €100b325.sys, Prounstl.exe,
IntelNic.dll, and e100bmsg.dIl.

A very few device drivers indicate that a file listed in the /SourceDisksFiles] sec-
tion is in a subfolder. You must duplicate this folder structure exactly in your
$OEMS$\$$\DRIVERS folder in order for Setup to find all of the device driver’s
files. For example, if you see a line in the /[SourceDisksFiles/ section that looks like
Example.sys=1,FOLDER, you must copy the file Example.sys to $OEMS$\$$
\DRIVERS\FOLDER for Setup to find it; otherwise, Setup will prompt the user for
the file’s location.

Listing 7-7 e100b325.inf

[Version]
CatalogFile = el100b325.cat

[SourceDisksFiles]
e100b325.din 1,,
el00b325.sys
Prounstl.exe
IntelNic.d11l
el@0bmsg.d11

[T

’
s
2
’ s

Scripted Process

This book’s companion CD contains the script infcopy.wsf, which automates the
process of copying a device driver’s files to the $OEM$\$$\DRIVERS or any other
folder. It simply automates the process described in the previous section. The fol-
lowing shows the syntax of this script, and Table 7-1 describes each option:

infcopy.wsf filename folder [/Y] [/L:valuel [/Q] [/?]
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Table 7-1 Infcopy.wsf Command-Line Options

Option Description

filename Specifies the path and filename of the device driver’s .inf file.

Folder Specifies the path of the folder in which to copy the device driver’s file.
/Y Overwrites existing device driver files.

/L-value Logs the results to the log file specified by value.

/0 Suppresses all output.

/P Displays help and usage information.

Running this script manually is not the most efficient way to use it. For exam-
ple, to copy the required files from the device driver that the .inf file
D:\Device\Driver.inf describes to the target folder D:\Target, overwriting existing
files, run the command infcopy.wsf d:\device\driver.inf d:\target /y. You’d have to
repeat this for each device driver that you wanted to add to your distribution folder.
Instead, you can put a list of device driver .inf files in a text file such as drivers.txt
and then use the command for /f %i in (“drivers.txt”) do infcopy.wsf %i d:\target.
This command runs infcopy.wsf for each .inf file in the text file drivers.txt, copying
them to the folder D:\Target.

The sample distribution folder in Samples\chap07\win2002.pro on this book’s
companion CD takes this one step further. It includes the batch script drivers.cmd,
shown in Listing 7-8, which assumes that the script infcopy.wsf is in the Scripts sub-
folder and processes the list of device driver .inf files contained in each OEMN
folder’s drivers.txt file. It uses the for/d statement to examine each of the distribution
folder’s subfolders. Then, it runs infcopy.wsf for any subfolder that contains an
$OEMS folder. The for /f statement parses the drivers.txt file’s contents. It expects
each line in this file to follow the syntax Subfolder=Inffile, where Subfolder is a sub-
folder you want to create beneath the SOEM$\$$\DRIVERS folder and Inffile is the
path and filename of the device driver’s .inf file. If you want to put the device
driver’s files in the $SOEM$\$$\DRIVERS folder and not in a subfolder, use Inffile.=.
The period (.) represents the DRIVERS folder. This batch script also calls
rename.wsf, a script that you learn about in the next section, to make sure that any
long filenames that device drivers contain are handled in $$Rename.txt.

Listing 7-9 is an example drivers.txt file. It stores the files for the Intel 815
Audio and IDE device drivers in the $OEM$\$$\DRIVERS folder. It stores the files
for the Intel 815 LAN device driver in the SOEM$\$$\DRIVERS\LAN folder. It stores
the files for the Intel Extreme and S3 Graphics Twister display adapters in the
$OEMS$\$$\DRIVERS\VIDEO folder.
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Listing 7-8 drivers.cmd

@echo off
@rem drivers.cmd: make $0EM$ drivers folders

setlocal enableextensions
if not '%1'=="" cd /d %1
echo.
for /d %%i in (%) do (
rem Find each subfolder that contains an $0EM$ folder
if exist %%1\$0EMS$ (

rem Run incopy.wsf for each subfolder=inffile 1isted in drivers.txt
rem Also run rename.wsf to create $$rename.txt for FAT32 targets

for /f "usebackq tokens=1-2 delims==" %%j in ("%%i\drivers.txt™) do (
echo Copying %%~nxk to %%i\$O0EM$\$$\DRIVERS\%%]
Ascripts\infcopy.wsf "%%k"™ "%%i\$0EM$\$$\DRIVERS\%%]j"
Ascripts\rename.wsf "%%i\$0EM$"
)
)
)

echo.
goto end
rend

Listing 7-9 drivers.txt

.=D:\Drivers\Iintel 815 Audio Driver 5.12\SMAXWDM\W2K\smwdm.inf
.=D:\Drivers\Intel 815 IDE Drivers 603\Win2000\IntelATA.inf
LAN=D:\Drivers\Intel 815 LAN Driver 383\Net82557.inf

VIDEO= D:\Drivers\Intel Extreme Graphics Controiler 6.13\ialmnt5.inf
VIDEO= D:\Drivers\S3 Graphics Twister Video Driver 6.13\tw5333.inf

On the Resource Kit CD  Infcopy.wsf is on this book’s companion CD in the
Scripts folder. This script requires the file windeploy.wsc, which is in the same
folder. A sampte distribution folder that includes drivers.cmd and drivers.txt is
on this book’s companion CD in the folder Samples\chapO7\win2002.pro.
Simply copy this folder to your hard disk and customize it as described in
the section “Customizing the Sample Folder."
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Fixing Long Filenames

Windows XP Professional stores two versions of every filename. The long filename
is what you normally see, such as This Is A Long File Name.txt. It also stores a short
filename, which is the first six alphanumeric characters of the long filename with a
~N, where N is a number beginning with 1. So, the short filename version of This Is
A Long File Name.txt is THISIS~1.txt.

If you're installing Windows XP Professional from Windows PE, you don’t have
to worry about the length of filenames. Windows PE can read and write long file-
names, and you’re starting off with the NTFS file system. If you're installing Windows
XP Professional using an MS-DOS boot disk, you have a problem. MS-DOS can’t see
long filenames, and you're starting off with the FAT32 file system, so Setup copies
files from the distribution point to the target computer using the short filename (8.3).
Setup already handles long filenames in the original Windows XP Professional
source files, but you’ll sometimes add third-party device drivers to your distribution
points that contain long filenames. After Setup copies these files to the target com-
puter, changing their names to short filenames, Setup can’t find the files it needs to
configure device drivers, and applications’ setup programs fail because they can’t
find their files.

On the Resource Kit CD See “Renamed Files and Folders Worksheet” on
this book’s companion CD in the Aids folder for help planning renamed files
and folders. The filename is dist03.doc. You need this worksheet only if
you're creating $$Rename.txt files manually.

Manual Process

You can use $$Rename.txt files to restore long filenames after Setup converts the file
system to NTFS. An example of this file is in Listing 7-10, which you'd create in the
$OEM$\ $$ folder. Each section name is the path of the files contained in the section,
and the paths are relative to the folder that contains the $$Rename.txt file. Each
entry has the format short.exe="long file name.exe".

Forget everything you've read in the documentation ($$Rename.txt isn't limited
to the $OEMS$\$1 folder), which is confusing at best, and put a $$Rename.txt file
only in the $OEMS$ folders $$, $1, C, D, and so on. Don’t put them in subfolders and
don’t rely on a single $$Rename.txt at the root of %SYSTEMDRIVE%, either of which
is too confusing.
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Caution Don't create an empty $$Rename.txt file or a $$Rename.txt file
that contains an empty section. Doing so prevents Setup from properly
renaming Windows XP Professional source files. The most obvious symptom
of this problem is that Windows XP Professional starts with the classic
theme because Setup wasn't able to rename the .theme files to their long
filenames. If you don’t have a short filename that you need to restore to a
long filename, don’t create $$Rename.txt.

Listing 7-10 $$Rename.txt

[DRIVERS]
THISIS~1.TXT
THISIS~2.TXT

"This is a test.txt"
"This is another test.txt"

[DRIVERS\LAN]
THISIS~1.TXT = "This is a test.txt"
THISIS~2.TXT = "This is another test.txt”

[DRIVERS\VIDEOQ]
THISIS~1.TXT = "This is a test.txt"
THISIS~2.TXT = "This is another test.txt”

Scripted Process

Now that I've described why and how to create the $$Rename.txt file, forget about
it. Instead, run the script rename.wsf, which is on this book’s companion CD. This
script automatically checks your distribution point for long filenames and automati-
cally creates the appropriate $$Rename.txt files. The following shows the syntax of
this script, and Table 7-2 describes each option:

rename.wsf folder [/L] [/Y] [/V] [/Q] [/?]

Table 7-2 Rename.wsf Command-Line Options

Option Description
Jfolder Specifies the path of the $OEMS$ folder to scan for long filenames.
/L Lists long filenames without creating $$Rename.txt files.
/Y Overwrites existing $$Rename.txt files.
Vv Creates verbose output.
o) Suppresses all output.

Y/ Displays help and usage information.
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To scan the folder D:\win2002.pro\OEM1\$OEM$ for long filenames, use the
command rename.wsf d:\win2002.pro\oem1\$OEMS$. If the subfolders $$ and C
both contain long filenames, rename.wsf creates $$Rename.txt files in both folders.
You don’t have to run this script manually, however, as the batch script drivers.cmd,
which you learned about in the section “Adding Third-Party Drivers,” automatically
runs rename.wsf after copying third-party device drivers to $OEM$\$$\DRIVERS.

On the Resource Kit CD  This book’s companion CD contains rename.wsf
in the Scripts folder. This script requires the file windeploy.wsf, which is in
the same folder. It also contains a fully customized distribution point with
the batch script drivers.cmd that calls rename.wsf to account for long names
in device driver files. The sample distribution point is in the folder Sam-
ples\chapO7\win2002.pro. Simply copy this folder to your hard disk and cus-
tomize it as described in the section “Customizing the Sample Folder.”

Customizing the Sample Folder

The Samples\chap07\win2002.pro folder on this book’s companion CD contains the
sample distribution folder for this chapter. It’s fully customized using the scripts that
this chapter describes. Here’s how to use that sample to jumpstart your own distri-
bution (Figure 7-5 shows what this fully customized distribution point looks like):

1. Copy Samples\chap07\win2002.pro from this book’s companion CD to your
development server, and do one of the following:

# If you're creating a distribution point for Windows XP Professional, rename
the folder to win2002.pro (I use the naming convention version.edition for
distribution folders).

# If you're creating a distribution point for Windows XP Table PC Edition,
name the folder win2002.tab.

2. Do one of the following:

E If you're creating a distribution point for Windows XP Professional, copy
the 1386 folder from your Windows XP Professional media to
win2002.pro.
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m If you're creating a distribution point for Windows XP Tablet PC Edition,
copy the 1386 folder from your Windows XP media to win2002.tab; then
copy the CMPNENTS folder from the second CD to win2002.tab.

3. Create a folder in win2002.pro or win2002.tab to store original device drivers,
such as win2002.pro\Drivers. Within that folder, create a subfolder for each
device driver that you download form OEMs and expand.

4. Determine how many configurations you want to create (the sample folder
includes OEM1, OEM2, and OEMN). Create addition OEMN folders if necessary
or remove unused OEMN folders. For example, if you need only two configu-
rations, delete the folder win2002.pro\OEMN. If you need four configurations,
copy win2002.pro\OEMN to OEM3 and OEM4.

5. In each OEMN folder under win2002.pro or win2002.tab, update drivers.txt to
point to each device driver’s .inf file that you want to include. If you examine
the drivers.txt file, you’ll find an example of the file’s syntax.

6. In each OEMN folder under win2002.pro or win2002.tab, update winnt.sif,
which is the unattended-setup answer file. In particular, you must update the
following settings (see the sample winnt.sif file for more settings that you must
replace when customizing a distribution point):

B OemFilesPath. Set this property to the UNC path of the $OEMS$ folder. For
example, if you're editing winnt.sif in win2002.pro\OEM2 and the UNC
path of the distribution point will be \\Server\Windows, add OemFiles-
Path=\\Server\Windows\win2002.pro\OEM2\$0EM$ to the [Unattended] section
of winnt.sif.

B OemPnPDriversPath. Update this property with the path of each folder that
contains third-party device drivers. This path is relative to the folders on
the target computer. So, if you have files in $OEM$\DRIVERS, $OEM$
\DRIVERS\LAN, and $OEM$\DRIVERS\VIDEO, add 0emPnPDriversPath=
\WINDOWS\DRIVERS ; \WINDOWS\DRIVERS\LAN; \WINDOWS\DRIVERS\VIDEO to the [Unat-
tended] section.

7. In win2002.pro or win2002.tab, run drivers.cmd, which will copy the device
driver files described by the .inf files in drivers.txt to the distribution point. It
will also run rename.wsf to create $$Rename.txt files for long filenames.
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Figure 7-5 After customizing the sample distribution point in
Samples\chap07\win2002.pro on the companion CD, this is the result.

More Info To learn how to customize your distribution point to run com-
mands during the installation, see Chapter 11. For more information about
customizing unattended-setup answer files, see Chapter 7. And for more
information about installing Windows XP Professional after customizing your
distribution point, see Chapter 13.

Integrating Service Packs

Most of you will have received from Microsoft a Windows XP Professional product
CD with the latest service pack already integrated into it. If so, you're set to go. If
your deployment requirements specify that you're deploying a service pack level
that you don’t already have, you can download the latest Windows XP Professional
service pack and integrate it into the source files that you already have. This process
applies the service pack files directly to the Windows XP Professional source files,
preventing you from having to install the service pack after installing Windows XP
Professional on the client computer. And doing so requires very little additional disk
space in the distribution point because service packs tend to replace existing files
and add very few.
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Chapter 22, “Patch Management,” describes how to slipstream service packs
into existing Windows XP Professional source files. In short, after you've down-
loaded the service pack from Microsoft’s Web site or received the service pack CD
from Microsoft, use the following steps to integrate a service pack:

1. Type spfile —x in the Run dialog box or at the command prompt to extract the
service pack files to your hard disk. spfile is the cabinet file that contains the
service pack. The wizard will prompt you for the folder into which you want
it to extract the files.

2. Type folder\i386\Update\Update.exe —s:share, where folder is the folder
into which you extracted the service pack and share is the distribution point,
in the Run dialog box or at the command prompt. The wizard slipstreams the
service pack files into the distribution point.

Don't slipstream a service pack into a distribution point after you’ve deployed
the distribution point. Windows XP Professional occasionally restores files from the
distribution point to the client computer, and if you integrate a service pack into the
distribution point, the operating system might restore an incorrect file version. You
should integrate service packs into distribution points prior to deploying the operat-
ing system, and then deploy the service pack to individual client computers after
deployment.

More Info See Chapter 22 for more information about deploying service
packs to individual client computers.

Sharing Distribution Points

After you customize your distribution point, you'll post it to the intranet deployment
server and share it. Secure your distribution point as follows:

m NTFS security. Configure NTFS security for the distribution point to give
administrators full control and users read and execute permission.

m Share security. Configure the share security for the distribution point to give
all users read-only access to it. Even though giving administrators full control is
tempting, there is seldom any good reason to change a distribution point
remotely, and doing so can only lead to errors.
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Balancing Installation

You can create distribution points on multiple servers to load-balance installations.
This applies to unattended installations only. Creating distribution points on multiple
servers also improves the performance of the file-copy phase of the setup process.
You can run the 32-bit setup program with up to eight distribution points, and it'll
copy source files from each of them.

More Info See Chapter 13 for more information about installing Windows
from multiple distribution points.

Office Distribution Points

Creating distribution points for Microsoft Office 2003 Editions is more straightfor-
ward than creating Windows XP Professional distribution points. Office 2003 Edi-
tions distribution points are even simpler than creating Office XP distribution points
because you can now create distribution points simply by copying the contents of
the product CD to the distribution point. This new capability is called compressed
CD images. You can still create administrative installations of Office 2003 Editions,
however. You can only create administrative installations of Office 2003 Editions
using product CDs that you receive through a Volume License Agreement.

My recommendation in most cases is that you create Office 2003 Editions dis-
tribution points from compressed CD images. As you’ll learn in the section “Com-
pressed CD Images,” these distribution points provide numerous advantages over
administrative installations without any significant disadvantages. For example,
when you install Office 2003 Editions from a compressed CD image, Office 2003
Setup creates a local installation source on the target computer that allows users to
add features and repair the installation without a network connection. If you support
any number of mobile users, this capability alone makes using compressed CD
images an easy decision to make.

More Info The following sections, “Administrative Installations” and “Com-
pressed CD Images,” describe both techniques. Although these sections
provide a starting point for creating Office 2003 Editions distribution points,
the ultimate resource for information about configuring Office 2003 Editions
distribution points is the Office 2003 Editions Resource Kit at http:
//www.microsoft.com/office/ork. On the left side of the Web page, click
Deployment.
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Administrative Installations

Most administrators are familiar with creating Office 2003 Editions administrative
installations because this has been the only way to build distribution points for
Microsoft Office 2000 and Office XP. The process involves decompressing the con-
tents of the product CD and embedding the organization name, product key, and
acceptance of the End User License Agreement into the distribution point.

First, create a distribution folder for Office 2003 Editions. You can initially create
this folder on your development server and then replicate it to distribution servers.
If you intend to configure features to run from the network (Run from Network or
Run All from Network), you must create the administrative installation in a subfolder
of the distribution point. For example, \\server\share\admin, where server is the
distribution server, share is the distribution point, and admin is a subfolder.

After you've created the distribution folder, run the setup program in adminis-
trative-installation mode. From the Office 2003 Editions CD, run the command sefup
/a, and then follow the instructions you see on the screen. It prompts you for the
organization name, product key, distribution point location, and end user license
agreement. Because you provide the product key when you create the administra-
tive installation, Office 2003 Editions doesn’t prompt users for the key when they
run it the first time. It then decompresses the contents of the CD to the distribution
point and prepares it for distribution to client computers.

After you create a distribution point, you can customize it, as you learn in
Chapter 9, “Office Settings.” You use the Office 2003 Editions Resource Kit tools,
including the Custom Installation Wizard, to configure Office 2003 Editions for
deployment. Afterward, you deploy Office 2003 Editions using any of the methods
that you learn about in Chapter 23, “Software Installation,” such as Active Directory.

More Info See “Office 2003 Editions Resource Kit” at
http://www.microsoft.com/office/ork for more information about creating
administrative installations of Office 2003 Editions. Specifically, point to
Deployment, and then click Preparing to Deploy Office 2003.

Compressed CD Images

When users install Office 2003 Editions from a compressed CD image on the net-
work, Office 2003 Setup uses a system service named Office Source Engine
(Ose.exe) to copy required installation files to a hidden folder on the local com-
puter. Windows Installer uses this local installation source to install Office 2003
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Editions, and the local source remains available for repairing, reinstalling, or updat-
ing Office 2003 Editions later, Users can install features on demand or run Office
2003 Setup in maintenance mode to add new features.

Office 2003 Setup creates a local installation source by default, but only when
users install Office 2003 Editions from a compressed CD image. If sufficient hard
disk space exists on the local computer, Office 2003 Setup caches the entire instal-
lation source by default. Maintaining this local installation source after Office 2003 is
installed offers a number of benefits to users in large organizations. The most impor-
tant benefit is to mobile users. Local installation sources allow them to add or repair
features without requiring access to the network source files. This solves a particu-
larly nasty problem that has plagued administrators since Office 2000. There is only
one significant disadvantage of creating distribution points with compressed CD
images: users can’t run features from the network by using the Run From Network
installation state. In most enterprises, however, this isn’t necessarily a disadvantage
because you don’t typically want users wasting network bandwidth by running fea-
tures from the network.

Office 2003 Editions source files are compressed in cabinet (CAB) files to fit on
the Office 2003 Editions product CD. To create a distribution point as a compressed
CD image, you simply copy the compressed CAB files to a network share before
customizing the CD image. You don’t run Office 2003 Setup to create an administra-
tive installation point; instead, you just copy the compressed files directly to the net-
work share. Unlike the process of running Office 2003 Setup with the /a option,
which expands the compressed files on the administrative installation point, the files
in the CD image remain compressed. Here’s how to create a distribution point from
a compressed CD image:

1. In Windows Explorer, display hidden files so that you see the entire contents
of the Office 2003 Editions CD. To do so, choose Tools, Folder Options; then,
on the View tab, click Show Hidden Files And Folders.

2. Select all the folders on the CD, and copy the CD contents to a network share.
The complete CD image for Office 2003 Professional Edition requires approx-
imately 250MB of space.

Copying the CD to a distribution point doesn’t embed the product key or
accept the End-User License Agreement (EULA) automatically on behalf of all users
who install Office 2003 Editions from this network share. You must configure the
product key, organization name, and acceptance of the EULA when you customize
Office 2003 Editions using the Custom Installation Wizard (CIW). For more informa-
tion about using CIW to customize these settings, see Chapter 9.
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More Info | recommend that you distribute Office 2003 Editions from com-
pressed CD images. As you've read, you create these distribution points by
simply copying the CD to a network folder. You customize a compressed CD
image by using the CIW. This includes controlling how Office 2003 Setup
creates local installation sources, specifying the product key, and accepting
the EULA. For more information about using CIW to customize your com-
pressed CD image, see Chapter 9.

More Info A new version of the Office 2003 Setup program is available in
the Office 2003 Editions Resource Kit Toolbox. Version 11.0.6176.0 helps
ensure that every desktop in the organization gets and keeps a complete
local installation source. The new Office 2003 Setup also allows administra-
tors to deploy the local installation source first, and then launch the instal-
lation of Office 2003 Editions. | strongly recommend that you update the
version of Office 2003 Setup in your current distribution points with the
latest version.

Integrating Service Releases

Office 2003 Editions service releases are interim upgrades that address performance,
reliability, and security issues. You're likely to have received an Office 2003 Editions
product CD that contains Office 2003 Editions with the current service release
already integrated. Otherwise, if your deployment plans require, you might need to
integrate the latest service release with your existing Office 2003 Editions source files.
Microsoft issues two versions of each service release. You can download either
from btip://www.microsoft.com/office/ork. One is for updating administrative installa-
tions, and the other is for updating client computers (also called binary updates). Both
are patch files with the .msp extension. The administrative update is a full-file replace-
ment that contains all the service release’s changes. The client update updates exist-
ing files instead of replacing them. You must use the administrative update to
integrate the service release into your Office 2003 Editions distribution point, if you
created it as an administrative installation, and the client update to update client
computers, if you created the distribution point as a compressed CD image.
Chapter 22 describes how to integrate a service release into your Office 2003
Editions source files. You should update your Office 2003 Editions distribution
points prior to deploying them, however. Here is the shorthand version of the process
to integrate a service release into your administrative installation. Type msiexec /p
mspfile /a msifile SHORTFILENAMES=TRUE /qb /L* logfile—where mspfile is
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the path and filename of the patch file; msifile is the path and filename of the
administrative installation’s package file; and logfile is the path and filename of the
log file in which you want to record the results—in the Run dialog box or the com-
mand prompt. Some service releases contain multiple patch files, and you need to
run the previous command once for each patch file.

Distribution Point Contents

Table 7-3 describes key files in an Office 2003 Editions distribution point.
Table 7-3 Distribution Point Contents

File Location Description
Setup.exe Root of distribution You use Setup.exe to install Office 2003 Editions on
folder computers that don't already contain the correct

version of Windows Installer. This typically includes
versions of Windows earlier than Windows 2000.
Setup.exe installs Windows Installer, manages
reboots, and handles package chaining.

Setup.ini FILES\SETUP This configuration settings file controls how
Setup.exe runs. This file contains information for
package chaining, too.

Office 2003  Root of distribution The Office 2003 Editions package file has the .msi

Editions folder extension. This package file contains the instructions

Package necessary to install Office 2003 Editions on the client
computer.

Source files ~ FILES\PFILES The Office 2003 Editions package file doesn’t

actually contain the program files. The package file
installs the program files from this folder.

Sharing Distribution Points

After you've customized your Office 2003 Editions distribution point, post it to your
intranet distribution server. You can replicate the distribution point to multiple serv-
ers in order to improve resiliency. If you do so, make sure you add each distribution
point to the Office 2003 Editions source list, as described in Chapter 9. When you
replicate Office 2003 Editions distribution points that you created as administrative
installations, each new administrative installation has the same organization name
and product key as the original distribution point that you replicated.

On each Office 2003 Editions distribution point that you share, configure secu-
rity as follows:

B NTFS security. Configure NTFS security for the distribution point to give
administrators full control and users read and execute permission.
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Share security. Configure the share security for the distribution point to give
all users read-only access to it. Even though giving administrators full control is
tempting, there is seldom any good reason to change a distribution point
remotely, and doing so can only lead to errors.

Best Practices

The following are best practices for building Windows XP Professional and Office
2003 Editions distribution points:

Automate the development process. To prevent human error, automate as
much of the development process as possible. Use batch scripts and Windows
Script Host scripts to automate repetitive processes that are prone to error, as
shown throughout this chapter.

Use the templates provided on the companion CD. To quickly create a
distribution folder, use the template distribution folder on this book’s compan-
ion CD or use Windows Setup Manager to build it. Then customize the distri-
bution point to suit your requirements. The companion CD contains sample
distribution folders in the Samples folder.

Conserve space and maintain flexibility. To conserve space, distribute
different Windows XP Professional configurations using a single 1386 folder
with multiple $OEM$ folders and configure the OemFilesPath value in the /Unat-
tended] section of the answer file for each configuration.

Use multiple distribution servers. In large-scale deployments, install
Windows XP Professional from multiple distribution servers to load-balance
the deployment.

Improve the performance of the file-copy phase. To improve the perfor-
mance of the installation’s file-copy phase, specify multiple distribution servers
on the Setup command line, as described in Chapter 13.

Distribute Office 2003 Editions from compressed CD images. Unless
you have a specific reason for using administrative installations, deploy Office
2003 Editions from compressed CD images. Doing so allows Office 2003 Setup
to create local installation sources on target computers so that users can add
and repair features without a network connection.

Create Office 2003 Editions administration installations in subfolders of
the network share. If you do deploy Office 2003 Editions from an adminis-
trative installation, create administrative installations in subfolders of their dis-
tribution points to ensure that the installation state Run from Network works

properly.






Chapter 8
Windows Settings

Configuring settings for Microsoft Windows XP Professional is seldom overlooked
by administrators, but they don’t always do it the most efficient way possible. This
chapter describes automated approaches to deploying Windows XP Professional set-
tings as part of a Windows XP Professional configuration that makes the task easier

and more rigorous.
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Checklist

m Have you documented in your deployment plan the Windows XP Profes-
sional settings you must deploy? See Chapter 3, “Windows Configura-
tion,” for more information.

m Have you examined which settings you can configure by using answer
files? See Chapter 6, “Answer Files,” for more information.

m Have you built a Windows XP Professional distribution from which you
can deploy settings? See Chapter 7, “Distribution Points,” for more
information.
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m Do you already have a method in place for deploying settings? If not,
see Chapter 11, “Chaining Installations,” to learn how to deploy them
from distribution points.

m Have you documented in your deployment plan which settings are pol-
icy rather than default settings? If so, see Chapter 20, “Policy Manage-
ment,” to learn more about deploying policies.

Settings Overview

Choose the settings-deployment method that’s most appropriate for the type of setting
that you're deploying. And choose one that's automated, requiring no manual work
beyond packaging the setting, and robust enough to withstand rigorous testing. The
following list describes various methods that are available for deploying settings:

m Required settings via Group Policy Group Policy is at the top of this list
because it’s the primary way to deploy settings that are policies. Although this
chapter describes how to deploy default settings for computers, Chapter 20
describes how to configure policy settings, which users can’t change.

m Default settings via manual configuration on a disk image Using this
technique, you click through the Windows XP Professional user interface while
you're building a disk image. The problem with this technique is that it’s man-
ual, so testing and repeating the configuration after fixing bugs is difficult. For
this reason, I don’t recommend that you manually configure any setting. With
that said, realistically there will be times when a setting is so difficult to config-
ure automatically that you must configure it manually. Use your best judgment
when building disk images.

More Info For more information about disk imaging, see Chapter 15, “Disk
Imaging with Sysprep,” and Chapter 16, “Remote Installation Service.”

Default settings via automated techniques during distribution This technique
involves using a combination of Registration Entries (.reg) files, Setup Information
(.inf) files, Windows Script Host (WSH) scripts, and Windows Installer databases
(.msi package files) to deploy settings as part of your Windows XP Professional dis-
tribution. And methods for deploying the settings range from inclusion in the dis-
tribution point to configuration through a logon script. This chapter focuses on
these techniques for configuring Windows XP Professional default settings during
distribution.
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When you think about and document the settings you're deploying, you tend
to picture the Windows XP Professional user interface. But the majority of the default
settings you want to configure during a distribution are actually registry settings or
files. I use scripts to configure these settings. As you're planning these settings, also
plan which methods you intend to use to distribute each. You can divide most set-
tings into two categories: managed and unmanaged. Obviously, you'll prefer to
deploy managed settings by using Group Policy. Chapter 20, “Policy Management,”
provides more information about policies. The techniques that this chapter describes
are more appropriate for unmanaged settings.

Scripting is a more efficient way to deploy and change default settings for
Windows XP Professional. Notice that T didn’t use the word manage, which better
applies to policies than scripting. (If you need to manage settings, see Chapter 20.)
Scripting is useful on many levels. You can write a script that changes some group
of settings and then test it in the lab before deploying. And if you need to update the
script, you can easily regression-test it to see how your changes affect the results.
Simply put, I like scripting registry changes because scripts are repeatable without
the potential for human error each time I use them to change settings. You can also
deploy scripts without visiting desktops. You can use your software management
infrastructure (Microsoft Systems Management Server, Active Directory, and so on)
or some dodgier methodology if you don’t have an infrastructure to deploy scripts
without having to interrupt users’ work.

AutoProf Profile Maker

In environments where | have a choice, | use a product from AutoProf called
Profile Maker to configure unmanaged settings (I still use Group Policy to
configure managed settings, except in heterogenous environments).

Profile Maker makes short work of configuring any setting, including
registry values, files, and so on. Profile Maker even provides a user interface
for configuring common settings, such as Microsoft Office 2003 Editions
settings, Microsoft Office Outlook 2003 mail profiles, printer connections,
network drive mappings, and so on.

Most important, Profile Maker provides an easy-to-use, centralized con-
sole that you can use to configure settings for the entire enterprise. It allows
you to filter settings based on a huge variety of criteria (certain settings can
apply only to laptop computers or computers in a certain organizational unit,
for example), and Profile Maker allows you to configure computer settings in
a locked-down environment by configuring them with elevated permissions.

Profile Maker can significantly reduce the cost, time, and effort required
to deploy settings in any organization. For more information about Profile
Maker, see http://www.autoprof.com and read Chapter 12, “User Profiles.”
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This chapter describes five of my favorite scripting methods. The first is using
anf files. I like the simplicity of .inf files and the fact that there’s no registry setting
they can’t edit, so I describe them first. The second is .reg files, which are easy to
make by exporting settings from Registry Editor (Regedit). I also describe how to use
Console Registry Tool for Windows (Reg.exe) to edit the registry from the MS-DOS
command prompt, which is a terrific tool for changing settings from batch files. Also,
I describe how to write scripts that change settings. Windows XP Professional comes
with WSH, and this chapter shows you how to write scripts using the JScript and
VBScript languages. Finally, I describe how to build a Windows Installer package
file to deploy settings. This technique is great because you can sometimes deploy
those settings through Active Directory and Group Policy.

Finding Settings

The most difficult part when creating a script to configure Windows XP Professional is
actually finding the setting. The following two sections describe techniques and tools
to do just that.

Comparing .reg Files

Comparing two .reg files is often the easiest way to discover where in the registry Win-
dows XP Professional stores a setting. Create these .7eg files before and after changing
a setting that is in the user interface and that you know is somewhere in the registry.
First, I exported HKCU to a .reg file. I changed a setting in Tweak Ul and exported the
same branch to a second .reg file. Then I compared the two files to figure out which
value changed when I changed the setting in Tweak UL You can use this method to
trace just about any setting that has a user interface to its location in the registry.

The only disadvantage of comparing two registry files is that the process requires
a file-comparison tool. Windows XP Professional comes with such a tool, which I'll tell
you about later in this section. The advantages of this method are many. First, it’s
quick and easy. Second, its results are dead-on accurate. If you don’t let a lot of time
pass between each snapshot, the differences between the two should include only
those settings you changed. Also, .reg files are easy to read, so you won't have any
problems deciphering the results.

Now for some details. Recall that Registry Editor (Regedit) can export all or part
of the registry to text files that have the .reg extension (.reg files). A .reg file looks sim-
ilar to an INI file. It contains one or more sections; the name of each section is the path
of a registry key, and each section contains the key’s values. The format of each value
is name=vaiue. If the value is a string containing spaces, value must be quoted. Each
key’s default value looks like @=vaiue. The section “Setting Values with .reg Files”
describes .7eg files in all their glory, including how to interpret the different types of
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values in them. To export the registry to a .reg file, click the key that you want to
export. Then on the File menu, click Export. In the Export Registry File dialog box,
click Win9x/NT4 Registration Files (*.reg) to export to a version 4 ANSI .reg file.
Regedit supports .7eg files in two different file formats: American National Standards
Institute (ANSD and Unicode. Many file-comparison tools work only with the first,
thus you must create version 4 ANSI .reg files for them. The tools I talk about in this
chapter support both ANSI and Unicode text files, though.

The sections following this one describe tools you can use to compare two .reg
files. My personal favorite is WinDiff, which comes with the Windows Support Tools
on your Windows XP Professional product CD. I like this tool so much because of its
simple user interface, and more importantly, the speed at which it compares very large
text files. Another choice is probably already installed on your computer: Microsoft
Office Word 2003. It’s slower than WinDiff, but you’re probably already familiar with
how to use this word processor. In any case, the overall process is the same:

1. Export the registry to a .reg file and name the file something like Before.reg. If
you have a general idea where the setting is in the registry, export that branch;
otherwise, export the entire registry, including HKU and HKLM.

2. Change a setting in the user interface or perform some other action that you're
trying to trace to the registry. For example, if you want to see where a program
stores its settings during installation, install the program.

3. Export the registry to a second .reg file and name it After.reg. Make sure you
export the same branch using the same file format as you did in step 1. If you
don’t duplicate the process exactly, the files won’t match and finding the differ-
ence will be difficult.

4. Compare Before.reg and After.reg by using your favorite file-comparison utility.
The differences between the two files are your changes. The file-comparison tool
points out only the values that changed because only the values under each sec-
tion heading change, but if you look a little higher in the file, you'll see the key
that contains the values.

There are a few ways to make this process more efficient. Comparing two large
.reg files can take a while—even using WinDiff. If you’re pretty certain you know the
general vicinity of a setting in the registry, export just that branch. For example, if you
know that a setting is a per-user setting, export just HKCU. If you suspect it’s some-
where in HKLM\SOFTWARE\Microsoft, search just that branch. You can always resort
to exporting the entire registry if your hunch isn’t right. Another way to streamline the
process is to ignore differences that are irrelevant. Some settings change, whether or
not you do anything. For example, Plug and Play values change frequently, as does
the configuration of some services. The easiest way to eliminate the confusion that
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these inherent changes cause is to exclude HKLM\SYSTEM in your .7eg files. Also, the
less time that elapses between snapshots, the less noise you'll have in your compari-
son results.

All-in-One Solutions

LastBit Software produces a program called RegSnap that performs the pro-
cess | described in this section. You don’t have to create any .reg files or com-
pare two .reg files with a file-comparison tool. RegSnap does the whole bit for
you, making it a cool program to have around if you do this sort of thing on a
regular basis. You can download the shareware version of RegSnap from
http.//www.webdon.com. Give it a try; if you like it, it's very inexpensive. It
comes in a standard edition and a professional edition. The professional edi-
tion enables you to work with remote registries; otherwise, the standard edi-
tion is sufficient to locate a setting in the registry. The only problem | have with
RegSnap is that its user interface is very clunky.

That leads me to RegView from Vincent Chiu. This program is available
at http:;//www.regview.com. | like this program because it has a cleaner user
interface. It also serves as an admirable replacement for Regedit because you
can use it to edit and search the registry and to compare different versions of
it. RegView doesn’t have a setup program, but it really doesn’t need one. Fig-
ure 8-1 shows the result in RegView of comparing a snapshot to the current
registry. RegView’s output is a little easier to read than RegSnap’s output, but
RegView is quite a bit slower at producing it.

HKEY_LOCAL_MACHINE\SYSTEM\Co
HKEY_LOCAL_MACHINE\SYSTEM\Con...
HKEY_LOCAL_MACHINE\SYSTEM\Con...

HKEY LOCAL_MACHINE\SYSTEM\Con..
ed _ HKEY USERS\S-1-5-21-343818338-261

Figure 8-1 RegView is an enhanced registry editor.

If turnaround time is important to you, use RegSnap. If you're after an
enhanced registry editor that can do a search-and-replace as well as compare
shapshots of the registry, you should consider RegView. Both shareware pro-
grams are inexpensive, but if you don’t want to shell out the money, stick with
the methods you learn in this chapter.
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WinDiff is the ultimate tool for comparing two versions of a text file. Its roots are
as a developer tool for comparing different versions of source files to see changes
before checking them into version control. It was also useful as a debugging tool to
figure out which changes in a source file might have introduced a problem. WinDiff
was originally available in the Windows Software Development Kit (SDK). Microsoft
included it in the last several Windows resource kits. It comes with Windows XP Pro-
fessional as part of the Windows Support Tools. Install the tools from \Support\Tools
on your Windows XP Professional product CD. Type windiff in the Run dialog box to
start it.

After starting WinDiff, here’s how to compare two .reg files with it:

On the File menu, click Compare Files.

.

Type the path and name of the first file, and click Open.
Type the path and name of the second file, and click Open.

BowoN

On the View menu, click Expand or double-click the files in the list.

After comparing the two files, you see results similar to Figure 8-2. WinDiff com-
bines both files and highlights the differences in red and yellow. Differences are rela-
tive to the second file, which is why I had you open the second file after the first one.
Deleted lines, present in the first file but not in the second, are red. Inserted lines,
absent in the first file but present in the second, are yellow. White lines are the same
in both files. You also see arrows that indicate whether a line is deleted or inserted. A
left arrow (</) indicates a line deleted from the second file, and a right arrow (/>) indi-
cates a line inserted into the second file. WinDiff represents changed lines as deletions
followed by insertions, as shown in Figure 8-2. Because WinDiff compares files line by
line instead of character by character, you have to judge for yourself whether a deleted
line followed by an inserted line represents a changed line of text. Press F8 to move
to the next block of differences that WinDiff found; press F7 to move to the previous
block of differences.
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N
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StartHenuAdminTool word : 10066000
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TaskbarGlomning*=dword : 86088661
s

Figure 8-2 The two columns you see on the left side of the window represent the two files
that you're comparing. These columns are a roadmap of the files’ differences.

Monitoring a Sample

Monitoring the registry for changes is different from comparing snapshots in that
you’re watching registry access as it happens. Thus, you can change a setting in the
user interface and then look at the monitor to see what value Windows XP Profes-
sional wrote to the registry. I tend to monitor the registry instead of compare snap-
shots when I'm looking for a large number of settings. When doing this, it’s helpful to
keep the noise down to a minimum. '

My favorite monitoring tool is Regmon from Winternals. You can download a
freeware version of this tool from htip://www.sysinternals.com. Regmon Enterprise
Edition, which is inexpensive, is available at bup./www.winternals.com. The differ-
ence between the two is that the Enterprise Edition enables you to monitor a remote
registry, which makes the process a little easier if you can work on one computer and
see the results on a different computer. Although the freeware version of Regmon con-
tains all the enterprise edition’s other features, I purchased and use Regmon Enterprise
Edition for the convenience of remote monitoring.

Download either version of Regmon. The freeware version doesn’t have a
setup program, so you just run it from the directory in which you unzip it. Regmon
Enterprise Edition comes with a setup program that adds a shortcut for Regmon to
the Start menu.
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More Info For more information about Regmon, including downloading free-
ware versions, see the Sysinternals Web site at http;//www.sysinternals.com.

Choosing a Technique

Table 8-1 lays out the substantial differences—as I see them—>between the scripting
methods covered in this chapter. Each column represents one of the five scripting
methods that I describe in this chapter. For example, the Batch column describes
using Reg.exe in a batch file. The MSI (Windows Installer setup databases) column
describes Windows Installer package files that include registry settings. First, the
similarities: all five methods enable you to change values as well as add keys or val-
ues. Also, Windows XP Professional supports all five methods without installing
third-party tools or any resource Kkits.

Now I'll describe the differences. As the table shows, using .reg files is the eas-
iest method, scripts and Windows Installer package files are the most difficult, and
the rest fall somewhere in between. No matter which method you choose, they all
become rather easy after you learn how to use them. Access to the operating system
is important oniy if you're trying to do more than just edit the registry. For example,
if you want to read values from the registry and then dump them to a text file, you'll
need access to the operating system. The most important difference is that only .inf
files and scripts provide high support for the many different types of values you can
store in the registry. The remaining methods support the basic value types, though,
and that’s often all you need. If you need to edit more esoteric types, however,
you're better off writing an .inf file or a script. Likewise, .inf files and scripts are the
only two methods you can use to set and clear bits in values. For example, the bits
in the value UserPreferencesMask indicate different user interface settings, and you
enable or disable them by setting or clearing the corresponding bit. If this is your
requirement, you're left with .inf files or scripts as your method of choice.

Nine times out of ten, my preference is to write an .inf file. You'll notice that
most of the scripts in this book are .inffiles. I chose this method because I'm familiar
with .inf files, they're easy to create, and they're easy to read. I use scripts only
when I have to query values from the registry. .inf files’ strong suit is that they offer
the flexibility to do anything [ want in the registry without requiring me to put on a
programmer hat for the weekend. Choose whatever methods best suit you, but give
more weight to .inf files and scripts. You won’t end up using just one of these tech-
niques, though. In fact, you'll find that you’ll use a combination of these methods,
depending on the scenario. After you start using the script methods I describe in this
chapter, you’ll master them in no time.
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Table 8-1 Comparison of Scripting Methods

Features .Anf reg Batch Script MSI
Difficulty Medium Low Medium High Medium
OS access Basic None Full Full Basic
Built-in support Yes Yes Yes Yes Yes
Change values Yes Yes Yes Yes Yes
Add keys/values Yes Yes Yes Yes Yes
Delete keys/values Yes Yes Yes Yes Yes
Querying values No No Yes Yes No
Support for value types High Medium  Medium Low Medium
Bitwise support Yes No No Yes No

Installing .inf Files

Setup Information files have the .inf extension; I call them .inf files. The Windows
XP Professional setup API (application programming interface) uses .inf files to
script installations. Most people associate .inf files with device-driver installation,
but applications often use them, too. Most actions that you associate with installing
device drivers and applications are available through .inf files. You can copy,
remove, and rename files. You can add, change, and delete registry values. You can
install and start services. You can install most anything using .i#f files. For example,
you can use them to customize registry settings—obviously. You can also create .inf
files that users can uninstall using Add Or Remove Programs.

.inf files look similar to INI and .reg files. They’re text files that contain sections
that look like /Section/. Each section contains items, sometimes called properties, that
look like wame=Varlue. Windows XP Professional happens to come with the perfect
.inf file editor: Notepad. When you create a new .inf file using Notepad, make sure
that you enclose the filename in quotes or choose All Files in the Save As Type list
in the Save As dialog box. That way, your file will have the .inf extension instead of
the .txt extension. Installing an .inf file is straightforward: Right-click the .inf file and
then click Install. To deploy an .inf file and prevent users from having to install it
manually, use the following command, replacing Filename with the name of your
.inf file. (This is the command line that Windows XP Professional associates with the
.nf file extension in the registry.)

rund1132.exe setupapi,InstallHinfSection DefaultInstall 132 Filename.inf

Listing 8-1 shows a simple .inf file, which is the file simplel.inf in the
Samples\chap08 folder of this book’s companion CD. The first section, [Version/, is
required. The name of the second section is arbitrary, but is usually [Defauitinstall]
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so that users can right-click the file to install it. The linkage to this section is through
the command line you saw just before this paragraph. The command is
rundli32.exe, which executes the API in Setupapi.dll called InstallHinfSection. The
next item on the command line, DefaultInstall, is the name of the section to install.
The 732 you see before the filename tells the setup API to prompt the user before
rebooting the computer, if necessary. The last item on the command line is the name
of the .inf file to install. Because this is the command that Windows XP Professional
associates with the .inf file extension, you should name this installation section
[Defaultinstalll. Within this section, you see two directives: AddReg and DelReg. The
directive AddReg=Add.Settings adds the settings contained in the section [Add.Settings],
which changes the default action for .7eg files to Edit. The directive DelReg=Del.Set-
tings deletes the settings listed in the section [Del.Settings/, which removes the last
key opened in Registry Editor and removes saved view settings. The names of these
sections are arbitrary; you should adopt names that make sense to you and stick with
them so you don’t confuse yourself down the road. For example, I often use the sec-
tion name [Reg.Settings/ in my .inf files.

On the Resource Kit CD This chapter’s sample files are on this book’s
companion CD in the folder Samples\chap08.

Listing 81 Samplel.inf

[Version]
Signature=$CHICAGO$

[DefaultInstall]
AddReg=Add.Settings
DelReg=Del.Settings

[Add.Settings]
HKCR,regfile\shell,,0,"edit"

[Del.Settings]
HKCU,Software\Microsoft\Windows\CurrentVersion\Applets\Regedit

Now you've had my two-dollar tour of an .inf file. The sections that follow
describe how to write the different parts of an .inf file. I'm focusing on using .inf
files to edit the registry, but you can do much more with them. The ultimate
resource for writing .inf files is bttp://msdn.microsoft.com/library/en-us
/install/bb/install/inf-format_7soi.asp on Microsoft’s Web site. This is the “.INF Files
and Directives” section of the Windows Driver Development Kit (DDK). Don’t let
the fact that this information is in the DDK scare you; it’s really straightforward and
useful for much more than installing device drivers.
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Customizing Default Settings

Windows XP Professional doesn’t invent its settings out of thin air. It uses
.inf files in the i386 distribution folder to initially create the registry’s hive
files when you install the operating system. These .inf files use the same
syntax | described in this chapter, so you should be able to customize them
easily. Here are the .inf files:

m Hivecls.inf This .inf file creates the settings in HKLM\SOFTWARE
(HKCR).

m Hivedef.inf This .inf file creates the settings in HKU\.DEFAULT. It also
creates the settings for the default user profile.

m Hivesft.inf This .inf file creates the settings in HKLM\SOFTWARE.

m Hivesys.inf This .inf file creates the settings in HKLM\SYSTEM.
You can change any of the Windows XP Professional default settings by
changing the setting in the hive files listed. This is in lieu of creating a
default user profile for Windows XP Professional. If you want to change file
associations for every computer in the organization, change them in the file
Hivecis.inf.

Starting with a Template

I never start .inf files from scratch. 1 can’t be bothered to remember the format of the
sections and directives, so I use a template. I'm lazy enough (or efficient enough)
that I add the template you see in Listing 8-2 to the Templates folder in my user pro-
file so that I can right-click in a folder and then click New, Setup Information File.
The easiest way is to first create the file Setup Information File.inf with the contents
of Listing 8-2 or copy it from the Samples\chap08 folder on this book’s companion
CD. The file name is template.inf. Then use Microsoft Tweak Ul to add the template.
It's a real timesaver.

More Info Tweak Ul is a killer utility that Microsoft provides for free. You
use it to customize a large variety of settings in Windows XP Professional.
You can download Tweak Ul from http.//www.microsoft.com/downloads.
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The reason why this template makes creating .inf files so easy is because I've
added comments to it. Comments begin with the semicolon (;) and add descriptive
information to the file. In this case, I described the format of the different directives
for each section. In the [Reg.Settings/ section, for example, you see the syntax for
adding values to the registry. In the /Bits.Set/ section, you see the format for setting
individual bits in a number. I often write .inf files that users can uninstall using Add
Or Remove Programs; the template in Listing 8-2 shows you how to do that. If you
don’t want users to uninstall the file and its settings, remove the /DefaultUninstall],
[Reg.Uninstall], [Inf.Copyl, [DestinationDirs], [SourceDisksNames], and [SourceDisks-
Files] sections and any linkages to those sections. In this template, all-capitalized
words are placeholders that I replace when I create an .inf file. For example, I
replace FILENAME with the .inf file’s actual name.

Listing 8-2 Template.inf

[Version]
Signature=$CHICAGO$

[DefaultInstalll]
BitReg=Bits.Set
AddReg=Reg.Settings
AddReg=Reg.Uninstall
CopyFiles=Inf.Copy

[DefaultUninstall]
BitReg=Bits.Clear
DelReg=Reg.Settings
DelReg=Reg.Uninstall
DelFiles=Inf.Copy

[Reg.Settings]

; ROOT,SUBKEY[,NAMEL, FLAGL,DATAI]1]
; FLAG:

;  0xP0000 - REG_SZ

;  0x00001 - REG_BINARY

;  0x10000 - REG_MULTI_SZ

;  0x20000 - REG_EXPAND_SZ

;  0x10001 - REG_DWORD

;  0x20001 - REG_NONE

[Bits.Set]

; ROOT,SUBKEY,NAME, FLAG,MASK,BYTE

; FLAG:
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; 0x00000 - Clear bits in mask
;  0x00001 - Set bits in mask

[Bits.Clear]

; ROOT,SUBKEY,NAME, FLAG,MASK,BYTE
; FLAG:

;  0x00000 - Clear bits in mask

;  0x00001 - Set bits in mask

[Reg.Uninstall]

HKCU, Software\Microsoft\Windows\CurrentVersion\Uninstall1\%NAME%
HKCU, Software\Microsoft\Windows\CurrentVersion\Uninstall\%NAME%,
DisplayName, , "%NAME%"

HKCU, Software\Microsoft\Windows\CurrentVersion\Uninstall\%NAME%,
UninstallString,,"Rund1132.exe setupapi.dll,InstallHinfSection
DefaultUninstall 132 %53%\Application Data\Custom\FILENAME"

s ROOT:
s HKCU
5 HKLM

[Inf.Copy]
FILENAME

[DestinationDirs]
Inf.Copy=53,Application Data\Custom

; DIRID:

; 10 - %SystemRoot%

;11 - %SystemRoot%\System32
;3 17 - %SystemRoot%\Inf

; 53 - %UserProfile%

; 54 - %SystemDrive%

;-1 - Absolute path

[SourceDisksNames]
55=%DISKNAME%

[SourceDisksFiles]
FILENAME=55

[Strings]
NAME "Jerry's NAME"
DISKNAME = "Setup Files"
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The first two lines in Listing 8-2 are the only ones required. The [Version/ sec-
tion and the Signature property identify the file as a valid .inf file. You must include
these two lines at the top of all your .inf files. Incidentally, Chicago was Microsoft’s
code name for Microsoft Windows 95, and so version=$CHICAGO$ identifies the file as
a Windows 95 .inf file. These days, $CHICAGOS indicates an .inf file that’s compat-
ible with all versions of Windows. Use §Windows 95§ if you want to indicate that
your .inf file is compatible with 16-bit versions of Windows only. Use §Windows
NT$ to indicate that your .inf file is compatible with 32-bit versions of Windows
only. Generally, I leave Signature set to $CHICAGOS.

Linking Sections Together

After the [Version/ section is usually the [Defaultinstall] section. As I said earlier, the
name of this section is arbitrary, but you should use [Defaultinstall] if you want users
to be able to install your .inf file by right-clicking it. The command associated with
the .7nf file extension references this section by name. This is the section that links
together your .inf file. You fill it with directives that tell the Setup API which sections
in the .inffile to process and what to do with them.

You saw this section in Listing 8-2. Each line in this section is a directive. The
Setup API supports a number of different directives, but the ones we care about in
this book are AddReg, DelReg, and BitReg. In the listing, you see a line that says
AddReg=Reg.Settings. This adds the settings listed in the [Reg.Settings/ section. The line
BitReg=Bits.Set sets the bit masks listed in the section /[Bits.Set/. As well, you can list
more than one section for each directive. You can duplicate a directive on multiple
lines, for example, or you can assign multiple sections to it: AddReg=
Sectionl,Section2,SectionN. For an example, see Listing 8-3, which is the file
sample2.inf in the Samples\chap08 folder on this book’s companion CD.

Listing 8-3 sample2.inf

[Version]
Signature=$CHICAGO$

[DefaultInstall]
AddReg=Reg.Settingsl,Reg.Settings2,Reg.Settings3
AddReg=Reg.Settings4

AddReg=Reg.Settings5

DeTReg=Reg.Settingsé

[Reg.Settingsl]
; Registry settings to add or change

[Reg.Settings2]
; Registry settings to add or change
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[Reg.Settings3]
; Registry settings to add or change

[Reg.Settings4]
; Registry settings to add or change

[Reg.Settings5]
; Registry settings to add or change

[Reg.Settings6]
; Registry keys and values to remove

Note The order of the AddReg and DelReg directives doesn’t matter. The
Setup API processes all DelReg directives first, followed by the AddReg
sections.

Adding Keys and Values

As you just saw, the AddReg directive in [Defauitinstall] indicates the names of sections
that contain settings you want to add to the registry. These are /add-registry-section] sec-
tions. You can add new keys, set default values, create new values, or modify exist-
ing values using an /add-registry-section/ section. And each section can contain
multiple entries. Each [add-registry-section]/ name must be unique in the .inf file.

Syntax

[add-registry-section]
rootkey, [subkey], [value], [flags], [data]

rootkey This is the root key containing the key or value you’re modifying. Use the
abbreviations: HKCR, HKCU, HKLM, or HKU.
subkey This is the subkey to create or the subkey in which to add or change a value.

This is optional. If missing, all operations are on the root key.

value This is the name of the value to create or modify if it exists. This value is
optional. If value is omitted and the flags and data parameters are given,
operations are on the key’s default value. If value, flags, and data are
omitted, you're adding a subkey.
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flags 0x00000000. Value is REG_SZ. This is the default if you omit flags.
0x00000001. Value is REG_BINARY.

0x00010000. Value is REG_MULTI_SZ.

0x00020000. Value is REG_EXPAND_SZ.

0x00010001. Value is REG_DWORD.

0x00020001. Value is REG_NONE.

0x00000002. Don’t overwrite existing keys and values. Combine this
flag with others by ORing them together.

0x00000004. Delete subkey from the registry, or delete value from sub-
key. Combine this flag with others by ORing them together.

W 0x00000008. Append data to value. This flag is valid only if value is
REG_MULTI_SZ. The string data is not appended if it already exists.
Combine this flag with 0x00010000 by ORing them together.

W 0x00000010. Create subkey, but ignore value and data if specified.
Combine this flag with others by ORing them together.

B 0x00000020. Set value only if it already exists. Combine this flag with
others by ORing them together.

W 0x00001000. Make the specified change in the 64-bit registry. If not
specified, the change is made to the native registry. Combine this flag
with others by ORing them together.

B 0x00004000. Make the specified change in the 32-bit registry. If not
specified, the change is made to the native registry. Combine this flag
with others by ORing them together.

data This is the data to write to value. If the value doesn't exist, the Setup API
creates it; if the value exists, the API overwrites it; if the value is
REG_MULTI_SZ and you set the 0x00010008 flag, the API adds the value to
the existing string list. If you omit data, the Setup API creates the value
without setting it. See the following example to learn how to format each
type of value.

Example

[Version]
Signature=$CHICAGO$

[DefaultInstalll
AddReg=Reg.Settings

[Reg.Settings]
; Sets the default value of HKCU\Software\Sample
HKCU,Software\Sample,,,"Default"”

; Creates a REG_SZ value called Sample
HKCU, Software\Sample,String,8x00000@,"String"

; Creates a REG_BINARY value called Binary
HKCU,Software\Sample,Binary,0x00001,00,01,30,05

; Creates a REG_MULTI_SZ value called Multisz
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HKCU, Software\Sample,Multisz,0x10000,"String 1ist”

; Creates a REG_DWORD value called Dword
HKCU,Software\Sample,Dword,0x10001,0x01010102

; Creates a REG_SZ value called Hello
HKLM, SOFTWARE\Sample,Hello,,"Wortd"

; Creates a REG_DWORD value and sets it to 0x0000
HKLM, SOFTWARE\Sample,Nothing,9x10001

Deleting Keys and Values

The [Defaultinstall] section’s DelReg directive specifies sections containing registry keys
and values to delete. These are [del-registry-section] sections. They are much simpler
than the /add-registry-section/ sections, but have similar rules: Each section can contain
multiple entries, and the name of each section must be unique.

Syntax

[del-registry-section]
rootkey, [subkey], [value], [flags], [data]

rootkey This is the root key containing the key or value you're deleting. Use the
abbreviations: HKCR, HKCU, HKLM, or HKU.

subkey This is the subkey to delete or subkey from which to delete a value. This is
optional. If missing, all operations are on the root key.

value This is the name of the value to delete. This value is optional. If value is
omitted, you're deleting subkey.

Jlags B 0x00002000. Deletes the entire subkey.

W 0x00004000. Make the specified change in the 32-bit registry. If not
specified, the change is made to the native registry. Combine this flag
with others by ORing them together.

B 0x00018002. If value is REG_MULTI_SZ, remove all strings matching
the string indicated by data.

data This is used only when flags is 0x00018002. This specifies the string to
remove from a REG_MULTI_SZ value.

Example

[Version]

Signature=$CHICAGO$

[DefaultInstalll
De1Reg=Reg.Settings

* [Reg.Settings]
; Removes the key HKCU\Software\Sample
HKCU,Software\Sample
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; Removes the value Hello from HKCU\Software\Sample
HKCU,Software\Sample,Hello

; Removes the string "World" from the REG_MULTI_SZ value Hello
HKCU,Software\Sample,Hel10,0x00018002,"Worid"

Setting and Clearing Bits

The BitReg directive is similar to the AddReg directive. You add it to the [Defaultinstall]
section to indicate the names of sections that contain bits you want to set and clear.
These are [bit-registry-section/ sections. Use the BitReg directive when you want to
work with bit masks in the registry. For example, if you want to enable certain user-
interface features in the value UserPreferencesMask, use this directive. Like the other
directives you learned about, each section can contain multiple entries, and the
name of each section must be unique.

In the following description of the syntax, notice the differences between the
[bit-registry-section] and [add-registry-section/ sections. The parameter value is not
optional. Also, the parameters mask and byte replace the value data. The parameter
mask is 8-bits long and indicates which bit you want to enable or disable. The
parameter byte indicates which byte in the binary value you want to modify. This
indicates bytes left to right, starting from 0. This is straightforward when working
with REG_BINARY values, but less so when working with REG_DWORD values.
Windows XP Professional stores REG_DWORD values in the registry in reverse-byte
order (little-endian architecture). To be sure, test your .inf files carefully to make
sure that you’re masking the bits you think you’re masking. Figure 8-3 shows the
relationship between value, mask, and byte. The value to which I'm applying the
mask is a REG_DWORD value stored in the registry in reverse-byte notation:
0x0180C000. Set the mask in byte 0, and the result is 0x0180C080. Clear the mask in
byte 1, and the result is 0x0140C080.

Byte

Set

Clear

Figure 8-3 The parameter byte indicates to which of a number’s bytes you want to
apply mask.
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Syntax

[bit-registry-section]
rootkey, [subkey], value, [flags], mask, byte

rootkey This is the root key containing the value you’re modifying. Use the
abbreviations: HKCR, HKCU, HKLM, or HKU.

subkey This is the subkey in which to change a value. This is optional. If missing, all
operations are on the root key.

value This is the name of the value to modify. This value is not optional and
should be a REG_DWORD or REG_BINARY value.

fags B 0x00000000. Clear the bits specified by mask.

B 0x00000001. Set the bits specified by mask.

B 0x00040000. Make the specified change in the 32-bit registry. If not
specified, the change is made to the native registry. Combine this flag
with others by ORing them together.

mask This is the byte-sized mask specifying the bits to set or clear in the specified
byte of value. Specify this value in hexadecimal notation. Bits that are 1 will
be set or cleared, depending on flags, and bits that are 0 will be ignored.

byte This specifies the byte in value to which you want to apply mask. The
leftmost byte is 0, the next is 1, and so on. Keep in mind that Windows XP
Professional stores REG_DWORD values in reverse-byte order when
specifying which byte on which to apply mask. Thus, in REG_DWORD
values, the rightmost byte is stored first in memory.

Example

[Version]
Signature=$CHICAGO$

[DefaultInstall]
BitReg=Bit.Settings

[Bit.Settings]
; Changes 50,00,10,00 to 31,00,10,00
HKCU,Software\Sample,Mask,0x0001,0x01,0

; Changes 50,00,F0,00 to 30,00,70,00
HKU,Software\Sample,Mask,0x0000,0x80,2

Using Strings in .inf Files

You can make your .inf files far easier to read if you use the [Strings/ section. Each
line in this section is a string in the format name="string". Then you can use that string
elsewhere in the .inf file by referencing it as %name%. This makes .inf files easier to
read in numerous ways (see Listing 8-4, which is also a good example of using the
BitReg directive and is on this book’s companion CD in the Samples\chap08 folder):
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m The [Strings/ section collects strings at the bottom of your .inf file so that you
can see them in one place.

m The /Strings/ section enables you to type a string one time and then use that
string in numerous places. The string is consistent throughout your .inf file.

B The [Strings/ section makes translating .inf files easier because localizable
strings are at the bottom of the file.

Listing 84 Sample3.inf

[Version]
Signature=$CHICAGO$

[DefaultInstall]
BitReg=Bits.Set
AddReg=Add.Settings
DelReg=Del.Settings

[Add.Settings]
HKCU,%HK_DESKTOP%,ActiveWndTrkTimeout,0x10001,1000
HKLM, %HK_SETUP%,RegisteredOwner, ,%0WNER%

[Del.Settings]
HKCU,%HK_EXPLORER%\MenuOrder

HKCU, %HK_EXPLORER%\RunMRU
HKCU,%HK_EXPLORER%\RecentDocs

HKCU, %HK_EXPLORER%\ComD1g32\LastVisitedMRU
HKCU, %HK_SEARCH%\ACMru

HKCU, %HK_INTERNET%\TypedURLs

[Bits.Set]
HKCU,%HK_DESKTOP%,UserPreferencesMask,1,0x01,0
HKCU, %HK_DESKTOP%,UserPreferencesMask,1,0x40,0

[Strings]

HK_DESKTOP="Control Panel\Desktop"
HK_EXPLORER="Software\Microsoft\Windows\CurrentVersion\Explorer"”
HK_SEARCH="Software\Microsoft\Search Assistant™
HK_INTERNET="Software\Microsoft\Internet Explorer"
HK_SETUP="SOFTWARE\Microsoft\Windows NT\CurrentVersion"
OWNER="Fuzzy Wuzzy Was a Bear"

Note Here's the truth-in-advertising bit: | seldom use strings because |
don't often localize .inf files. | use strings only when doing so really does
make the .inf file easier to read. In particular, when a line becomes so
long that it wraps, | use a string to shorten it. Alternatively, you can use the
line-continuation character, a backslash (\), to split lines. | also use 