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About This Book

" This book, AIX Files Reference for IBM RISC System/6000, describes the files used by the
Advanced Interactive Executive Operating System (AlX) for use on the RISC System/6000.
The various system files, file formats, special files, header files, and directories used by AlX,
its subsystems, and certain optional program products are covered in the Files Reference.

Who Should Use This Book

This book is intended for system managers and experienced C programmers as well as end
users with some knowledge of the AIX operating system. Readers of this book should have
a basic understanding of the workings of the AIX operating system, its components, and any
related subsystems for which file information is provided.

How to Use This Book

Overview of Contents
This book contains sections on the system files, special files, header files, and directories
that are provided with the operating system and optional program products. File formats
required for certain files that are generated by the system or an optional program are also
presented in a section of this book.

Highlighting
The following highlighting conventions are used in this book:
Bold Identifies commands, subroutines, keywords, files, structures, directories,
and other items whose names are predefined by the system.
ltalics Identifies parameters whose actual names or values are to be supplied by
the user.

Monospace ldentifies examples of specific data values, examples of text similar to what
you might see displayed, examples of portions of program code similar to
what you might write as a programmer, messages from the system, or
information you should actually type.

Related Publications |
The following books contain information about or related to the AlX files:
¢ IBM RISC System/6000 Quick Start Kit, Order Number SC23-2195.

o AIX General Concepts and Procedures for IBM RISC System/6000, Order Number
SC23-2202.

s AIX Editing Concepts and Procedures for IBM RISC System/6000, Order Number
SC23-2212-0.
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e AIX Communication Concepts and Procedures for IBM RISC System/6000, Order
Number SC23-2203.

o AIX Commands Reference for IBM RISC System/6000, Order Number SC23-2199.

e AIX Calls and Subroutines Reference for IBM RISC System/6000, Order Number
SC23-2198. _

e A/X General Programming Concepts for IBM RISC System/6000, Order Number
SC23-2205.

e AlX User Interface Programming Concepts for IBM RISC System/6000, Order Number
SC23-2209.

o AIX Communications Programming Concepts for IBM RISC System/6000, Order Number
SC23-2206.

o AIX Graphics Programming Concepts for IBM RISC System/6000, Order Number
SC23-2208.

e |BM 3270 Connection Technical Reference, Order Number GA23-0339.

Ordering Additional Copies of This Book

To order additional copies of this book, use Order Number SC23-2200.

viii AIX Files Reference



Contents

Chapter 1. AIXSystem Files .........ccoviiiiiriiiernvrniraninrannnns 1-1
backupFile .................. e et ee et et at et 1-2
binemds File .. ... ... e e 1-5
ConfigFile .. .. . i e e e 1-7
AirFile .. ot ettt e 1-11
distfile File .. ... oo e i e i e 1-12
dumpdates File ....... ..ottt i i it i i s 1-15
emaltdefs.pFile .........c.o it i i s 1-16
emdefspFile ...... ... i e e 1-17
BNVIrON File . ... e e 1i-18
environmentFile ... ... .. . e e e 1-20
egnehar File . ... . i i e e e 1-22
events File ... ... .. e e 1-23
filesystems File .. ... ... . i i e e 1-25
IS File . e e e 1-28
OPS File Lo e e 1-32
fete/group File . ... e s 1-35
lete/security/group File ... ..ot e e e e 1-37
nittab File .. ... e e 1-39
node File ... i e e 142
mits File . ... e 1-46
logincfg File ... e 1-48
mkuserdefault File .. ....... ... . . i 1-51 .
objects File . ... . e e e e e 1-52
fete/passwd File ... ... ... e e 1-53
letc/security/passwd File .. .. ... oo e 1-55
PCSimulatorttylog File .......... . ..ottt 1-57
POt File . e e e 1~-64
geonfig File ..o e e 1-66
streamemds File ...... .. .. . e 169
sysck.cfgFile ...... H e e e et e e et e e 1-71
ferminfo File . ... i e e e 1-73
Typesof Capabilities . ............ oot e 1-74
Listof Capabilities ......... .. .o i i i e i 1-74
Preparing Descriptions ... ... it e 1-80
Basic Capabilities . ...... ..o e 1-81
Parameterized Strings ... .. i e 1-82
Cursor Motions . ... e 1-83
Area ClBars . . it e e 1-84
Insert/Delete Line . ... ... .. .. . i 1-84
Highlighting, Underlining, and VisualBells .. .......... ... ... .. ... ...... 1-85
Keypad ... e 1-86
USEr File ..o i e e e e e 1-91
VIS File Lo e e e e e 1-95
varindefs Fille .. ... i i e e s 1-97

Contents ix



X

BNUaAUdit File ... ..ot i i i e e e et e e et i
BNU Command (C.*) Files .............. e Y e e e ettt e,
BNUData (D) Files . ...coiii ittt i it et it ettt i e e
BNU errors File .......... e e et e e e e

BNU Execute (X.*) Files

BNUForeign File . . ...t i it e i ittt a e

BNU remote.unknown Fi

2 Y

BNU Temporary (TM.*) Files . ... ... oo i
BNUxferstats File . ...ttt ittt it et it i aeeaaeenn
HCON 789 _ctbl File ..ottt e i ettt it i e aiann
HCON €789 _kitbl File ........cci it i ittt ieaenannns
Mail aliases File .........cc i i i e et et e i
Mailsendmail.cf File ....... ...ttt i ittt i iiieeeeeen
MH maildelivery File . .. .. ... .. e
MH .mh_profile File .. ... ... e
MHmhlformat File ........ ... i e et it e e e eieeenn
MHmtstailor File . ... i i e ittt e i i
NFSbootparams File ...........c.iiii it e e i it enneann
NFSexportsFile . ...... ... e e e et e e
NFSnetworks File ... ... i e i i e e eann v
NFES IPC File .ot i i e e ettt et s
NFES Xtab Flle ...ttt i i i i ittt et it it et it e e
NISethers File . ........oiiiiiii it ittt ettt ieanaann
NIS netgroup File . ... o i e e
NISnetmasks File . ... i i i et ettt ie e e ieeaen
NIS publickey File . ........ .o i i i i et nas
NiISupdaters File ..........c.ociiiiiiiiiii it et iiinanns

SNMP smpl.pwinput File

SNMP snmptrapdestFile ....... ...t i e
TCP/IP retepip File ..o e
Chapter 2. FileFormats .............ciotennrnnenernnnnnnas eeneeees
File Formats Overview . ........c. ottt ittt e e e eeanes
acctFile Format ............. . e
a0UtFile Format . .......ci it i i e et e e
Access Routinesforthea.outFile ........... . ...,
File Header Sectionofthea.outFile . . .......... ... .. ... i i,
Optional Auxiliary Header forthe a.outFile ................ ... . .......
Section Headers forthe a.outFile .......... .. iviiiiiiennnnn..
Raw Data Sections forthea.outFile ........... ... .. ..o i,
Relocation Information forthe a.outFile .. ........... ... i ...
Line Number Information forthe a.outFile ........... ... ... ... .. ...,
Special Data Sections for the a.outFile .................. [P
Loader Section ... ..ottt i e e e i e
Debug Section ...... ... i i e e e e e
TYPChK SeCtion .. ...ttt i i it i e e e
Exception Section . ... e e

AIX Files Reference

2-10
2-11
2-12
2-13
2-15
2-15
2-16
2-18
2-18
2-19



Symbol Table forthea.outFile ....... ... ... ... i,

Symbol Table Storage

Classes(n_sclass) ..........coiiiiieinnn...

Storage Classes by Usage and Symbol Value Classification . ............
Symbol Values (n_value) .........oiiiiiiiiiiiii ittt
Section Numbers (n_scnum) ....... ... it
Section Numbers and StorageClasses .............ccoiiviinnnnn..
Symbol Table Implementation Specifics .. ..............ciiiiiiaa...
Symbol Table Auxiliary Entry Formats for the a.outFile ...................
Csect (External) Auxiliary Entry . ... .. ..o i
Function Auxiliary Entry . ........ .o i
File Name Auxiliary Entry . .. ... i

dbx Stabstring Grammar

String Table for the a.out
arFile Format ..........
audit File Format ........
core File Format ........
cpio File Format ........
nterm File Format .......
profile File Format . ......
sccsfile File Format . ... ..
troff File Format ........
troft Font File Format ....

(C, COBOL, Pascal, FORTRAN, and Modula-2) . ...
1=

-------------------------------------------
...........................................
...........................................
...........................................
...........................................
...........................................
...........................................
...........................................

...........................................

utmp, wtmp, failediogin FileFormat . ......... ... .. .. ... .. L.,

ATE ate.def File Format ..

...........................................

ATE Dialing Directory File Format . .. .. ......coiinii it iiiiieenenen

BNU Devices File Format .
BNU Dialcodes File Format
BNU Dialers File Format . .

...........................................

..........................................

-------------------------------------------

BNU Maxuuscheds File Format ........... . ittt
BNU Maxuuxgts File Format . .. ....... ..ottt i e e
BNU Permissions File Format .............co ittt
LOGNAME and MACHINEENtries ........coviiiiiiiiiii it iieiennen
Combined LOGNAME and MACHINE Entries ..............c.covvuvvnn..
Format of Option/Value Pairs ...ttt

LOGNAME Entry .....
MACHINE Entry ......
CALLBACK Option . ...
COMMANDS Option . . .

...........................................

...........................................

-------------------------------------------

...........................................

NOREAD and NOWRITEOptions . ......ccoiiiiiniinninii e
READ and WRITE Options . .. ...ttt i i i e it eenaen

REQUEST Option.. . ...
SENDFILES Option ...
VALIDATE Option . .. ..

...........................................

-------------------------------------------

Providing Default Access to Remote Systems ..........................
Providing Less Restricted Access to Remote Systems ...................
Combining LOGNAME and MACHINE Entries ... ............ccouvino..
Allowing Accessto Unnamed Systems  .............ciiiiiiiiinrnenn.

BNU Poll File Format ....

...........................................

Contents

2-20
2-21
2-22
2-24
2-25
2-25
2-26
2-27
2-27
2-28
2-28
2-29
2-38
2-39
2-42
2-44
2-46
2-48
2-52
2-53
2-57
2-60
2-63
2-65
2-71
2-73
2-80
2-82
2-87
2-88
2-89
2-90
2-91
2-91
2-93
2-94
2-96
2-96
2-97
2-97
2-98
2-99
2-99
2-100
2-100
2-101
2-101
2-104
2-106

xi



xii

EM78 Customization File Format ..............co i,
HCON e789_ctbl.pFile Format .. .......... ...ttt iiinannnn.
HCON e789 ktblpFileFormat ............ ... i,
HCONfunc_names File Format ............cuitiiiiiiin it
HCON keynames File Format . ..........coiiiinii ittt ieieeannnn
HCONnIs_names File Format .............ciiiiiiiiiiiiiiiininnnnnn.
MHAliasFile Format . .......... it i i ittt e e aeeanns
PC Simulator Startup File Format ...ttt
TCP/IP .3270keys File Format ...ttt ittt it ieiianenenn
TCP/IP Domain Cache File Format . ...ttt
TCP/IPDomainDataFile Format ...............cciiitiiiiiiiiinnnnnnn.
TCP/IP Domain Local DataFile Format ................. ... i,
TCP/IP Domain Reverse DataFileFormat . ........... ... ...,
TCP/IP ftpusers File Format ............ciiiiiiiiii ittt i
TCP/IP gated.confFile Format ........... ..ottt

Controlling Trace Output . . ... ..ottt i it e et e i ieene s

Specifying the Levelof Trace Qutput . ........ ... ...,

Selecting Routing Protocols . ...........cciiiiiiiiiiiii i,

Using the gated Daemon with the RIP Protocol .......................
Using the gated Daemon with the HELLO Protocol ....................
Using the gated Daemon with the EGP Protocol ......................

Managing Routing Information ............. .. ... .. i il

Specifying RIP or HELLO Gateways to Which the gated Daemon Listens ..

Specifying Gateways for the gated Daemon to Send RIP or
HELLO Information .......... ... .. i,

Turning Routing Protocols Onand Off by Interface ....................
Stopping the gated Daemon from Timing Out Interfaces ................
Specifying an Interface Metric .......... ... .. .. . i,
Providing Hooks for Fallback Routing . . .. ........... ... .. . ...
Specifying InformationtoBelgnored .............. ... ... il
Specifying Network or Host Information to Which the gated Daemon Listens
Restricting Announcements of NetworksandHosts . ...................
Defininga Defaut EGP Metric ............ .. ... it ..
Defining a Default Gateway .............cccuiiiiniiiiinnnennenn.
Installinga StaticRoute ............ ... i
Restricting EGP Announcements ............ccoiiiiiiiiirnnennenn.
Specifying Invalid Networks . ....... ...ttt i,

Managing Autonomous SystemRouting . . ......... .. ... il

Validating Networks from an Independent (Autonomous) System .........
Controlling Exchange of Routing Information Between Autonomous Systems

Setting Up a gated.conf File for EGP Routing ..................ccoooa..
TCP/IP gateways File Format . ......... ..ottt
TCP/IPhosts File Format .......... ...ttt
TCP/IP hosts.equivFile Format ................coiuiiiiiiniininnnnnnn.
TCP/IP hosts.dpd File Format . ...ttt ittt iannn.
TCP/IPinetd.confFile Format . ......... ... . ittt
TCP/IP named.bootFile Format ........... ..o iiiiiaenn.

AlX Files Reference

2-114
2-119
2-123
2-125
2-127
2-129
2-131
2-134
2-136
2-138
2-140
2-144
2-147
2-150
2-151
2-151
2-151
2-152
2-1562
2-152
2-153
2-156
2-156

2-156
2-156
2-156
2-157
2-157
2-157
2-158
2-158
2-159
2-160
2-160
2-160
2-161
2-161
2-161
2-162
2-162
2-164
2-167
2-169
2-170
2-171
2-174



TCP/IP .netrc File Format . ....
TCP/IP networks File Format . .
TCP/IP protocols File Format . .
TCP/IP rc.net File Format .....
TCP/IP resolv.conf File Format .

---------------------------------------

.......................................

TCP/IP .rthosts File FOrmat . ....coi ittt sttt et ettt aeannennns

TCP/IP services File Format . . .

TCP/IP Standard Resource Record Format .............coviiiinneninnnnn

Field Definitions ..........
Special Characters ........
Special Types of Lines .....
Resource Record Types .. ..
Start of Authority Record .
Name Server Record . ...
Address Record ........
Host Information Record .

---------------------------------------

Well-Known Services Record . ......ooi ittt ittt it iiiieteeennnes

Canonical Name Record .
IN-ADDR.ARPA Record .

Domain Name PointerRecord ........ccoiviiiiiiiiieiirennnnanns

Gateway PTR Record ...
Mailbox Record ........

Mail Rename Name Record ............ ... ... oottt

Mailbox Information Record

Mail GroupMemberRecord ...........c.ciiiiiiii it

Mail Exchanger Record ..
tip phones File Format .......
tip remote File Format........
tip .tiprc File Format .........

Chapter 3. Special Files .....
Special Files Overview .......
3270cn Special File . . ........
bus Special File ............
cd SpecialFile .............
console Special File .........
dump Special Files ..........
entn Special File ............
error SpecialFile . ...........
fd Special File ..............
hft Special File .............

.......................................

.......................................

.......................................

.......................................

---------------------------------------

.......................................

.......................................

.......................................

---------------------------------------

HFT Physical and Virtual Terminals .......... ... ..o,

HFT Initial State ..........
HFT Virtual Terminal Modes .
HFT Operations ..........
HFT Query ioctl Operations .

---------------------------------------

Get Virtual Terminal ID (HFTGETID) .........cciiiiiiiiiiiiiinne,
Query /O Error (HFQERROR) . .. ... . ittt ieaeennn

Query Device (HFTQDEV)

.......................................

Contents

2-178
2-180
2-181
2-182
2-185
2—-187
2-188
2-190
2-190
2-191
2-191
2-192
2-192
2-193
2-193
2-194
2-194
2-195
2-195
2-196
2-196
2-197
2-197
2-197
2-198
2-198
2-200
2-202
2-206

3-11
3-12
3-14
3-17
3-18
3-21
3-22
3-25
3-25
3-25
3-26
3-26
3-26
3-27
3-27
3-27

xiii



Query (HFQUERY ) . ..ottt et e et e e et e e e
Query Physical Display IDsCommand ..............cccivvvunnn..
Query Physical DeviceCommand ...............coitiiiiiennennn.
Query Mouse Command, Query TabletCommand ..................
Query Lighted Programmable Function Keys (LPFKs) Command . ......
QueryDialsCommand . ...........coiiiiiiiririereiinnnnnnnn
Query Presentation SpaceCommand ................c.cccvvvuven..
Query Software KeyboardsCommand ... ...............cciiiennn..
Query HFT DeviceCommand ...............ccuiiiinennnnnnnnnn.
Query Keyboard Status Command .................ccovvuiienn..
Query Retract Device IDCommand . ..............cciiiiinienn..

Query Screen Manager (HFTQSMGR) ...............cooiiiiinnn..

HFT Special ioctl Operations . ...........c.ciiiiiiiiiiniinnnnnennenns

Reconfigure (HFRCONF) .. ...ttt i e i it e

Set Echo (HFTSECHO) and Break Maps (HFTSBREAK) ...............

SetKeyboard Map (HFSKBD) ........ ..ottt
HFMAPCHAR and HFMAPNONSP . ... ... . ittt i
HEMAPSTR .. o i e e e ettt e e
HEMAPFUNC . . .. i i it i et et et ettt e e

Enable and Disable Sound Signal (HFESOUND and HFDSOUND) .......

Enter and Exit Monitor Mode (HFSMON and HFCMON) ................

Control Screen Manager (HFTCSMGR) . .............coiiiiiinnnn...

Enable Software Keyboard (HFESWKBD) ............c.coivinniinnnn

Change Locator (HFCHGLOC) .........cciiiiiiiiiiiineinnnennns

HFTread Operations . ..........c.ciiriiiiiiin ittt ietinenennnn
Untranslated Keyboard Input . .......... ... oo,
Input Device Report . ...ttt it it

HFT General write Operations . ............oiiuiiiieinenennennnenns

SetProtocolModes ......... ... i e

SetKeyboard LEDS . .......ciiiiiiinin ittt ittt ienenennns

Set LPFKs and Set Dial Granularities .................c.cviiiein..

Write Sound

Cancel SouNd . ...t e e e e e
Change Physical Display ..........ccviiiiiiiininiiininnnannnn
HFT KSR write Operations . ...........ciiiiiiiniiniiiii e,
SetKSR COIOrMap .......oiiiii ittt i ittt
Change Fonts ........ e e e e e e e
Redefine Cursor Representation .............c.cciiiiiiiiiininnnnn.

HFT MOM write

Operations ...........iiiiiiiii ittt

SCreen Request ......oviii it i i it e e et et e,
Input Ring Buffer Definition . . ........ ... i i i
ScreenRelease ........ ... e e e e

hia0 Special File .
Ip Special File ...
Ivdd Special File .

..................................................

mem Special File and kmem SpecialFile ............ ... .. ... ... .......

mpgn Special File
null Special File . .
nvram Special File

XiV  AIX Files Reference

..................................................

3-28
3-28
3-29
3-31
3-32
3-32
3-32
3-33
3-34
3-34
3-35
3-35
3-36
3-36
3-37
3-37
3-38
3-38
3-39
3-40
3-40
3-40
341
3-41
3-42
3-43
3-43
3-45
3-45
3-47
3-47
3-47
3-48
3-48
3-49
3-49
349
3-49
3-50
3-50
3-51
3-51
3-53
3-57
3-61
3-65
3-68
3-71
3-72



pty Special File ......
rhdisk Special File . . ..
rmt Special File ... ...
scsi Special File .....
tokn Special File .. ...
trace Special File ....
tty Special File ......

..............................................

----------------------------------------------

..............................................

..............................................

Chapter4.HeaderFiles ............iiiiiiiinrineecrnnnrennccrennnns

Header Files Overview
dirent.hFile .........
fentl.lh File .........
flock.h File..........
fullstat.h File ........
limits.hFile .........
math.hFile .........
mode.h File .........
param.h File ........
pollhFile ..........
sem.hFile ..........
sgttyhFile..........
Basic sgtty.h Modes
Basicioctls .......
Uppercase Terminals
Special Characters .
LocalMode .......

..............................................

..............................................

..............................................

..............................................

----------------------------------------------

.............................................

----------------------------------------------

..............................................

Local Special Characters ..............cciiiiiiiiii i,

srcobj.hFile ........
stathFile ..........
statfs.h File .........
termio.h File ........
termios.h File .......

..............................................

..............................................

Modem Control Operations .......... ...ttt iininnenannnnannn,

types.h File .........
unistd.h File ........
utmp.h File .........
values.h File ........
vmount.h File .......
HCON fxconst.inc File .
HCON fxfer.h File . ...
HCON fxfer.inc File . . .
HCON fxhfile.inc File .
HCON g32_api.h File .
HCON g32const.inc File
HCON g32hfile.inc File
HCON g32_keys.h File
HCON g32keys.inc File
HCON g32types.inc File

..............................................
..............................................
..............................................
..............................................
..............................................
..............................................
..............................................
..............................................
..............................................
..............................................

.............................................

Contents

3-75
3-78
3-81
3-85
3-86
3-89
3-90

4-1
4-2
4-5
4-6
4-8

4-10

4-12

4-15

4-17

4-20

4-21

4-23

4-27

4-27

4-29

4-31

4-31

4-32

4-32

4-34

4-36

4-39

4-41

4-50

4-59

4-61

4-63

4-65

4-67

4-69

4-71

4-72

4-74

4-75

4-76

4-80

4-82

4-84

4-86

4-88

XV



XVvi

SNAIUXSNA h File ... i i i i i it ittt et et e
Structures ............cciiiiial e e e e e
Constant Definitions . .................. ettt
RequestCodeConstants ........... ...t iiiiiiiiiiiiiinnennnes

Sockets INh File .. ... it it i ittt et it i it e

Socketsnetdb.h File ...... ... i i i i i et i
SocketsresolvhFile ...t i e e
Sockets socketh File ......... ... . i it
Socketssocketvarh File ........ . ittt i e i i i e e
Sockets Unh File .. i i i e e e e e e
X2E x25sdefs. h File ... ...t i i et it s e

Chapter 5. Directores . .......coiivi it it ieninanssrresnscseansanssnns

BNU /6tc/I0ckS DIF€CIOTY . . .o ot ettt ettt et et it e e e i '

BNU /usr/spool/uucp DIreCtory .. .....o it ittt ettt
BNU /usr/spool/uucp/ Admin Directory .. ...
BNU /usr/spooi/uucp/.Corrupt Directory . ......... ...,
BNU /usr/spool/uucp/.Log Directories ... ....... ...,
BNU /usr/spool/uucp/.Old Directory . ........ciiiiiiiin i,
BNU /usr/spool/uucp/.Status Directory . ... ...
BNU /usr/spool/uucp/SystemName Directories . . . ...........coiiininn.,
BNU /usr/spool/uucp/.Workspace Directory ............... ..o,
BNU /usr/spool/uucp/. Xqtdir Directory .......... ot ininnii i,
BNU /usr/spool/uucppublicDirectory . ... ... ... i
HCON /usr/lib/hcon Directory ....... ...ttt iit e ieieneneenenennnnn.
Mail /usr/spool/mqueue Directory

......................................

AlX Files Reference

5-11
5-12
5-13
5-14
5-17



Chapter 1. AIX System Files

Chapter 1. AIX System Files 1-1



backup

backup File

Purpose
Copies the file system onto temporary storage media.

Description
A backup of the file system provides protection against substantial data loss due to
accidents or error. The backup command writes file system backups, and conversely, the
restore command reads file system backups. The backup contains several different types of
header records along with the data in each file that is backed up.

Header Records
The different types of header records for the AlX Version 3 by name backups are:

FS_VOLUME Exists on every volume and holds the volume label.
FS_NAME_X Holds a description of a file backed up by name.
FS_END Indicates the end of the backup. This header appears at the end of

the last volume.
The different types of header records for the AlX Version 3 by i-node and name backups are:

TS_TAPE Exists on every volume and holds the volume label.
TS_BITS Describes the directory structure.
TS_CLRI Describes the unused i-node numbers on the backup system.

TS_INODE Describes the file.
TS_ADDR A continuation of the preceding file.

TS_END Indicates the end of the backup.

The descriptions of the fields of the header structure for by i-node backups are:

c_type The header type.

c_date The current dump date.

c_ddate The file system dump date.

c_volume The volume number.

c_tapea The number of the current header record.

c_inumber The inode number on this record.

c_magic The magic number.

c_checksum The value that would make the record sum to the CHECKSUM value.
bsd_c_dinode A copy of the bsd inode as it appears on the bsd filesystem.

c_count The number of characters in the ¢_addr field.
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c_addr A character array that describes the blocks being dumped for the file.
xix_flag ~ Set to the XIX_MAGIC value if doing the backup of an AIX Version 3 file
system,

xix_dinode The real dinode from the AlX Version 3 file system.

Each volume except the last ends with a tapemark (read as an end of file). The last volume

ends with a TS_END record and then the tapemark.

For more information on AIX Version 2 by name and by i-node header formats please

consult your Version 2 documentation.

By Name Format
The format of an AIX Version 3 by name backup is:

FS_VOLUME

FS_NAME_X (before each file)
File Data

FS_END

The AIX Version 3 header formats for by name backups are not the same as the Version 2

header formats.

By i-node Format
The format of an AlX Version 3 by i-node backup follows:

TS_VOLUME
TS_BITS
TS_CLRI
TS_INODE
TS_END

A detailed description of the by i-node header file follows:
union u_spcl {

char dummy[TP_BSIZE];

struct s_spcl {

int c_type;

tinme_t c_date;

time_t c_ddate;

int c_volume;

daddr_t c_tapea;

ino_t c_inumber;

int c_magic;

int c_checksum;

struct bsd_dinode bsd_c_dinode;

int c_count;

char c_addr[TP_NINDIR];

int xix_ flag;

struct dinode xix_dinode;
} s_spcl;

} u_specl;

4 *
g *
12
16
20
24
28
32
160
164
676
680
800

/
/
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Constants

Constants used to distinguish these different types.of headers and define other variables

are:

#define
#define
#define
#define
#define

#define
#define
#define

#define
#define
#define
#define
#define

#define

OSF_MAGIC
NFS_MAGIC
XIX_MAGIC
BYNAME_MAGIC
PACKED_MAGIC

CHECKSUM
TP_BSIZE
TP_NINDIR

FS_VOLUME
FS_END 7
FS_NAME_X
SIZSTR 16
DUMNAME 4

FXLEN

Implementation Specifics
This command is part of AIX Base Operating System (BOS) Runtime.

Related Information

The filesystems file format.

(int)60011
(int) 60012
(int)60013
(int) 60011
(int) 60012

(int)84446
1024

/*
/*
/*
/*

New File System Magic */
Magic number for AIXv3 */
2.x magic number */2.x
2,.x magic number for

Huffman packed format*/

/*
/*

(TP_BSIZE/2)/*

0

10

80

in
/*
/*
/ *

checksum magic number */
tape block size */

number of indirect pointers
an inode record */

denotes a volume header
denotes an end of backup */
denotes file header */

/*string size in volume header

/*

dummy name length for

FS_NAME_X */

/*

length of file index */

The backup command, pack command, restore command.

The Backup Overview in General Concepts and Procedures provides information on
different methods of backing up, restoring process, different types of backup media, and

guidelines for backup policies.

The File Systems Overview in General Concepts and Procedures explains file system types,
management, structure, and maintenance.
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bincmds File

Purpose

Contains the shell commands that process audit bin data.

Description

Security

Examples

The /etc/security/audit/bincmds file is an ASCII template file that contains the backend
commands that process audit bin file records. The path name of this file is defined in the bin
stanza of the /etc/security/audit/config file.

This file contains command lines each composed of one or more commands with input and
output that can be piped together or redirected. Although the commands usually are one or
more of the audit system commands (the auditcat command, the auditpr command, the
auditselect command), this is not a requirement.

As each bin file is filled by the kernel, the auditbin daemon invokes each command to
process the bin records, substituting the names of the current bin file and the audit trail file
for any $trail and $bin strings in the commands.

The commands are executed by the trusted shell (TSH). This means that the path names in
the commands must be absolute, and that environment variable substitution may be limited.
See the discussion of the tsh command for more information.

Access Control: This file should grant read (r) access to the root user and members of the
audit group and grant write (w) access only to the root user.

1. To compress audit bin records and append them to the system audit trail file, include the
following line in the /etc/security/audit/bincmds file:

/etc/auditcat —p —o $trail $bin

When the command runs, the names of the current bin file and the system audit trail file

are substituted for the $bin and $trail strings. Records are compressed and appended to
the /audit/trail file.

2. To select the audit events from each bin file that are unsuccessful because of
authentication or privilege reasons, pack the audit events in a bin, and append the events
to the /audit/trail.violations file, you must include the following line in the
letc/security/audit/bincmds file:

/etc/auditselect —e "result == fail auth || \
result == fail priv” $bin || \

/etc/auditcat —p —~o \

/audit/trail.violations

3. To create a hard copy audit log of all local user authentication audit events, include the
following line in the /etc/security/audit/bincmds file:

/etc/auditselect —e "event == USER_Login || \
event = USER_SU” $bin || \
/etc/auditpr —t2 —v >/dev/lpr3

Adjust the printer name to fit your requirements.
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Implementation Specifics
This file is part of AIX Base Operating System (BOS) Runtime.

Files
letc/security/audit/bincmds Specified the path to the file.
/etc/security/audit/config Contains audit system configuration information.
/etc/security/audit/events Contains the audit events of the system.
/etc/security/audit/objects Contains information about audited objects
(files).
/etc/security/audit/streamcmds Contains auditstream commands.

Related Information

The audit command, auditbin daemon, auditcat command, auditpr command, auditselect
command, tsh command. :

To see the steps you must take to establish an Auditing System, refer to How to Set Up an
Auditing System in General Concepts and Procedures.

For more information about the identification and authentication of users, discretionary
access control, the trusted computing base, and auditing, refer to Security Introduction in
General Concepts and Procedures.
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config File

Purpose
Contains audit system configuration information.

Description
The /etc/security/audit/config file is an ASCII stanza file that contains audit system
configuration information. This file contains five stanzas: start, bin, stream, classes, and
users.

start Stanza
The start stanza contains the attributes used by the audit start command to initialize the

audit system. The format follows:

start:
binmode = off | on | panic
streammode = off | on

The attributes are defined as follows:

binmode Controls whether bin collection is used.
off Bin collection is not used. This is the default value.
on Bin collection is used. This value starts the auditbin daemon.

panic  Bin collection is used. This value starts the auditbin daemon. if
an audit record cannot be written to a bin, the kernel shuts down
the operating system. This mode should be specified for
conditions during which the system must be working properly.

streammode Controls whether stream data collection, as defined in the
letc/security/streamcmds file, is configured at the start up of the audit

system.
off Stream data collection is not enabled.
on Stream data collection is enabled. This is the default value.

If neither collection mode is defined or if both modes are in the off state, subsystem
configuration is done.

bin Stanza _
The bin stanza contains the attributes used by the auditbin daemon to set up bin mode

auditing. The format follows:

bin:
trail = PathName
binl = PathName

bin2 = PathName
binsize = DecimalString

cmds = PathName

Chapter 1. AIX System Files ~ 1=7



config

Bin mode parameters are defined as follows:

trail Specifies the path name of the audit trail file. When this is defined, the
auditbin daemon can substitute the path name of the audit trail file for the
$trail string in the backend commands that it calls.

bin1 Specifies the path name that the auditbin daemon uses for its primary bin file.

If the $bin string is the parameter value, the auditbin daemon substitutes the
name of the current bin file.

bin2 Specifies the path name that the auditbin daemon uses for its secondary bin
file. If the $bin string is the parameter value, the auditbin daemon substitutes
the name of the current bin file.

binsize Specifies a decimal integer string that defines the threshold size (in bytes) of
each audit bin.

cmds Specifies the path name of the file that contains the audit backend commands
called by the auditbin daemon. The file contains command lines, each
composed of one or more backend commands with input and output that can
be piped together or redirected. See the description of the
/etc/security/audit/bincmds file for more information.

stream Stanza

The stream stanza contains the attributes that the audit start command uses to set up initial
stream mode auditing. The format follows:

cmds = PathName

The PathName parameter identifies the file that contains the stream commands that are
started at the initialization of the audit system. These commands can use shell piping and
redirection, but no substitution of path names is performed on $trail or $bin strings.

classes Stanza

The classes stanza defines audit classes (sets of audit events) to the system.

Each audit class name must be less than 16 characters and be unique on the system. The
system supports up to 32 audit classes, with ALL as the last class. The audit events in the
class must be defined in the /etc/security/audit/events file.

classes:
auditclass = auditevent, ...auditevent

See Examples for an illustration.

users Stanza

The users stanza defines audit classes (sets of events) for each user. The classes are
defined to the operating system kernel.

The format is as follows:

users:
UserName = auditclass, ... auditclass
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Examples

config

Each UserName attribute must be the login name of a system user, and each auditclass
parameter should be defined in the classes stanza.

To establish the audit activities for a user, use the chuser command with the auditclasses
attribute.

Access Control: This file should grant read (r) access to the root user and members of the
audit group and write (w) access only to the root user.

Event Information
AUD_CONFIG_WR filename

1. To define audit classes, add a line to the classes stanza of the
letc/security/audit/config file for each set of events that you want to assign to a class:

classes:
general = USER_SU,PASSWORD_Change,FILE_Unlink,
FILE_Link,FILE_Remove
system = USER_Change,GROUP_Change,USER_Create,
GROUP_Create
init = login, USER_Logout

These specific audit events and audit classes are described in How to Set Up an Audit
System.

2. To establish the audit activities for each user, use the chuser command with the
auditclasses attribute for each user for whom you want to define audit classes (sets of
audit events):

chuser "auditclasses=general,init,system” dave
chuser "auditclasses=general,init” mary

These chuser commands create the following lines in the users stanza of the
letc/security/audit/config file:

users:
dave=general,init,system
mary=general,init

This configuration includes dave, the administrator of the system, and mary, an
employee who updates information.

3. To enable the auditing system, turn on bin data collection, and turn off initial stream data
collection, add the following to the start stanza of the /etc/security/audit/config file:

start:
binmode = on
streammode = off
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4. To enable the auditbin daemon to set up bin collection, add attributes to the
bin stanza of the /etc/security/audit/config file:

start:
binmode = on
bin:
trail = /audit/trail
binl = /audit/binl
bin2 = /audit/bin2
binsize = 25000
cmds = /etc/security/audit/bincmds

The attribute values in the preceding stanza enable the audit system to collect bin files of
data and store the records in a long—term audit trail.

5. To enable the auditbin daemon to set up stream collection, add lines to the start stanza
and the stream stanza of the /etc/security/audit/config file:

start:
streammode = on

stream:
cmds = /etc/security/audit/streamcmds

Implementation Specifics
This command is part of AIX Base Operating System (BOS) Runtime.

Files
/etc/security/audit/config Specifies the path to the file.
/etc/security/audit/objects Contains information about audited objects.
/etc/security/audit/events Contains the audit events of the system.
/etc/security/audit/bincmds Contains auditbin backend commands.
/etc/security/audit/streamcmds Contains auditstream commands.

Related Information
The audit command, auditbin daemon, chuser command.

The auditproc¢ subroutine.

To see the steps you must take to establish an Auditing System, refer to How to Set Up an
Auditing System in General Concepts and Procedures.

For more information about the identification and authentication of users, discretionary

access control, the trusted computing base, and auditing, refer to Security Introduction in
General Concepts and Procedures.
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dir File
Purpose

Describes the format of a directory.
Description

A directory is a file that contains information and structures necessary to define a file
hierarchy. A file is interpreted as a directory by the system if it has the S_IFDIR file mode. All
modifications to the structure of a directory must be performed under control of the operating
system.

The AIX directory file format accommodates component names of up to 256 characters. This
is accomplished through the use of a variable—length structure to describe individual
directory entries. The structure of a directory entry is:

Note: This structure is an AIX file system specific data structure. It is recommended that file
system independent application programs use the file system independent direct
structure and its associated library support routines.

struct direct {

ino_t d_ino;
ushort d_reclen;
ushort d_namelen;
char d_name[256];

}i

By convention, the first two entries in each directory are . (dot) and .. (dot dot). The . (dot) is
an entry for the directory itself. The .. (dot dot) entry is for the parent directory. Within the
root ( /) directory the meaning of .. (dot dot) is modified; because there is no parent
directory, the .. (dot dot) entry has the same meaning as the . (dot) entry.

Implementation Specifics

File

This file is part of AIX Base Operating System (BOS) Runtime.

fusr/include/sys/dir.h The path to the dir.h header file.

Related Information

The fs file format, inode file format, dirent.h file format.
The stat command.

The opendir directory subroutines, readdir directory subroutines, telldir directory
subroutines, seekdir directory subroutines, closedir directory subroutines.

The File Systems Overview in General Concepts and Procedures explains file system types,
management, structure, and maintenance.

The Directories Overview in General Concepts and Procedures explains working with
directories and path names.

The Files Overview in General Concepts and Procedures provides information on working
with files.
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distfile File

Purpose

Contains directions for the rdist command.

Description

The distfile file contains commands for the rdist command. The rdist command maintains
identical copies of files on multiple hosts. The entries in the distfile file specify the files to be
copied, destination hosts to distribute files to, and operations to perform for updating files to
be distributed with the rdist command.

Each entry in the distfile file has one of the following formats:
VariableName = NameList

[Label:] Sourcelist —> DestinationList CommandList
[Label:] SourceList :: TimeStampFile CommandList

Define variables with the first format. Use the second format to distribute files to other hosts.
Use the third format to make lists of those files that have changed since a given date. The
Sourcelist variable specifies a list of files and directories on the local host for the rdist
command to use as the master copy for distribution. The DestinationList variable is the list of
hosts to receive copies of the files.

Each file in the list specified by the SourcelList variable, indicated with the second format, is
updated if the file is out-of-date on the host being updated. Each file specified with the
SourcelList variable, indicated with the third format, is updated if the file is newer than the
timestamp file. The third format is useful for restoring files.

Labels are optional and are used to identify a command for partial updates.

The rdist command treats new-line characters, tabs, and blanks as separators. Variables for
expansion begin with a $ (dollar sign) followed by a single character or a name enclosed in
{} (braces). Comments begin with a # (pound sign) and end with a new-line character.

Source and Destination List Format

The source and destination lists have the following format:
Name

or

(Zero or more names separated by blanks)

The shell metacharacters [, 1, {, }, (, ), *, and ? (8 different characters) are recognized and
expanded on the local host in the same way as for the csh command. Keep them from being
expanded with a \ (backslash). The rdist command also expands the ~ (tilde) n the same
way as for the esh command, but does so separately on the local and destination hosts.

When the rdist command flag —w is used with a file name that begins with a tilde, everything
except the home directory is appended to the destination name. File names that do not
begin with a \ (backslash) or a ~ (tilde) use the destination user’s home directory as the root
directory for the rest of the file name.
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Command List
The command list consists of zero or more of the foliowing commands:

install Options [OptionalDestName) ;
The install command copies out-of-date files and directories. The rdist
command copies each source file or directory to each host in the destination
list. The available options as specified by the Options variable are the rdist
command flags b, -h, —i, =R, ~v, —w, and -y. These options only apply to
the files in the SourceList. When you use the —R flag, non-empty directories
are removed if they are symbolic links. The OptionalDestName variable
renames files.

If no install command appears in the command list or the destination name
is not specified, the source file name is used. Directories in the path name
are created if they do no exist on the remote host. The login name used on
the destination host is the same as the local host unless the destination
name is of the format login@host.

notify NamelList ;
The notify command mails the list of updated files to the listed names (the
Namelist variable). If no @ (at sign) appears in the name, the destination
host is appended to the name (name@host).

except NamelList ;

The except NameList command causes the rdist command to update all
the files in the SourceList except for the files listed in the NameList.

except PatternList ;
The except PatternList command prevents the rdist command from
updating any files that contain a string that matches a member of the list
specified by the PatternList variable.

special NamelList “String” ;
The special command specifies shell commands (the “String” variable) to
be executed on the remote host after the file in the NameList variable is
updated or installed. If the NamelList variable is omitted, the shell
commands are executed for every file updated or installed. The shell
variable File is set to the current file name before the rdist command
executes the “String” variable. The “String” variable can cross multiple
lines in the distribution file.

Multiple commands to the shell must be separated by a ; (semicolon). Commands are

executed in the user's home directory on the host being updated. The special command

can be used to rebuild private databases after a program has been updated.
Examples

Examples of the format variableName = NameList
1. To indicate which hosts’ files to update, enter a line similar to the following:

HOSTS =( matisse root@arpa )

In this example the variable name is HOSTS, defined to be matisse and root@arpa.
The rdist command will update files on the hosts matisse and root@arpa. This
variable could be used as a destination list.
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2. Toindicate a name to use as a value for a Sourcelist variable, enter a line similar to the

following:

FILES = ( /bin /lib/usr/bin /usr/games
/usr/include/{*.h{stand,sys,vax*,pascal,machine}/*.h}
/usr/lib /usr/man/man? /usr/ucb /usr/local/rdist )

In this example, the varable name is FILES, defined as the files to be used for either the
Sourcel.ist varable.

. To indicate which files to exclude from the updating process, enter a line similar to the

folowing:

EXLIB = ( Mail.rc aliases aliases.dir aliases.pag crontab dshrc
sendmail.cf sendmail.fc sendmail.hf sendmail.st uucp vfont)

In this example, the variable is EXLIB, defined as a list of files to exclude from the
updating process.

Examples of the format [1abel:] SourcelList —> DestinationlList CommandList

Files

4. To copy a source list of files to a destination list of hosts, enter a line similar to the

following:

${FILES} —>${HOSTS}
install —-R
except /usr/lib/${EXLIB} ;
except /usr/games/lib ;
special /usr/lib/sendmail “/usr/lib/sendmail.bz” ;

The [label:] portion of the line is optional and is not shown here. The $ (dollar sign) and
the {} (braces) cause the names FILES, HOSTS, and EXLIB to be expanded into the
lists designated for them in the previous examples. The rest of the example comprises
the command list.

. To use the [label:] portion, enter the line as follows:

srcsL:
/usr/src/bin —> arpa
except_pat (\e\e.o\e$ /sccs\e$ ) ;

The label is sresL: and and can be used to identify this entry for updating. The
/usr/src/bin file is the source to be copied and the host arpa is the destination of the
copy. The third line contains a command from the command list.

. To use a timestamp file, enter a line similar to the following:

${FILES} :: stamé.cory
notify root@cory

The $ (dollar sign) and {} (braces) cause the name FILES to be expanded into the list
designated for it in example 2. The time stamp file is stamp.cory. The last line is a
command from the command list.

$HOME/distfile Contains commands for the rdist command.
tmp/rdist Temporary file for update lists.

Related Information

The csh command, rdist command, stat command.
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dumpdates File

Purpose
Describes the format of the dumpdates file.

Description
The dumpdates file holds date information for the backup command and rdump command.
The following is the dumpdates file structure:

struct idates {
char id_name[MAXNAMLEN+3];
char id_incno;
time_t id_ddate;

The struct idates describes an entry in the /etc/dumpdates file where the backup
history is kept. The fields of the structure are:

id_name The name of the file system (referred to as the /dev/id_nam file).
id_incno The level number of the backup tape.

id_ddate The date of the incremental backup in system format.
MAXNAMLEN The maximum is 255.

Implementation Specifics

This file is part of AIX Base Operating System (BOS) Runtime.
File |

/etc/dumpdates Specifies the location of the command.
Related Information

The backup command, rdump command.

The Backup Overview in General Concepts and Procedures provides information on
different methods of backing up, restoring process, different types of backup media, and
guidelines for backup policies.
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emaltdefs.p File

Purpose
Contains alternate default keyboard layout, screen colors, and field attribute modes used in
3278/79 Terminal Emulation.

Description

The /usr/lib/em78/emaltdefs.p file contains the alternate default settings used by the EM78
Emulation program. (The standard default settings are defined in the
{/usr/lib/em78/emdefs.p file.) The settings in the emaltdefs.p file affect the following
aspects of the emulation:

o Key Definitions
e Screen Colors
o Field Attribute Colors and Modes.

A copy of the emaltdefs.p file can be modified to change the key, color, or attribute settings.
The modified file is then installed using the emkey command. The emaltdefs.p file is an
example of an EM78 customization file.

Note: It is recommended that you edit a copy of the emaltdefs.p file and keep the original
intact in case you want to return the emulator settings to the original alternate
settings.

Implementation Specifics

This file is part of 3278/79 Emulation in AIX 3278/79 Emulation/6000.
File

/usr/lib/em78/emdefs.p Contains default keyboard settings for EM78.
Related Information

The em78 command, emkey command.

EM78 Customization File Format.

EM78 Overview for Managers in Communication Concepts and Procedures.

EM78 Field Attribute Codes in Communication Concepts and Procedures.
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emdefs.p File

Pu rpose
Contains the default keyboard layout, screen colors, and field attribute modes used in
3278/79 Terminal Emulation.

Description

The /usr/lib/em78/emdefs.p file contains the default settings used by the EM78 Emulation
program. These settings affect the following aspects of the emulation:

¢ Key Definitions
e Screen Colors
¢ Field Attribute Colors and Modes.

A copy of the emdefs.p file can be modified to change the key, coior, or attribute settings.
The modified file is then installed using the emkey command. The emdefs.p file is an
example of an EM78 customization file.

Note: It is recommended that you edit a copy of the emdefs.p file and keep the original
intact in case you want to return the emulator settings to the default settings.

Implementation Specifics
This file is part of 3278/79 Emulation in AIX 3278/79 Emulation/6000.
File
fusr/lib/em78/emaltdefs.p Contains alternate configuration settings for EM78 which

can be used in place of the default settings in the
emdefs.p file.

Related Information
The em78 command, emkey command.

EM78 Customization file format.

EM78 Overview for Managers in Communication Concepts and Procedures.
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environ File

Purpose

Defines the environment attributes for users.

Description

Security

Example

The /etc/security/environ file is an ASCI| file that contains stanzas with the environment
attributes for users. Each stanza is identified by a user name and contains attributes in the
Attribute=V alue form, with a comma separating the attributes. Each attribute is ended by a
new line character, and each stanza is ended by an additional new line character. For an
example of a stanza, see the Examples section.

If environment attributes are not defined, the system uses default values. Each user stanza
can have the following attributes:

usrenv  Defines variables to be placed in the user’'s environment when the initial login
command is given or when the su command resets the environment. The value is
a list of comma-separated attributes. The default value is an empty string.

sysenv  Defines variables to be placed in the user’s protected state environment when the
initial login command is given or when the su command resets the environment.
These variables are protected from access by unprivileged programs so other
programs can depend on their values. The default value is an empty string.

For a description of environment variables, refer to the environment File.

Access to all the user database files should be through the system commands and
subroutines defined for this purpose. Access through other commands or subroutines may
not be supported in future releases.

The mkuser command creates a user stanza in this file. The initialization of the attributes
depends upon their values in the /etc/security/mkuser.default file. The chuser command
can reset these attributes, and the Isuser command can display them. The rmuser
command removes the entire record for a user. For programming information, see the
system calls in the Related Information section.

Access Control: This command should grant read (r) access to the root user, members of
the security group, and others consistent with the security policy for the system. Only the
root user should have write (w) access.

Auditing Events:

Event Information
S_ENVIRON_WRITE filename

1. A typical stanza looks like the following example for user dhs:

dhs:
usrenv = "MAIL =/u/spool/mail/dhs"”
sysenv = "NAME = dhs@delos”
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Implementation Specifics
This command is part of AIX Base Operating System (BOS) Runtime.

Files
letc/security/environ Specifies the path to the file.
/etc/environment Specifies the basic environment for all processes.
letc/group Contains the basic attributes of groups.
letc/security/group Contains the extended attributes of groups.
letc/passwd Contains the basic attributes of users.
etc/security/passwd Contains password information.
etc/security/user Contains the extended attributes of users.
etc/security/limits Contains the process resource limits of users.
/etc/security/mkuser.default Contains the default values for user accounts.

Related Information
The chuser command, login command, Isuser command, mkuser command, rmuser
command, setsenv command, su command.

The getpenv subroutine, getuserattr subroutine, putuserattr subroutine, setpenv
subroutine.

For more information about the identification and authentication of users, discretionary
access control, the trusted computing base, and auditing, refer to Security Introduction in
General Concepts and Procedures.
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environment File

Purpose
Sets up the user environment.

Description
When a new process begins, the exec subroutine makes an array of strings available that
have the form name=value. This array of strings is called the environment. Each name
defined by one of the strings is called an environment variable or shell variable.

The exec subroutine allows the entire environment to be set at one time. Ensure newly
created environment variables do not conflict with standard variables such as MAIL, PS1,
PS2, and IFS.

The Basic Environment
When you log in, a number of environment variables are automatically set by the system
before your login profile, .profile, is read. The following variables make up the basic

environment:

HOME The full path name of the users login or HOME directory. The login program
sets this to the name specified in the /etc/passwd file.

LANG The locale name currently in effect. The LANG variable is set in the

letc/profile file at installation time. The default value is
LANG=EN_US.pc850.

NLSPATH The full path name for message catalogs. The default is

/usr/lpp/msg/%L/%N: /usr/ipp/msg/prime/%N where %L is the value of
the LANG variable and %N is the catalog file name.

LOCPATH The full path name of the location of National Language Support tables. The
default is /ust/lib/nls and is set in the /ete/profile file. if the LOCPATH
variable is null, it assumes that the current directory contains the locale files.

PATH The sequence of directories that commands such as the sh, time, nice and
nohup commands search when looking for a command whose path name is
incomplete. The directory names are separated by colons.

TZ The time zone information. The TZ environment variable is set by the
letc/profile file, the system login profile. The TZ environment variable has
the following format: :

std offset dst offset , rule

stdand dst Only stdis required. If dstis not specified, summer time does
not apply. Uppercase and lowercase letters are allowed in the
designation. Any characters except a : (colon), digits, ,
(comma), — (minus), + (plus) and ASCII NULL are allowed.
Three or more bytes are the designation for std (standard time
zone) and for dst (summer time zone).

offset Indicates the value added to local time to equal Coordinated
Universal Time. The offset variable has the following format:
hh[:mm[:s5]]
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Implementation Specifics

environment

The offset variable following the std variable is required. If the
offset variable does not follow the dst variable, summer time is
assumed to be one hour ahead of standard time. One or more
digits can be used; interpret as a decimal number. The hour
must be specified between 0 through 24. The mm (minutes)
variable and ss (seconds) variable are optional. If these
variables are present, they must be specified between 0 and
59. If the variable is preceded by a — (minus), the time zone is
east of the Prime Meridian. If the time zone variable is not
preceded by a — (minus), the time zone is assumed to be west
of the Prime Meridian. The time zone can be preceded by a +
(plus) to indicate it is west of the Prime Meridian.

The rule variable has the following format:
date/time,date/time

The date variable describes when the change from standard to
summer time occurs. The second date variable describes
when the change back to standard occurs. Each time variable
describes, in current local time, when the change is made.

The date variable has the following format:

Jn or Mm.n.d

Jn where J is the Julian day of the year. The n variable has
the value of 1 through 365. Leap days are not counted.

Mm.n.d where the m variable is the month, the n variable is
the week, and the d variable is the day of the month. Week
one is the first week when the d day occurs. Day zero is
Sunday.

The time variable has the same format as the offset variable
except no leading sign — (minus) or + (plus) is allowed. The
default of the time variable is 02:00:00.

This command is part of AiX Base Operating System (BOS) Runtime.

Files
letc/profile

letc/environment
$HOME/.profile
/etc/passwd

Related Information

Specifies variables to be added to the environment by the

shell.
Specifies the basic environment for all processes.

Specifies the environment for a specific users needs.
Specifies user IDs.

The ctab command, env command, export command, login command, sh command, at

command, getty command.

The exec subroutine, getenv subroutine.
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eqnchar File

Purpose
Contains special character definitions for the eqn command and neqn command.

Description
The /ust/pub/eqnchar file contains the following troff command and nroff command
character definitions that are not ordinarily available on a phototypesetter or printer. These
definitions are primarily intended for use with the eqn command and neqn command. The
eqnchar file contains definitions for these characters.

The /usr/pub/cateqnchar file is device-independent and should produce output that looks
reasonable on any device supported by the troff command. You may link the
/usr/pub/eqnchar file to the /usr/pub/cateqnchar file.

The eqnchar file format can be used with the eqn command or negn command and piped
to the troff command or nroff command. For example:

eqn /usr/pub/eqnchar [ Flag(s) 1 [— ][ File(s)] | troft [ Flag(s)]
eqn /usr/pub/cateqnchar [ Flag(s)] [— ][ File(s) ] | troff [ Flag(s)]
neqn /usr/pub/eqnchar [ Flag(s)] [ —1[ File(s)] | nroft [ Flag(s)]

Implementation Specifics
This file is part of Formatting Tools in the Text Formatting System of AIX for RISC

System/6000.

Files
/usr/pub/eqnchar nroff and troff character definitions file.
/ust/pub/cateqnchar Character definitions for troff-supported device.

Related Information

The eqn command, neqn command, nroff command, troff command, mm command, mmt
command, and mvt command.
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events File

Purpose
Contains information about system audit events.
Description
The /etc/security/audit/events file is an ASCII stanza file that contains information about
audit events. The file contains just one stanza, auditpr, which lists all the audit events in the
system. The stanza also contains formatting information that the auditpr command needs to
write an audit tail for each event.
Each attribute in the stanza is the name of an audit event, with the following format:
AuditEvent = FormatCommand
The format command can have the following parameters:
(empty) The event has no tail.
printf Format The tail is formatted according to the string supplied for the
Format parameter. The %x symbols within the string indicate
places for the audit trail to supply data. See Example for an
illustration.
Program =i nArg .... The tail is formatted by the program specified by the Program
parameter. The —i n parameter is passed to the program as its
first parameter, indicating that the output is to be indented by n
spaces. Other formatting information can be specified with the
Arg parameter. The audit event name is passed as the last
parameter. The tail is written to the standard input of the
program.
Security
Access Control: This file should grant read (r) access to the root user and members of the
audit group, and grant write (w) access only to the root user.
Example

To format the tail of an audit record for new audit events, such as FILE_Open,
PROC_Create, and login, add format specifications like the following to the auditpr stanza
in the /etc/security/audit/events file:

auditpr:
FILE Open = printf ”flags: %d mode: %d \
fd: %d name: %s”
PROC_Create = printf “child: %d”
login = printf "name: %s”

Implementation Specifics

This command is part of AlX Base Operating System (BOS) Runtime.
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Files
/etc/security/audit/events Specifies the path to the file.
/etc/security/audit/config Contains audit system configuration information.
/etc/security/audit/objects Contains information about audited objects.
letc/security/audit/bincmds Contains auditbin backend commands.
/etc/security/audit/streamemds Contains auditstream commands.

Related Information
The auditpr command.

To see the steps you must take to establish an Auditing System, refer to How to Set Up an
Auditing System in General Concepts and Procedures.

For more information about the identification and authentication of users, discretionary

access control, the trusted computing base, and auditing, refer to Security Introduction in
General Concepts and Procedures.
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filesystems File

Purpose
Centralizes file system characteristics.

Description
A file system is a complete directory structure, including a root (/) directory and any
directories and files beneath it. A file system is confined to a logical volume. All of the
information about the file system is centralized in the filesystems file. Most of the file
system maintenance commands take their defauits from this file. The file is organized into
stanza names that are file system names and contents that are attribute-value pairs
specifying characteristics of the file system.

The fitesystems file serves two purposes:
¢ It documents the layout characteristics of the file systems.

* It frees the person who sets up the file system from having to enter and remember items
such as the device where the file system resides, because this information is defined in
the file.

File System Attributes
Each stanza names the directory where the file system is normally mounted. The file system
attributes specify all the parameters of the file system. The attributes currently used are:

account Used by the dodisk command to determine the file systems to be
processed by the accounting system. This value can be either the true or
false value.

boot Used by the mkfs command to initialize the boot block of a new file system.

This specifies the name of the load module to be placed into the first block
of the file system.

check Used by the fsck command to determine the default file systems to be
checked. The true value enables checking while the false value disables
checking. If a number, rather than the true value is specified, the file system
is checked in the specified pass of checking. Multiple pass checking,
described in the fsck command, permits file systems on different drives to
be checked in parallel.

dev Identifies, for local mounts, either the block special file where the file system
resides or the file or directory to be mounted. System management utilities
use this attribute to map file system names to the corresponding device
names. For remote mounts, it identifies the file or directory to be mounted.

mount Used by the mount command to determine whether this file system should
be mounted by default. The possible values of the mount attribute are:

automatic Automatically mounts a file system when the system is
started. For example, in the sample file, the root file system
line is the mount=automatic attribute. This means that the
root file system mounts automatically when the system is
started. The true value is not used so that mount all does
not try to mount it, and umount all doesn't try to unmount
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Example

nodename

size

type

vol

log

it. Also, it is not the false value because certain utilities,
such as the ncheck command, normally avoid file systems
with a value of the mount=false attribute.

false This file system is not mounted by default.
readonly This file system is mounted as read-only.
true This file system is mounted by the mount all command. It

is unmounted by the umount all command. The mount all
command is issued during system initialization to
automatically mount all such file systems.

Used by the mount command to determine which node contains the remote
file system. If this attribute is not present, the mount is a local mount. The
value of the nodename attribute should be a valid node nickname. This
value can be overridden with the mount —n command.

Used by the mkfs command for reference and for building the file system.
The value is the number of 512-byte blocks in the file system.

Used to group related mounts. When the mount -t String command is
issued, all of the currently unmounted file systems with a type attribute
equal to the String parameter are mounted.

Used by the mkfs command when initializing the label on a new file system.
The value is a volume or pack label using a maximum of 6 characters.

The device to which log data is written as this file system is modified. This is
only valid for journaled file systems.

The following is an example of a typical /etc/filesystems file:

Warning: Modifying this file can cause several effects to file systems.

*

* File system information

*

default:
vol = "AIX"
mount = false
check = false
/s
dev = /dev/hd4
vol = "root”
mount = automatic
check = true
log = /dev/hd8
/u:
dev = /dev/hdl
vol = "u”
mount = true
check = true
log = /dev/hd8
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/u/joe/1:
dev = /u/joe/1
nodename = vance
vEis = nfs
/usr:
dev = /dev/hd2
vol = "usr”
mount = true
check = true
log = /dev/hd8
/tmp:
dev = /dev/hd3
vol = "tmp”
mount = true
check = true
log = /dev/hd8

Implementation Specifics
This file is part of AIX Base Operating System (BOS) Runtime.

File
letc/filesystems Lists the known file systems and defines their characteristics.

letc/vts Contains descriptions of virtual file system types.

Related Information
The fs file format.

The backup command, df command, fsck command, mkfs command, mount command,
restore command, umount command, dodisk command.

The File Systems Overview in General Concepts and Procedures explains file system types,
management, structure, and maintenance.

The Mounting Overview in General Concepts and Procedures explains mounting files and
directories, mount points, and automatic mounts.

The Directories Overview in General Concepts and Procedures explains working with
directories and path names.

The Files Overview in General Concepts and Procedures provides information on working
with files.

The Logical Volume Storage Overview in General Concepts and Procedures explains the
Logical Volume Manager, physical volumes, logical volumes, volume groups, organization,
ensuring data integrity, and understanding the allocation characteristics.
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fs File
Purpose

Contains the format of a file system logical volume.
Description

A file system storage volume has a common format for vital information. The file system is
comprised of a number of 4096-byte logical blocks, however, the superblock contains a size
field that is maintained in 512 byte blocks.

A unique feature of the journaled file system is the implementation of file system meta-data,
as unnamed files that reside in that file system. For example, the disk i-nodes for any file
system are contained in the blocks allocated to the file described by the INODES_I i-node
number. The i-node number for the boot file is i-node 0. Each of the following reserved
i-node numbers corresponds to a file system meta-data file and serves the purpose given:

SUPER_I Superblock file.

INODES_| Disk i-nodes.

INDIR_I Indirect file blocks, double and single.
INOMAP_I I-node allocation bit map.
ROOTDIR_I Root directory i-node.

DISKMAP_| Block allocation bit map.

INODEX _I I-node extensions.

INODEXMAP_| Allocation map for i-node extensions.

A volume is divided into a number of 4096-byte logical blocks. The 512-byte unit term refers
to a cluster of one or more such units.

The logical block 0 is unused and available to contain a bootstrap program or other
information. The logical block 1 is the file system superblock. The structure of a
native-format file system superblock follows:

/* The following disk-blocks are formatted or reserved:
*

ipl block 0 — not changed by filesystem.

*

*

* superblocks at block 1 (primary superblock)
* and block 31 (secondary superblock)

* the secondary super-block location is

* likely to be on a different disk-surface

* than the primary super-block. both blocks

* are allocated as blocks in “.superblock”.
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blocks for .inodes according to BSD layout.

the first allocation group uses disk-blocks
number 32 and the next consecutive blocks
sufficient for one inode per disk—block in

the allocation group. the inode blocks

for all other allocation groups start in the
first block of the allocation group and continue
in consecutive blocks sufficient for one inode
per disk block of the allocation group.

other disk—blocks are allocated for .indirect,
.diskmap, .inodemap, and their indirect blocks
starting in the first allocation—group.

*The special fs inodes formatted and their usage is as follows:
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#define
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#define
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#define
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#define
#define
#define
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#define

super
(page
the s
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inode 0 — never allocated — reserved by setting n_link = 1
inode 1 — inode for .superblock

inode 2 — inode for root directory

inode 3 — inode for .inodes

inode 4 — inode for .indirect

inode 5 — inode for .inodemap — allocation map for .inodes
inode 6 — inode for .diskmap — disk allocation map

inode 7 — inode for .inodex — inode extensions

inode 8 — inode for .inodexmap — allocation map for .inodex
inode 9 — 16 — reserved for future extensions

for the root directory, the special inodes are not in any
ory.

e IPL_B
SUPER_B
SUPER_B1
INODES_B
NON_B
SUPER_I
ROOTDIR_I
INODES_I
INDIR_I
INOMAP_I
DISKMAP_I
INODEX_T
INDOESMAP_I

N =
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block format. primary superblock is located in block
) one.

econdary super-block is not used except for disaster
ery.
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*/
struct superblock
{
char s_magic[4]; /*magic number: fsv3magic = 0x43218765 */
char s_flag[4]; /*flag word (see below)
int s_agsize; /*size of allocation group in pages */
int s_logserial; /*serial number of log when fs mounted */
daddr_t s_fsize; /*size (in 512 bytes) of entire file system
*/
short s_bsize; /*block size (in bytes) for this system */
short s_spare; /* unused. ‘ */
char s_fname[6]); /* name of this file system */
char s_fpack[6]); /* name of this volume */
dev_t s_logdev; /* device address of log */
/* current file system state information, values change over time */
char s_fmod; /* flag: set when file system is mounted */
char s_ronly; /*flag: file system is read only */
time_t s_time; /* time of last superblock update */
}i

This file actually lives in /usr/include/jfs/filsys.h. But, if /usr/include/sys/filsys.h is
included, you will get the jfs/filsys.h file included by default.

The superblock’s magic number is encoded as a 4-byte character string to make it possible
to validate the superblock without knowing the byte order of the remaining fields. To check
for a valid superblock, enter something like:

if (strncmp(sp—>s_magic,FSv3magic,4) == 0)

The last byte of the s_flag field gives the blocksize-dependent information. The first byte of

the s_flag field gives the CPU code for the host system with the byte order encoded in the
low-order bits.

#define fsv3magic “\102\041\207\145"
#define s_cpu s_flag[0] /* Target cpu type code */
#define s_type s_flag[3] /* File system type code */

The fields of the AIX superblock structure follow:

The s_fname field is the name of the file system and the s_fpack field is the name of the
device on which it resides.

The s_fmod field is a flag to indicate the cleanliness of the file system. Whenever a file
system is mounted, this flag is checked and a warning message is printed if the s_fmod field
is nonzero. A file system whose s_fmod field is 0 is very likely to be clean, and a file system
whose s_fmod field is 2 is likely to have problems. The s_fmod field is intended to be a
three-state flag with the third state being a sticky state. The three states are:

¢ 0 = File system is clean and unmounted.
¢ 1 = File system is clean and mounted.
* 2 = File system was mounted when dirty.

If you merely mount and unmount the file system, the flag toggles back and forth between
states 0 and 1. If you mount the file system while the flag is in state 1, it goes to state 2 and
stays there until you run the fsck command. The only way to clean up a corrupted file
system (change the flag from state 2 back to state 0) is to run the fsck command.

1-30 AIX Files Reference



fs

The s_ronly field is a flag indicating that the file system is mounted read-only. This flag is
maintained in memory only; its value on disk is not valid.

The value of the s_time field is the last time the superblock of the file system was changed
(in seconds since 00:00 Jan. 1, 1970 (GMT)).

The i-node numbers begin at 1, and the storage for the i-node number 1 begins in the first
byte of block 2.

Implementation Specifics
This file is part of AIX Base Operating System (BOS) Runtime.

File
{usr/include/jfs/filsys.h The path to the jfs/filsys.h header file.
/usr/include/sys/filsys.h The path to the tilsys.h header file, which contains an #include
statement for the jts/filsys.h header file.

Related Information
The param.h file format, i-node file format.
The fsck command, fsdb command, mkfs command.

The File Systems Overview in General Concepts and Procedures explains file system types,
management, structure,

The Mounting Overview in General Concepts and Procedures explains mounting files and
directories, mount points, and automatic mounts.

The Logical Volume Storage Overview in General Concepts and Procedures explains the
Logical Volume Manager, physical volumes, logical volumes, volume groups, organization,
ensuring data integrity, and understanding the allocation characteristics.
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gps File

Purpose

Used as the format for storing graphic file data as a graphic primitive string (GPS).

Description

The gps file format is used as the format for storing graphic file data as a graphic primitive
string (GPS). The plot and vtoc commands produce GPS output files. Several commands
edit and display GPS files on various devices.

Types of Graphic Data or Primitives
A GPS is composed of as many as five types of graphic data or primitives. Graphic primitive
strings are given as 16-bit units called command words. The first command word determines
the primitive type and sets the length of the string. Subsequent command words contain
information in multiples of 4 bits of data.

The following are the types of primitive strings and their parameters:

Comment Primitives

A Comment primitive does not cause anything to be displayed. The Comment primitive is an
integer string. All GPS files begin with a comment of zero length.

Comment

Lines Primitives

ControlWord [ String]:

The Contro/lWord parameter is the control word. The first 4 bits identify the
Comment primitive and have the value 0xF. The following bits give the
command word count for the primitive.

The [String] parameter is a string of characters terminated by a null
character. If the string does not end on a command word boundary, another
null character is added to align the string with the command word boundary.

The Lines primitive contains a variable number of points from which zero or more connected
line segments are produced. The first point relocates the graphics cursor to that point,
without drawing. Successive points produce line segments starting at the initial point.

Lines
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ControlWord Points StyleWord:

The Contro/lWord parameter is the control word. The first 4 bits identify the
Lines primitive and have the value 0x0. The remaining bits give the
command word count for the primitive.

The Points parameter consists of one or more pairs of integer coordinates
having values within a Cartesian plane or universe of 65,536 points on each
axis (-32,767 to +32,768).

The StyleWord parameter is the style command word. The first 8 bits hold
an integer value for color information. The next 4 bits contain an integer
value for weight to indicate line thickness:

0 Narrow
1 Bold
2 Medium.



Arc Primitives

gps

The last 4 bits of the StyleWord parameter specify an integer value giving
linestyle information:

0 Solid

1 Dotted

2 Dot-dashed

3 Dashed

4 Long-dashed.

The Arc primitive contains a variable number of points to which a curve is fit. The first point
produces a move to that point. If only two points are given, a line connecting the points
results. If three points are given, a circular arc through the points is drawn. If more than
three points are given, splines are fitted to connect the points.

Arc

Text Primitives

ControlWord Points StyleWord:

The ControlWord parameter is the control word. The first 4 bits identify the
Text primitive and have the value 0x2. The remaining 12 bits contain the
command word count for the primitive.

The Points parameter is a pair of integer coordinates that are a value within

a Cartesian plane or universe of 65,536 points on each axis (32,767 to
+32,768).

The StyleWord parameter is the style command word. The first 8 bits hold
an integer value for color information. The next 4 bits contain an integer
value for weight to indicate line thickness:

0 Narrow
1 Bold
2 Medium.

The last 4 bits of the StyleWord parameter specify an integer value giving
linestyle information:

0 Solid

1 Dotted

2 Dot-dashed

3 Dashed

4 Long-dashed.

The Text primitive draws characters beginning at a given point, with the first character
centered on that point.

Text

ControlWord Point FontCommandWord SizeOrientationWord [string):

The ControlWord parameter is the control word. The first 4 bits identify the
Text primitive and have the value 0x2. The remaining 12 bits contain the
command word count for the primitive.

The Points parameter is a pair of integer coordinates that are a value within
a Cartesian plane or universe of 65,536 points on each axis (-32,767 to
+32,768).
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The Hardware Primitive

The FontCommandWord parameter is a font command word. The first 8 bits
contain an integer value for color information. The next 8 bits contain an
integer value for font information, with 4 bits giving the weight (density)
value for the font, and 4 bits giving the style (typeface) value for the font.

The SizeOrientationWord parameter indicates the size or orientation of a
command word. Eight bits specify text size as an integer value that indicates
the size of characters drawn. Text size represents character height in
absolute universe units.

The actual character height is five times the text size value. The next 8 bits
are a signed integer value for text angle, and express the angie and
direction of rotation of the character string around the beginning point. The
text angle is expressed in degrees from the positive X axis. The text angle
value is 256/360 of its absolute value.

The Hardware primitive draws hardware characters or gives control commands to a
hardware device. A single point locates the beginning location of the hardware string.

Hardware

File

ControlWord Point [String] :
The ControlWord parameter is the control word. The first 4 bits identify the
hardware primitive and have the value 0x4. The next 12 bits indicate the
command word count for the primitive.

The Point parameter is a pair of integer coordinates that are values within a
Cartesian plane or universe of 65,536 points on each axis (-32,767 to
+32,768). The specified point becomes the starting point for the String
parameter, which is a string of hardware characters or control commands to
a hardware device.

/usrfinclude/sys/stat.h

Related Information

The path to the stat.h header file, which defines the data structure used by
the status subroutines.

The stat command and ttoc commands.
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/etc/group File

Purpose

Contains basic group attributes.

Description

Security

Example

The /etc/group file is an ASCII file that contains the basic group attributes. Each record is

- identified by a group name, and contains the following colon-separated attributes:

Name The unique name by which a group is known on the system. The name
specified by the Name parameter must be an alphanumeric string of 8
characters or less that begins with an alphabetic character, and cannot be
the ALL or default keywords.

Password Not used. Group administrators are provided instead of group passwords.
ID The ID of the group. The value is a unique decimal integer string.
Users The members of the group, specified as a list of comma-separated user

names. Each user must be defined in the local database configuration files
or by a credentials server.

Note: Since the colon character is a field separator, it may not be used as part of an
attribute.

For an example of a record, see the Example section below.
Additional attributes are defined in the /etc/security/group file.

To change the Name parameter, you need to add a new entry (with the mkgroup command)
and remove the old one (with the rmgroup command). To display all the attributes in the file,
use the Isgroup command.

Users can be changed with the chgroup command, the chgrpmem command, and the
chuser command. The mkuser command adds a user whose primary group is defined in
the /etc/security/mkuser.default file and the rmuser command removes a user. Although
the group ID can be changed with the chgroup command, this is not recommended.

Access Control: This file should grant read (r) access to all users and grant write (w) access
only to the root user and members of the security group.

1. Atypical record looks like the following example for the staff group:

staff::1:shadow,cjf

In this example, the Group/Dis 1 and shadow and cj£f are Users. The Password field is
not used.

Implementation Specifics

This command is part of AIX Base Operating System (BOS) Runtime.
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Files
/etc/group The path to the file.
/etc/security/group Contains the extended attributes of groups.
/etc/passwd ’ Contains the basic attributes of users.
/etc/security/passwd Contains password information.
/etc/security/user Contains the extended attributes of users.
/etc/security/environ Contains the environment attributes of users.
/etc/security/limits Contains the process resource limits of users.
/etc/security/audit/config Contains audit system configuration information.

Related Information
The chfn command, chgrpmem command, chsh command, chgroup command, chuser
command, Isgroup command, Isuser command, mkgroup command, mkuser command,

passwd command, pwdadm command, rmgroup command, rmuser command,
setgroups command, setsenv command.

The getgroupattr subroutine, putgroupattr subroutine, IDtogroup subroutine, nextgroup
subroutine, setuserdb subroutine, enduserdb subroutine.

For more information about the identification and authentication of users, discretionary
access control, the trusted computing base, and auditing, refer to Security Introduction in
General Concepts and Procedures.
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/letc/security/group File

Purpose
Contains extended group attributes.

Description
The /etc/security/group file is an ASCI! file that contains stanzas with extended group
attributes. Each stanza is identified by a group name from the /etc/group file followed by a
colon, and contains attributes in the form Attribute= Value. Each attribute is ended with a new
line character and each stanza is ended with an additional new line character. For a typical
stanza, refer to the Example section below.

Each stanza can have either or both of the foliowing attributes: -

adms Defines the users who can perform administrative tasks for the group, such as
setting the members and administrators of the group. This attribute is ignored if
admin = true, since only the root user can alter a group defined as
administrative. The value is a list of comma-separated user login-names. The
default value is an empty string.

admin  Defines the administrative status of the group. Possible values are:

true Defines the group as administrative. Only the root user can change the
attributes of groups defined as administrative.

false Defines a standard group. The attributes of these groups can be changed
by the root user or a member of the security group. This is the default
value.

Access to this file should be through the system commands and subroutines defined for this
purpose.

- The mkgroup command adds new groups to the /etc/group file and the
letc/security/group file. This command can identify the group as administrative and set the
invoker of the command as the administrator, initializing the adms attribute.

Use the chgroup command to change all the attributes. If you are defined as an
administrator of a specified standard group, you can change the adms attribute for that
group with the chgrpmem command.

The Isgroup command displays both the adms and the admin attributes, and the rmgroup
command removes the entry from both the /etc/group file and the /etc/security/group file.

To write shell scripts that affect attributes in the /etc/security/group file, use the subroutines
listed in Related Information.
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Security
' Access Control: This file should grant read (r) access to the root user and members of the

security group, and to others as permitted by the security policy for the system. Only the root
user should have write (w) access.

Auditing Events:

Event Information
S_GROUP_WRITE filename

Example
A typical stanza looks like the following example for the £inance group:
finance:

adms = cjf
admin = false

Implementation Specifics
This command is part of AiIX Base Operating System (BOS) Runtime.

Files
/etc/security/group The path to the file.
/etc/group Contains the basic attributes of groups.
/etc/passwd Contains the basic attributes of users.
/etc/security/passwd Contains password information.
/etc/security/user Contains the extended attributes of users.
/etc/security/environ Contains the environment attributes of users.
/etc/security/limits Contains the process resource limits of users.
/etc/security/audit/config Contains audit system configuration information.

Related Information

The chgroup command, chgrpmem command, Isgroup command, mkgroup command,
rmgroup command, setgroups command.

The enduserdb subroutine, getgroupattr subroutine, IDtogroup subroutine, nextgroup
subroutine, putgroupattr subroutine, setuserdb subroutine.

For more information about the identification and authentication of users, discretionary
access control, the trusted computing base, and auditing, refer to Security Introduction in
General Concepts and Procedures.
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inittab File

Purpose

Controls the initialization process.

Description

The inittab file supplies information for the init command to dispatch general processes.
The init command reads the inittab file each time the init command is invoked. The
process that constitutes the majority of the init commands process dispatching activities is
the line process /etc/getty that initiates individual terminal lines. Other processes typically
dispatched by the init command are daemons and the shell.

The /etc/inittab file is composed of lines, each with its own fields, separated by colons.
Each line of the /etc/initab file looks like the following:

Identifier:Runlevel:Action:Command

There is no limit to the number of lines in the inittab file. The fields are:

Identifier

Runlevel

This is a fourteen character field used to uniquely identify an object. This
field is also used in conjunction with other programs to identify certain
objects that are modified by them. Terminal devices might be a six character
field rsnnnn or ptsnnn: where n is the number of the device. The device
/dev/tty01 would be denoted by tty01, the device /dev/pts000 by pts000.
The /dev/console device is denoted by console.

Runlevelis a twenty character field which defines the runlevels in which this
object is to be processed. Runlevel corresponds to a configuration of
processes in a system. Each process spawned by the init command is
assigned one or more runlevels in which it is allowed to exist. The runlevels
are represented by characters ranging from0t0 9, S, s, Mor m.

As an example, if the system is in runlevel 1, only those objects having a 1
in the runlevel field are processed. When the init command is requested to
change runlevels, all processes which do not have an object in the runlevel
field for the target runlevels are sent a SIGTERM signal and allowed a
twenty second grace period before being forcibly stopped by a SIGKILL
signal. The runlevel field can define multiple runlevels for a process by
selecting more than one runlevel in any combination of runlevel characters.
If no runlevel is specified, then the process is assumed to be valid at all
runlevels.

Three other values, a, b, and ¢ can appear in this field, even though they
are not true runlevels. Entries which have these characters in the runlevel
field are processed only when the telinit command requests them to be run
(regardless of the current runlevel of the system). They differ from runlevels
in that the init command can never enter runlevels a, b, or c. A request to
enter of any of these runlevels does not change the current runlevel. A
process started by an a, b, or c command is not stopped when the init
command changes levels. They are only stopped if their Action field is
marked off, their objects deleted entirely, or the init command goes into the
maintenance state. The maintenance state is selected by the runlevel
characters S, s, M orm.
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The default inittab file is set up so that the default runfevel is 2, which is
used as the multiuser level. The console device driver is also set to run at all
runlevels so the system can be operated with only the console active.

Action A twenty character field that informs the init command how to treat the

process specified in the command field. The actions recognized by the init
command are:

respawn If the process does not exist, start the process. If the
process currently exists, then do nothing and continue
scanning the inittab file.

wait Upon the init command entering the runlevel that matches
the line’s runlevel, start the process and wait for the process
to stop. All subsequent reads of the inittab file while the init .
command is in the same runlevel will ignore this object.

once Upon the init command entering a runlevel that matches
this line's runlevel, start the process, do not wait for its
termination and when it stops, do not restart the process. If
" entering a new runlevel, where the process is still running
from a previous runlevel change, the program will not be
restarted.

boot Process only at the init command Initial Program Load
(IPL) time read of the inittab file. The init command starts
the process, and does not wait for it to stop. When the
process stops, it is not restarted. The runlevel should be the
default or it must match the init command runlevel at boot
time.

bootwait Process only at the init command IPL time read of the
inittab file. The init command starts the process and waits
for it to stop. When it stops, the process is not restarted.

powerfail Execute the process associated with this line only when the
init command receives a SIGPWR signal .

powerwait Execute the process associated with this line only when the
init command receives a SIGPWR signal and wait until it
stops before continuing any processing of the inittab file.

off If the process associated with this line is currently running,
send the SIGTERM warning signal and wait 20 seconds
before sending the SIGKILL signal. If the process is
nonexistent, ignore the line.

ondemand This action is really a synonym for respawn. It is
functionally identical to respawn but it is given a different
keyword in order to separate its association with runlevels.
This is used only with the a, b, or ¢ values described in the
runlevel field.

initdefault A line with this action is only processed when the init
command is originally invoked. The init command uses this
line to determine which runlevel to enter originally. The init
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Examples

sysinit

inittab

command does this by taking the highest runlevel specified
in the runlevel field and using that as its initial state. If the
runlevel field is empty, this is interpreted as the 0123456789
value, so the init command enters runlevel 9. If the init
command does not find an initdefault line in the inittab file,
it requests an initial runlevel from the operator at IPL time.

Entries of this type are executed before the init command
tries to access the console. it is expected that this line is
only used to initialize devices on which the init command
might try to ask the runlevel question. These lines are
executed before the init command continues.

This is a 1024 character field which holds the sh command to be executed.
The entry in the command field is prefixed with exec. Any valid sh syntax
can appear in the command field. Comments can be inserted with the #
comment syntax. The line continuation character \ can be placed at the

end of a line.

1. To work at all runlevels, enter:

ident:0123456789 :Action:Command

2. To work only at runlevel 2, enter:

ident:2:Action:Command

3. To disable runlevels 0, 3, 6-9, enter:

ident:1245:Action:Command

Implementation Specifics
This file is part of AIX Base Operating System (BOS) Runtime.

File
/etc/getty

Related Information

Indicates terminal lines.

The init command, telinit command.

The kill subroutine.
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inode File

Purpose
Describes a file system file or directory entry as it is listed on a disk.

Description
The inode file for an ordinary file or directory in a file system has the following structure
defined by the sys/ino.h file format:

struct dinode
{
/* generation number */
ulong di_gen;
/* the mode_t returned by stat () */
/* format, attributes and permission bits */
mode_t di_mode;

/* number of links to file (if 0, inode is available) */
ushort di_nlink;

/* accounting ID */
ushort di_acct;

/* user id of owner */
uid_t di_uid;

/* group id of owner */
gid_t di_gid;

/* size of file */
off_t di_gid;

/* number of blocks actually used by file */
ulong di_nblocks;

/* the need for nano—second time stamps is questionable.
* there is room, but for now the space is just reserved.

*/

/* time last modified */

time_t di_mtime;

ulong di_rsvdl;

/* time last accessed */

time_t di_atime;

ulong di_rsrvd2;

/* time last changed inode */

time_t di_ctime;

ulong di_rsrvd3;

/* extended access control information*/

long di_acl; /* acl pointer */
# define ACL_INCORE (1 << 31)
ulong di_sec; /*reserved */

/* spares */
ulong di_rsrvd[5];
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/****x%x file type—dependent information ***%/

/*

* gsize of private data in disk inode is D_PRIVATE.
* location and size of fields depend on object type.

*/

# define D_PRIVATE 48

union di_infor

{

/* all types must fit within d_private */
char d_private(D_PRIVATE];

/* jfs regular file or directory. */
struct regdir

{
/* privilege vector — only for non—directory */
struct
{
ulong _di_offset;
ulong _di_flags;
define PCL_ENABLED (1<<31)
define PCL_EXTENDED (1<<30)
define PCL_FLAGS \
(PCL_ENABLED | PCL._EXTENDED)
}_di_privingo;
priv_t _di_priv;
/* ACL templates — only for directory */
struct
{
ulong _di_aclf;
ulong _di_acld;
{ _di_aclingo;
} _di_sec;
} _di_file;

/* offsets of regular file or directory private data. */

# define di_rdaddr _di_info. di_file._di_rdaddr
define di_vindirect _di_info._di_file._di_vinderect
define di_rinderect _di_info._di_file._di_rinderect
define di_privinfo _di_info._di_file. di_sec._di_privinfo
define di_privoffset _di_privinfo._di_privoffset
define di_privflags _di_privinfo._di_privflags
define di_priv _di_info. di_file._di_sec._di_priv
define di_aclf

_di
define

info._di_file._di_sec._di_aclinfo._di_aclf
di_acld

di_info._di_file._di_sec._di_aclinfo._di_acld

/* special file (device) */

struct

}
dev_t _di_rdev: /*device major and minor¥*/
ulong _di_bnlastr; /*read—ahead..last block*/
ino_t _di pino; /*Parent inode for mpx channels*/

} _di_dev;

/* offsets of special file private data */

# define
# define
# define
# define

di_rdev _di_infor._di _dev._di_rdev
di_bnlastr _di_info._di_dev._di_bnlastr
di_ dgp _di_info._di_dev._di_dgp

di_pino _di_info._di_dev._di_pino
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/*

* gymbolic link. link is stored in inode if its
* length is less than D_PRIVATE. Otherwise like
* a regular file.

*/
union
{
char _S_private[D_PRIVATE];
struct regdir _s_symfile;
}_di_sym;
/* offset of symbolic link private data */
# define di_symlink _di_info._di_sym._s_private

/* fifo . this info need not be on disk. */
struct fifonode

{
struct fifo_bufhdr *fn_buf; /*ptr to first buf */
struct fifo_bufhdr *fn_bufend; /*ptr to last buf */
ulong fn_size /*bytes in fifo */
off t fn_wptr; /* write offset */
off_t fn_rptr; /*read offset */
ushort fn_poll; /*requested events */
short fn_rent; /* # waiting readers*/
short fn_went; /* waiting writers */
short fn_flag; /* (see below) */
short fn_nbuf; /* # bufs allocated */
}_di_fifo;

/* offsets of FIFO data */

# define di_ifn_ buf _di_info._di_fifo.fn_buf

# define di_ifn bufend _di_info._di_fifo.fn_bufend

# define di_ifn poll _di_info._di_fifo.fn_poll

# define di_ifn_size _di_info._di_fifo.fn_size

# define di_ifn_went _di_info._di_fifo.fn_went

# define di_ifn_rcnt _di_info._di_fifo.fn_rcnt

# define di_ifn_wptr _di_info. _di_fifo.fn_wptr

# define di_ifn_rptr _di_info._di_fifo.fn rptr

# define di_ifn_ flag _di_info._di_fifo.fn_flag

# define di_ifn nbuf _di_info. di_fifo.fn_nbuf

/%

* data for mounted filesystem. kept in inode = 0

* and dev = devt of mounted filesystem in inode table. */
struct mountnode

{
struct inode *_iplog; /*itab of log*/
struct inode *_ipinode; /*itab of .inodes*/
struct inode *_ipind; /*itab of .indirect*/

struct inode *_ipinomap; /*itab of inode map*/

struct inode *_ipdmap; /*itab of disk map*/

struct inode *_ipsuper; /*itab of super blk*/

struct inode *_ipinodex; /*itab of .inodex*/
}_mt_info;
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/* offsets of MOUNT data */

# define di_iplog _di_info. mt info._ iplog
# define di_ipinode _di_info. _mt_info._ipinode
# define di_ipind _di_info. mt_info._ipind
# define di_ipinomap _di_info. mt_info._ipinomap
# define di_ipdmap _di_info._mt_info._ipdmap
# define di_ipsuper _di_info. mt_info._ipsuper
# define di_ipinodex _di_info. mt_info._ ipinodex
/%
* log info. kept in inode = 0 and dev = devt of log device
filesystem in inode table.
*/
struct lognode
{ \
int _logptr /* page number end of log */
int _logsize /* log size in pages */
int _logend /* eor in page _logptr */
int _logsync /* addr in last syncpt record */
int _nextsync /* bytes to next logsyncpt */
struct gnode * _logdgp; /* pointer to device gnode*/
}_di_log;
/* offsets of LOG data */
# define di_logptr _di_info._di_log._logptr
# define di_logsize _di_info._di_log._logsize
# define di_logend _di_info._di_log._logend
# define di_logsync _di_info._di_log._logsync
# define di_nextsync _di_info._di_log._nextsync
# define di_logdgp _di_info._di_log._logdgp
}_di_info;
}i

Implementation Specifics
This file is part of AIX Base Operating System (BOS) Runtime.

Files
/usr/include/sys/ino.h  The path to the ino.h header file, which defines the structure of
an inode file.
lusrfinclude/sys/types.h The path to the types.h header file.

Related Information
The fs file format, stat file format, types.h file format.

The File Systems Overview in General Concepts and Procedures explains file system types,
management, structure, and maintenance.

The Directories Overview in General Concepts and Procedures explains working with
directories and path names.

The Files Overview in General Concepts and Procedures provides information on working
with files. '
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limits File

Purpose

Defines process resource limits for each user.

Description

Security

The /etc/security/limits file is an ASCI file that contains stanzas with the process resource
limits for each user. Each stanza is identified by a user name followed by a colon, and
contains attributes in the Aftribute=Value form. Each attribute is ended by a new line
character, and each stanza is ended by an additional new line character. For an example of
a stanza, see the Examples section.

If an attribute is not defined in the /etc/security/limits file, the values for the default user are
applied. The attributes in the stanzas are as follows:

fsize The largest file a user’s process can create or extend. The value is a decimal
integer string.

core The largest core file a user’s process can create. Must be in units of 512-byte
blocks. The value is a decimal integer string. Not used.

cpu The largest amount of system unit time (in seconds) that a user’s process can use.
The value is a decimal integer string. Not used.

data The largest process data segment for a user’s process. Must be in units of
512-byte blocks. The value is a decimal integer string. Not used.

stack  The largest proceés stack segment for a user’s process. Must be in units of
512-byte blocks. The value is a decimal integer string. Not used.

rss The largest amount of physical memory a user’s process can allocate. Must be in
units of 512-byte blocks. The value is a decimal integer string. Not used.

The mkuser command creates a user stanza in this file, using the attribute values defined in
the /etc/security/mkuser.default file. An administrator can reset the attributes with the
chuser command. To display the values, use the Isuser command. To remove a stanza, use
the rmuser command.

Access to the user database files should be through the system commands and subroutines
defined for this purpose. Access through other commands or subroutines may not be
supported in future releases. :

Access Control: This file should grant read (r) access to the root user and members of the
security group, and write (w) access only to the root user. Access for other users and groups
depends upon the security policy for the system.

Auditing Events:

Event Information
S_LIMITS_WRITE filename
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A typical record looks like the following example for user dhs:

Example
dhs:
fsize = 8192
core = 4096
cpu = 3600
data = 1024
stack = 1024
rss = 1024

Implementation Specifics

This command is part of AIX Base Operating System (BOS) Runtime.

Files
letc/security/limits
/etc/group
lete/security/group
/etc/passwd
/etc/security/passwd
letc/security/user
letc/security/environ
letc/security/audit/config

/etc/security/mkuser.default

Related Information

Specifies the path to the file.

Contains the basic group attributes.

Contains the extended attributes of groups.
Contains the basic user attributes.

Contains password information.

Contains the extended attributes of users.
Contains the environment attributes of users.
Contains audit system configuration information.

Contains the default values for user accounts.

The chuser command, Isuser command, mkuser command, rmuser command.

The enduserdb subroutine, getuserattr subroutine, IDtouser subroutine, nextuser
subroutine, putuserattr subroutine, setuserdb subroutine.

For more information about the identification and authentication of users, discretionary
access control, the trusted computing base, and auditing, refer to Security Introduction in

General Concepts and Procedures.
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login.cfg File

Purpose
Contains configuration information for log in and user authentication.

Description
The /etc/security/login.cfg file is an ASCII file with stanzas of configuration information for
log in and user authentication. Each stanza has a name, followed by a : (colon), that defines
its purpose. Attributes are in the form Attribute= Value. Each attribute is ended with a new
line character, and each stanza is ended with an additional new line character. For an
example of a stanza, see the Examples section.

There are three types of stanzas:

port Defines the login characteristics of ports.
authentication method Defines the authentication methods for users.
user configuration Defines programs that change user attributes.

Each of these types of stanzas is described below.

Port Stanzas
Port stanzas define the login characteristics of ports and are named with the full path name
of the port. Each stanza has the following attributes:

sak_enabled Defines whether the secure attention key (SAK) is enabled for the port.

The SAK key is the Control-x, Control-r key sequence. Possible values for
the sak_enabled attribute are:

true  SAK processing is enabled, so the key sequence establishes a
trusted path for the port.

false SAK processing is not enabled, so a trusted path cannot be
established. This is the default value.

herald Defines the login message that is printed when the getty process opens
the port. The default herald is the Login prompt. The value is a character
string.

synonym Defines other path names for the terminal. This attribute revokes access to

the port and is used only for trusted-path processing. The path names
should be device special files with the same major and minor number and
should not include hard or symbolic links. The value is a list of
comma-separated path names.

Authentication Method Stanzas
These stanzas define the authentication methods for users that are assigned in the
letc/security/user file. The name of each stanza must be identical to one of the methods
defined by the auth1 or the auth2 attribute in the /etc/security/user file.
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Each stanza has one attribute:

program Contains the full path name of a program that provides primary or
secondary authentication for a user. Program flags and parameters
may be included.

Since the SYSTEM authentication method is supported directly by the login command and
the su command, and the NONE method does not provide any authentication, neither
requires definition. However, all other authentication methods must be defined in this file.
Different authentication methods can be defined for each user.

User Configuration
User configuration stanzas provide configuration information for programs that change user
attributes. There are two stanzas of this type: pw_restrictions and usw.

The pw_restrictions stanza includes the restrictions for user-defined passwords that are
applied by the passwd command and the pwdadm command. Valid restrictions follow:

maxage Defines the maximum age (in weeks) of a password. The password must
be changed by this time. The value is a decimal integer string. The default
is a value of 0, indicating no maximum age.

maxrepeats Defines the maximum number of times a character can be repeated in a
new password. Since a value of 0 is meaningless, the PASS_MAX=8 value
is used to indicate that there is no maximum number; this is the default
value. The value is a decimal integer string.

minage Defines the minimum age (in weeks) a password must be before it can be
changed. The value is a decimal integer string. The default is a value of 0,
indicating no minimum age.

minalpha Defines the minimum number of alphabetic characters that must be in a
new password. The value is a decimal integer string. The default is a value
of 0, indicating no minimum number.

mindiff Defines the minimum number of characters required in a new password
that must were not in the old password. The value is a decimal integer
string. The default is a value of 0, indicating no minimum number.

minother Defines the minimum number of non-alphabetic characters that must be in
a new password. The value is a decimal integer string. The default is a
value of 0, indicating no minimum number.

The usw stanza defines the configuration of miscellaneous facilities. The following attributes
can be included:

maxlogins Defines the maximum number of simuitaneous local logins to the system.
The format is a decimal integer string. The default is 0, indicating that there
is no limit on simultaneous local login attempts.

shells Defines the valid shells on the system. This attribute is used by the chsh
command to determine which shells a user can select. The value is a list of
comma-separated full path names. The default is /bin/sh, /bin/bsh,
/bin/csh, /bin/ksh.
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Security

Examples

Access Control: This command should grant read (r) and write (w) access to the root user
and members of the security group.

Auditing Events:

Event Information
S_LOGIN_WRITE filename

1. Atypical pw_restrictions stanza looks like the following:

pw_restrictions:
maxage = 12
minother
minalpha

1
4

This example configures a maximum age of 12 weeks and a minimum of 1
non-alphabetic and 4 alphabetic characters for a new password.

2. A typical authentication_method stanza looks like the following:

methl:
program = /bin/auth_methl

Implementation Specifics

Files

This command is part of AIX Base Operating System (BOS) Runtime.

letc/security/login.cfg Specifies the path to the file.

/etc/group Contains the basic attributes of groups.
/etc/security/group Contains the extended attributes of groups.
/etc/passwd Contains the basic attributes of users.
/etc/security/passwd Contains password information.
/etc/security/user Contains the extended attributes of users.
/etc/security/environ Contains the environment attributes of users.
letc/security/limits Contains the process resource limits of users.
/etc/security/audit/config Contains audit system configuration information.

Related Information

The chfn command, chsh command, login command, passwd command, pwdadm
command, su command.

The newpass subroutine.

For more information about the identification and authentication of users, discretionary
access control, the trusted computing base, and auditing, refer to Secunty Introduction in
General Concepts and Procedures.
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mkuser.default File

Purpose

Contains the default attributes for new users.

Description

Security

Example

The /etc/security/mkuser.default file is an ASCI! file that contains stanzas with attribute
default values for users created by the mkuser command. Each attribute has the

Attribute= Value form. If an attribute has a value of $USER, the mkuser command
substitutes the name of the user. For a list of possible attributes, see the chuser command.

Each attribute is ended by a new line character, and each stanza is ended by an additional
new line character.

There are two stanzas, user and admin, that can contain all defined attributes except the
auditclasses, id, and admin attributes. The mkuser command generates a unique id
attribute. The admin attribute depends on whether the —a flag is used with the mkuser
command. The auditclasses attribute must be set explicitly by the root user or a member of
the audit group.

For an example of a stanza, see the Example section.

Access Control: if read (r) access is not granted to all users, members of the security group

should be given read (r) access. This command should grant write (w) access only to the
root user.

A typical user stanza looks like the following:

user:
pgrp = staff
home = /u/$USER
shell = /bin/sh
authl = SYSTEM;$USER

Implementation Specifics

File

This command is part of AlX Base Operating System (BOS) Runtime.

letc/security/mkuser.default Specifies the path to the file.

Related Information

The chuser command, mkuser command.

For more information about the identification and authentication of users, discretionary
access control, the trusted computing base, and auditing, refer to Security Introduction in
General Concepts and Procedures.
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objects File

Purpose

Contains information about audited objects (files).

Description

Security

Example

The /etc/security/audit/objects file is an ASCII stanza file that contains information about
audited objects (files). This file contains one stanza for each audited file. The stanza has a
name equal to the path name of the file. Each file attribute has the following format:

access_mode = audit_event

An audit-event name can be up to 15 bytes long; longer names are rejected. Valid access
modes are read (r), write (w), and execute (x) modes. For directories, search mode is
substituted for execute mode.

Access Control: This file should grant read (r) access to the root user and members of the
audit group and grant write (w) access only to the root user.

To define the audit events for the /bin/passwd file, add a stanza to the objects file:

/bin/passwd:
X = PASSWD_Execute
w = TCBAUTH_Modify

These attributes generate a PASSWD_Execute audit event each time the bin/passwd
file executes and a TCBAUTH_Modify audit event each time the file is opened for writing.

Implementation Specifics

Files

This command is part of AIX Base Operating System (BOS) Runtime.

letc/security/audit/objects Specifies the path to the file.
letc/security/audit/config Contains audit system configuration information.
/etc/security/audit/events Contains the audit events of the system.
/ete/security/audit’/bincmds Contains auditbin backend commands.
/etc/security/audit/streamcmds Contains auditstream commands.

Related Information

The audit command.
The auditobj subroutine.

To see the steps you must take to establish an Auditing System, refer to How to Set Up an
Auditing System in General Concepts and Procedures. For more information about the
identification and authentication of users, discretionary access control, the trusted computing
base, and auditing, refer to Security Introduction in General Concepts and Procedures.
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/letc/passwd File

Purpose
Contains basic user attributes.

Description
The /etc/passwd file is an ASCII file that contains basic user attributes. The entry for each
user has the following attributes, each separated by a colon:

Name The login name of a user. The user name must be a unique
alphanumeric string of 8 characters or less that begins with an alphabet
character, and cannot be the ALL keyword or the default keyword. If
there are duplicate login names in the file, the first entry is used.

Password This field can contain a valid encrypted password, an * (asterisk)
indicating an invalid password, or an | (exclamation point) indicating that
the password is in the /etc/security/passwd file. Under normal
conditions, the field contains an !. If the field has an * and a password is
required for user authentication, the user cannot log in.

UserlD The user’s unique numeric ID that is used for discretionary access
control. The value is a decimal numeric string.

PrincipleGroup  The user’s principle group ID. This must be the numeric ID of a group in

the user database or a group defined by a network information service.
The value is a decimal numeric string.

Gecos General information about the user that is not needed by the system,
such as an office or phone number. The value is a character string.

HomeDirectory  The full path name of the user's home directory. If the user does not have
a defined home directory, the home directory of the guest user is used.
The value is a character string.

Shell The initial program or shell that is executed after a user invokes the login
command or su command. If a user does not have a defined shell,
/bin/sh, the system shell, is used. The value is a character string that
may contain arguments to pass to the initial program.

Note: Since the colon character is a field separator, it cannot be used in any attribute.

Users can have additional attributes in other system files. See the Files section for
additional information.

Access to all of these user database files should be through the system commands and
subroutines defined for this purpose. Access through other commands or subroutines may
not be supported in future releases.

The mkuser command adds new entries to the /etc/passwd file and fills in the attribute
values as defined in the /etc/security/mkuser.default file.

The Password attribute is always initialized to an * (asterisk), an invalid password. The
password must be set with the passwd command or the pwdadm command. When the
password is changed, an ! (exclamation point) is added to the /etc/passwd file, indicating
that the encrypted password is in the /etc/security/passwd file.

Chapter 1. AIX System Files 1-53



/etc/passwd

Security

Examples

Use the chuser command to change all user attributes except Password. The chfn
command and the chsh command change the Gecos attribute and Shell attribute,
respectively. To display all the attributes in this file, use the Isuser command. To remove a
user and all the user’s attributes, use the rmuser command. To write programs that affect
attributes in the /etc/passwd file, use the subroutines listed in Related Information.

Access Control; This file should grant read (r) access to all users and write (w) access only
to the root user and members of the security group.

1. Typical records that show an invalid password for smith and guest follow:

smith:*:100:100:8A—74 (office):/u/smith:/bin/sh
guest:*:200:0::/u/guest:/bin/sh

The fields are in the following order: user name, password, user ID, primary group,
general (gecos) information, home directory, and initial program (login shell). The *
(asterisk) in the password field indicates that the password is invalid. For an explanation
of each field, see the Description section.

2. If the password for smith in the previous example is changed to a valid password, the
record will change to the following:

smith:1:100:100:8A-74(office):/u/smith:/bin/sh

The ! (exclamation point) indicates that an encrypted password is stored in the
/etc/security/passwd file.

Implementation Specifics

Files

This file is part of AIX Base Operating System (BOS) Runtime.

letc/passwd Specifies the path to the file.

/etc/group Contains the basic attributes of groups.
/etc/security/group Contains the extended attributes of groups.
letc/security/passwd Contains password information.
letc/security/user Contains the extended attributes of users.
/ete/security/environ Contains the environment attributes of users.
/etc/security/limits Contains the process resource limits of users.

Related Information

The chfn command, chsh command, the chuser command, the Isuser command,
mkuser command, passwd command, pwdadm command, rmuser command.

The endpwent subroutine, enduserdb subroutine, getpwent subroutine, getpwnam
subroutine, getpwuid subroutine, getuserattr subroutine, IDtouser subroutine, nextuser
subroutine, putpwent subroutine, putuserattr subroutine, setuserdb subroutine.

For more information about the identification and authentication of users, discretionary
access control, the trusted computing base, and auditing, refer to Security Introduction in
General Concepts and Procedures.
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/etc/security/passwd File

Purpose
Contains password information.

Description
The /etc/security/passwd file is an ASCI! file that contains stanzas with password
information. Each stanza is identified by a user name followed by a : (colon) and contains
attributes in the form Attribute= Value. Each attribute is ended with a new line character, and
each stanza is ended with an additional new line characher. For a typical stanza, see the
Examples section below.

Each stanza can have the following attributes:

passwd The encrypted password. The system encrypts the password created with the
passwd command or the pwdadm command. If the password is NULL or
empty, the user does not have a password. If the password is an * (askerisk),
the user cannot log in. The value is a character string. The default value is *.

lastupdate  The time (in seconds) since the epoch (00:00:00 GMT, January 1, 1970)
when the password was last changed. If password aging ( the minage
attribute or the maxage attribute) is in effect, the lastupdate attribute forces
a password change when the time limit expires. (See the
letc/security/login.cfg file for information on password aging.) The passwd
command and the pwdadm command normally set this attribute when a
password is changed. The value is a decimal integer.

flags The restrictions applied by the login command and the su command. The

value is a list of comma-separated attributes. The flags attribute can be be
left blank or can be one or more of the following:

ADMIN Defines the administrative status of the password
information. If the ADMIN attribute is set, only the root user
can change this password information.

ADMCHG Indicates that the password was last changed by a member
of the security group. Normally this flag is set only implicitly
when the pwdadm command or the passwd command
change another user’s password. When this flag is set
explicitly, it forces the password to be updated the next time
a user gives the login command or the su command.

NO_CHECK None of the system password restrictions defined in the
letc/security/login.cfg file are enforced for this password.

When the passwd command or the pwdadm command updates a password, the command
adds values for the passwd and lastupdate attributes and, if used to change another user’s
password, for the flags ADMCHG attribute.

Access to this file should be through the system commands and subroutines defined for this
purpose. Other accesses may not be supported in future releases. Users can update their
own passwords with the passwd command, administrators can set passwords and
password flags with the pwdadm command, and the root user is able to use the passwd
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Security'

Examples

command to set the passwords of other users. For information on access through programs,
see the subroutines in the Related Information section below.

Refer to the Files section below for information on where attributes and other information on
users and groups are stored. ‘

Although each user name must be in the /etc/passwd file, it is not necessary to have each
user name listed in the /etc/security/passwd file. If the authentication attributes AUTH1 and
AUTH2 are so defined in the /etc/security/user file, a user may use the authentication
name of another user. For example, the authentication attributes for user tom can allow him
to use the entry in the /etc/security/passwd file for user carol for authentication.

Access Control: This file should grant read (r) and write (w) access only to the root user.
Auditing Events:

Event Information
S_PASSWD_READ filename
S_PASSWD_WRITE filename

The following line indicates that the password information in the /etc/security/passwd file is
available only to the root user, who has no restrictions on updating a password for the
specified user:

flags = ADMIN,NOCHECK
An example of this line in a typical stanza for user smith follows:

smith:
passwd = MGURSJj.F056DjJ
lastupdate = 623078865
flags = ADMIN,NOCHECK

The passwd line shows an encrypted password. The lastupdate line shows the number of
seconds since the epoch that the password was last changed. The £lags line shows two
flags; the ADMIN flag indicates that the information is available only to the root user, and the
NOCHECK flag indicates that the root user has no restrictions on updating a password for
the specified user.

Implementation Specifics

File

This command is part of AIX Base Operating System (BOS) Runtime.

/etc/security/passwd Specifies the path to the file.

Related Information

The login command, ftpd command, passwd command, pwdadm command, rlogind
command, su command.

The endpwdb subroutine, getuserpw subroutine, putuserpw subroutine, setpwdb
subroutine.

For more information about the identification and authentication of users, discretionary

access control, the trusted computing base, and auditing, refer to Security Introduction in
General Concepts and Procedures.
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PC Simulator ttylog File

Purpose

Serves as an aid in identifying problems in the interaction (keystrokes and display data)
between PC Simulator and an application program.

Note: This file can be used only on a terminal running in monochrome mode, whether the
terminal is ASCII or not.

Description

Example

The ttylog file is generated by adding the TRACE option to an ASCHi terminal configuration
file before running the application. The ttylog file is a log of the keystroke input and display
data passed by PC Simulator to the application program.

The example shown here is a partial ttylog file processed with the od command.

The left-most column gives the byte offset into the file, expressed as an octal number. The
rest of each numbered row consists of groups of four hexadecimal digits representing either
display characters or characters entered from the keyboard. Display characters are
expressed as their ASCII character codes. Keystrokes are represented by their scan codes.
Immediately below each numbered row is a row of printable ASCII characters. Most of these
are characters displayed on the screen.

Asterisks represent repeating rows of blank spaces (hexadecimal 20).

Offset
(octal) Synchronous display—output/keyboard—input

0000000 f££43 7572 7265 6e74 2064 6174 6520 6973

C u r r e n t d a t e i s
0000020 2054 6875 2031 312d 3033 2d31 3938 3820
T h u 11 - 0 3 - 1 9 8 8

0000040 2020 2020 2020 2020 2020 2020 2020 2020

*

0000120 2045 6e74 6572 206e 6577 2064 6174 6520
E n t e r n e w d a t e

0000140 286d 6d2d 6464 2d79 7929 3a20 2020 2020

( mm - d d - y vy ) :

0000160 2020 2020 2020 2020 2020 2020 2020 2020

*

0000240 2043 7572 7265 6e74 2074 696d 6520 6973
C u r r e n t t i m e i s

0000260 2031 343a 3433 3a21 382e 3337 2020 2020
1 4 ¢ 4 3 ¢ 1 8 . 3 17

0000300 2020 2020 2020 2020 2020 2020 2020 2020

*

0000360 2045 6e74 6572 206e 6577 2074 696d 653a
E n t e r n e w t i m e :

0000400 2020 202—0 2020 2020 2020 2020 2020 2020

*

0000740 2054 6865 2049 424d 2050 6572 736f 6e61

T h e I B M P e r s o n a
0000760 6c20 436f 6d70 7574 6572 2044 4£f53 2020
1 C o m p u t e r D O s
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0001000 2020 2020 2020 2020 2020 2020 2020 2020

*

0001060 2056 6572 7369 6f6e 2033 2e33 3020 2843

V. e r s i o n 3 . 3 0 ( C
0001100 2943 6£f70 7972 6967 6874 2049 6e74 6572
) C o p y r i g h t I n t e r
0001120 6e61 7469 6f6e 616c 2042 7573 696e 6573
n a t i o n a 1 B u s i n e s
0001140 7320 4d61 6368 696e 6573 2043 6f72 7020
s M a ¢ h i n e s C o r p
0001160 3139 3831 2c20 3139 3837 2020 2020 2020
1 9 8 1 ' 1 9 8 7
0001200 2020 2020 2020 2020 2020 2020 2020 2843
( ¢
0001220 2943 6£f70 7972 6967 6874 204d 6963 726f
» ) €C o p y r i g h t M i ¢ r o
0001240 736f 6674 2043 6f72 7020 3139 3831 2c20
s o f t C o r p 1 9 8 1 ,
0001260 3139 3836 2020 2020 2020 2020 2020 2020
1 9 8 6

0001300 2020 2020 2020 2020 2020 2020 2020 2020

*

0001440 2043 3e20 2020 2020 2020 2020 2020 2020
c >

0001460 2020 2020 2020 2020 2020 2020 2020 2020

*

0003600 20ff 2eae £ff63 20ff 20a0 f£ff63 64ff 39b9

c c d 9

0003620 2bab ff20 b5c¢ff 1f9f ££f73 20ff 25a5 f£f£f73

+ \ \sl 237 s % s
0003640 6bff 1c9c f£ff43 3eff 20a0 £f£f64 20ff 1797

k \s4 c > d 027
0003660 ff64 69ff 1393 f£ff72 20ff 1c9c £ff20 566f

d i 023 o r \s4 Vv o
0003700 6¢75 6d65 2069 6e20 6472 6976 6520 4320

l u m e i n d r i v e C

0003720 6861 7320 6e6f 206c 6162 656c 2020 4469
0003720 6861 7320 6e6f 206c 6162 656c 2020 4469

j a s n o l] a b e 1 D 1
0003740 7265 6374 6£f72 7920 6f66 2020 433a 5c53
r e ¢ t o r y o f cC : \ s

Using the ttylog File
If you suspect that problems in executing your program on an ASCII terminal are a result of
the keystrokes being passed by PC Simulator to the application program, use the TRACE
option and the ttylog file to determine exactly what keystrokes the program is receiving.

A few application programs handie keyboard input in a way that makes them vulnerable to
problems caused by differences between an ASCII terminal and a IBM Personal Computer.
The differences lie in the handling of the characters ESC, TAB, ENTER (Return), and BACK
(Backspace). These characters can be generated on the terminal by pressing a key with the
proper label or by pressing CTRL-[, CTRL~i, CTRL—m, and CTRL-h, respectively.
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On the IBM Personal Computer, however, while CTRL-h and Backspace both move the
cursor back one character, each generates a different scan code. (Scan codes sent by

PC Simulator to the IBM Personal Computer are listed in PC Key Names and Corresponding
Make Scan Codes.) If your DOS application expects a Backspace character, pressing either
the Backspace key or the CTRL-h terminal keys generates the expected character. But If
the application really expects CTRL-h, you must define a terminal key sequence that
translates to CTRL + h in the #ACTION stanza. This generates the correct scan code for the
DOS application.

The example log file shown above records a simulator session in which the following
sequence of events occurs:

DOS starts up.

DOS displays the date prompt.

The user presses the Enter key, accepting the date shown.
DOS displays the time prompt.

The user presses the Enter key, accepting the time shown.
DOS displays the system prompt: C».

The user enters the CD command: CD \sk.

The user presses the Enter key.

. The user enters the DIR command: DIR.

10. The user presses the Enter key.

11. The user enters the DIR command: DIR.

12. DOS displays the following messages:

©CONPO AWM~

Volume in drive C has no label
Directory of C:\SK

(directory listing not shown)

Format of the ttylog File
When using the ttylog file to solve a problem in the interaction between a simulator session
on the ASCI! terminal and a DOS application, you are usually concerned with the keystrokes
being sent to the application rather than the display characters. PC Simulator encodes
keyboard scan—code sequences sent to the DOS application as follows:

FF 2EAE FF

The format of the sequence is: an initial hexadecimal FF, the make scan code for the primary
keystroke(s), the break scan code for the primary keystroke(s), and a terminating FF. PC
Key Names and Corresponding Make Scan Codes lists the make scan codes for the IBM
Personal Computer keys. In the example just shown, 2E is the make scan code for the
character C. You form the break scan code for any character by turning on the most
significant bit of its make scan code. You can also think of it as adding 0x80 to the make
scan code (for example, AE is the break scan code for the character C). A terminating
hexadecimal FF follows the break scan code.
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The addition of a “state” key—such as CTRL, LSHFT, RSHFT, and ALT—changes the
encoding format slightly. For example, the following diagram shows how PC Simulator
encodes the DIR command entered in uppercase (shifted):

00FF 002A 0020 00A0 0017 0097 0013 0093 00AA OOFF

| I I I | |

make & break make & break make & break
scan for d scan for i scan forr

make & break
scan for LSHFT

initial and terminating FFs

PC Simulator brackets the makes and breaks of the primary key(s) between the makes and
breaks of any state keys. The same encoding format is used when multiple state keys are
sent to a DOS application, an in the following example of CTRL~ALT-UP (cursor-up).

OOFF 001D 0038 0048 oocCs 00B8 009D O0OFF

make & break
scan for UP

make & break
scan for ALT

make & break
scan for CTRL

initial and terminating FFs
There are two aspects of the data in ttylog files that appear anomalous:

1. Because the AIX od command treats any two adjacent hexadecimal digits as a printable
character, extraneous characters may appear in the printable character line. They are not
entered from the keyboard or displayed on the screen.

2. The ttylog file often contains bytes that do not seem to fit the flow of events. A common
example is two sets of hexadecimal FFs with no digits between them. These are not
keystroke delimiters. PC Simulator produces them as a response to an internal event and
they can be ignored. The file may also contain extra “blank” (0x20) characters. The
explanation for their presence is that PC Simulator refreshes the terminal display in
groups of four characters. If you type a character on a blank line, PC Simulator echoes
the character on the display together with three “blank” characters following it.
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Decoding PC Simulator Events

At offset 1440 in the example ttylog file, DOS displays the C> prompt, and the remainder of
the screen is filled with blanks. This accounts for the many missing rows, designated by
asterisks. The first keyboard input is at offset 3600 in the file. The keys encoded there are
the representation of event 7 in the session. The entry CD \sk is decoded as shown in the
following diagram. Large “brackets” have been added to make the data more readable.

0003600 20FF 2EAE FF63  20FF  20A0 FF63 64FF 3989

make & make & make &
break of ¢ break of break of
d space

extraneous — > . c0x63and "¢

) " h f ¢ 0x63 and

interpretation of the k:;eeﬁfe,‘;?f ° 0x64 are

002E scan code echoes of
keystokes

0003620 2BAB FF20 5CFF  1F9F FF73 20FF  25A5 FF73

make & make & make &
break of \ break of break of k
S
- \005C and " \"” s0x73and”s s echo
f < extra'neous are echoes of ” are echoes of
interpretation of the key entered key entered

002E scan code

At offsett 0x3540 DOS has executed the change directory command and event 9 begins as
shown in the following example.

0003640 6BFF 1C9C  FF43 3EFF  20A0 FF64 20FF 1797

make & make & make &
break of break of break of
Enter d i
e ap‘d : © g d Ox64 and " d
k " are echo of 43 "C " Ox3E x64 and "
key entered a?r:(d 3> ”CaréOxa ’ " are echoes of
redisplay of keystokes
prompt after DOS

executes "cd \ sk”

Chapter 1. AIX System Files  1-61



PC Simulator ttylog

PC Key Names and Corresponding Make Scan Codes

PC Key Name Hex Scan—Code PC Key Name Hex Scan—code
ESC 01 LSHFT 2A
1 02 BSLSH 2B
2 03 Z 2C
3 04 X 2D
4 05 C 2E
5 06 \Y 2F
6 07 B 30
7 08 N 31
8 09 M 32
9 0A COMMA 33
0 0B DOT 34
DASH 0ocC SLASH 35
EQUAL 0D RSHFT 36
BACK OE ASTR 37
TAB OF ALT 38
Q 10 SPACE 39
W 11 CAPS 3A
E 12 F1 3B
R 13 F2 3C
T 14 F3 3D
Y 15 F4 3E
U 16 F5 3F
I 17 F6 40
o 18 F7 41
P 19 F8 42
LBRAK 1A F9 43
RBRAK 1B F10 44
ENTER 1cC NUM 45
CTRL 1D SCROL 46
A 1E HOME 47
S 1F UP 48
D 20 PGUP 49
F 21 MINUS 4A
G 22 LEFT 4B
H 23 N5 4C
J 24 RIGHT 4D
K 25 PLUS 4E
L 26 END 4F
SEMIC 27 DOWN 50
QUOTE 28 PGDOWN 51
ACENT 29 INS 52
DEL 53

How to Generate a ttylog
1. PC Simulator must be running in PC monochrome mode.

2. Add the TRACE option to the terminal configuration file (in the #DEFINE stanza), using
the following format:

TRACE=nonzero_value

Note: The TRACE option must be uppercase, as shown. Also make sure that no
comment designator (;) precedes it on the line.

This option creates a log file of the keystrokes sent to the application being run on
PC Simulator. The file is called /ust/Ipp/pcsim/tty/ttylog.
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3. To examine the contents of the log file, enter the AIX od command, using the following

format:

od —cx /usr/lpp/pcsim/tty/ttylog > file—name

Issuing this command at the AlIX prompt writes the ttylog contents into file—name in
hexadecimal format with an ASCII character equivalent for each byte.

Note: The file—name file should be inspected on a IBM RISC System/6000 display
screen rather than your ASCI! terminal display screen, because the file may
contain characters that are interpreted as line—control characters by an ASCI|

terminal.

Files
/usr/lpp/pcsim/tty/ascii
fusr/lpp/pcsim/tty/ibm3151-11
/usr/lpp/pcsim/tty/ibm3151-31
/usr/lpp/pcsim/tty/ibm3151-51
fusr/lpp/pcsim/tty/ibm3161
lusr/lpp/pcsim/tty/ibm3162
/usr/ipp/pcsim/tty/ibm3163
lusr/lpp/pcsim/tty/ibm3164
{usr/Ipp/pcsim/tty/ibmhft

/usr/ipp/pcsim/tty/ibmxterm

{usr/lpp/pcsim/tty/keyboard.sys

Default terminal configuration file.

Terminal configuration file for the IBM 3151 terminal.
Terminal configuration file for the I1BM 3151 terminal.
Terminal configuration file for the IBM 3151 terminal.
Terminal configuration file for the IBM 3161 terminal.
Terminal configuration file for the IBM 3162 terminal.
Terminal configuration file for the IBM 3163 terminal.
Terminal configuration file for the IBM 3164 terminal.

Terminal configuration file for PC monochrome mode
on the IBM AlX local display.

Terminal configuration file for PC monochrome mode
on the IBM AlXwindows display.

Terminal configuration file for world trade 102—key

keyboard for UK, France, Italy, Sweden in AIXwindows.
Keyboard mapping file.

Terminal configuration file for the DEC VT100 terminal.
Terminal configuration file for the DEC VT220 terminal.
Terminal configuration file for the DEC VT320 terminal.
Terminal configuration file for the DEC VT330 terminal.
Terminal configuration file for the Wyse WY30 terminal.
Terminal configuration file for the Wyse WY50 terminal.
Terminal configuration file for the Wyse WY60 terminal.
Terminal configuration file for the Wyse WY350
terminal.

/usr/lpp/pcsim/tty/ttyxiat

{usr/lpp/pcsim/tty/vt100
{usrt/lpp/pcsim/tty/vt220
{usr/Ipp/pcsim/tty/vt320
{usr/ipp/pcsim/tty/vt330
/usr/lpp/pcsim/tty/wy30
/ustr/lpp/pesim/tty/wy50
{usr/lpp/pcsim/tty/wy60
{usr/lpp/pcsim/tty/wy350

Related Information
PC Simulator Overview and PC Key Names and Corresponding Make Scan Codesin
General Concepts and Procedures.

The od command and the pcsim command.
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plot File

Purpose

Provides the graphics interface.

Description

The plot subroutines in the following list produce output files in the format outlined in this
section. The tplot commands then interpret these graphics files for various devices,
performing the plotting instructions in the order in which they appear.

A graphics file consists of a stream of plotting instructions. Each instruction consists of an
ASCII letter usually followed by bytes of binary information. A point is designated by 4 bytes
representing the x and y values: Each value is a 2-byte signed integer. The last designated
point in an I, m, n, or p instruction becomes the current point for the next instruction.

The following lists each plot instruction with its corresponding plot subroutines:

Instr

a
arc

c
circle

e

erase

f
linemod

line

move

cont

point

space
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Subroutine Description

Draws the arc described by the following 12 bytes. The first 4 bytes describe
the center point (x, y) of the arc or circle. The second 4 bytes describe the
beginning point of the arc. The third 4 bytes describe the ending point of the
arc. Arcs are drawn counterclockwise. The results are unpredictable if the
three points do not really form an arc.

Draws a circle whose center point is defined by the first 4 bytes, and whose
radius is given as an integer in the following 2 bytes.

Starts another frame of output.

Uses the string that follows it, terminated by a new-line character, as the
style for drawing further lines. The styles are dotted, solid, long-dashed,
short-dashed, and dot-dashed.

Draws a line from the point designated by the next 4 bytes to the point
designated by the following 4 bytes.

The next 4 bytes designate a new current point.

Draws a line from the current point to the point designated by the next 4
bytes.

Plots the point designated by the next 4 bytes.

The next 4 bytes designate the lower left corner of the plotting area,
followed by 4 bytes for the upper right corner. The plot is magnified or
reduced to fit the device as closely as possible.



plot

t
label Places the following ASCII string so that its first character falls on the
current point. A new-line character terminates the string.

The following space setting is as follows:
space(0, 0, 480, 432);

This exactly fills the plotting area with unity scaling for the IBM Personal Computer Graphics
Printer. The upper limit is immediately outside the plotting area, which is taken to be square.
Points outside the plotting area can be displayed on devices that do not have square
displays.

File
TERM

Related Information
The plot subroutine.

The graph command and tplot command.
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gconfig File

Purpose
Configures a printer queueing system.

Description
The gconfig file describes the queues and devices available for use by the enq command,

which places requests on a queue, and the gdaemon command, which removes requests
from the queue and processes them. The gconfig file is an attribute file.

Some stanzas in this file describe queues, and other stanzas describe devices. Every queue
stanza requires that one or more device stanzas immediately follow it in the file. The first
queue stanza describes the default queue. Unless the PRINTER environment variable is set,
the enq command uses this queue when it receives no queue parameter.

The name of a queue stanza must be 1 to 7 characters long. The following table shows
some of the field names along with some of the possible values that appear in this file:

acctfile Identifies the file used to save print accounting information. FALSE, the

default, indicates suppress accounting. If the named file does not exist, no
accounting is done.

device Identifies the symbolic name that refers to the device stanza.

discipline Defines the queue serving algorithm. The default, fcfs, means
first-come-first-served. sjn means shortest job next.

up Defines the state of the queue. TRUE, the default, indicates that it is
running. FALSE indicates that it is not running.

The following list shows some of the field names along with some of the possible values that
appear in the gconfig file for remote queues:

host Remote host where the remote queue is found.

s_statfilter Short version filter used to translate remote queue status format. The
default, /usr/lpd/aixshort, indicates that the remote print server is an IBM
AIX Version 3 for RISC System/6000 machine and status information will be
represented in short format. Other choices are /ust/Ipd/bsdshort for BSD
remote and /usr/Ipd/aixv2short for the RT system.

|_statfilter Long version filter used to translate remote queue status format. The
default, /usr/Ipd/aixlong, indicates that the remote print server is an AIX for
RISC System/6000 machine and status information will be represented in
long format. Other choices are /usr/lpd/bsdlong for BSD remote, and
lusr/lpd/aixv2long for the RT system.

rq Remote queue name.
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If a field is omitted, its default value is assumed. The default values for a queue stanza are:

discipline = fcfs
up = TRUE
acctfile = FALSE

The device field cannot be omitted.

The name of a device stanza is arbitrary and can be 1 to 7 characters long. The fields that
can appear in the stanza are:

access Specifies the type of access the backend has to the file specified by the file
field. The value of access is write if the backend has write access to the file
or both if it has both read and write access. This field is ignored if the file
field has the value FALSE.

align Specifies whether the backend sends a form-feed control before starting the
job if the printer was idle. The default is TRUE.

backend Specifies the full path name of the backend, optionally followed by flags and
parameters to be passed to it. The path names most commonly used are
{usr/lpd/piobe for local print and /usr/Ipd/rembak for remote print.

feed Specifies the number of separator pages to print when the device becomes
idle or the value never, the default, which indicates that the backend is not
to print separator pages.

file Identifies the special file where the output of backend is to be redirected.
FALSE, the default, indicates no redirection and that the file name is
{dev/null. In this case, the backend opens the output file.

header Specifies whether a header page prints before each job or group of jobs.
NEVER, the default, indicates no header page at all. ALWAYS means a
header page before each job. GROUP means a header before each group
of jobs for the same user.

trailer Specifies whether a trailer page prints after each job or group of jobs.
NEVER, the default, means no trailer page at ail. ALWAYS means a trailer
page after each job. GROUP means a trailer page after each group of jobs
for the same user.

The qdaemon program places the information contained in the feed, header, trailer, and
align fields into a status file that is sent to the backend. Backends that do not update the
status file do not use the information it contains.

If a field is omitted, its default value is assumed. The backend field cannot be omitted. The
default values in a device stanza are:

file = FALSE
access = write
feed = never
header = never
trailer= never
align = TRUE

The enq command automatically converts the ASCIl qeonfig file to binary when the binary
version is missing or older than the ASCII version. The binary version is found in the
letc/qconfig.bin file.
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Examples
1. The batch queue supplied with the AlX for RISC System/6000 might contain these
stanzas:
bsh:
discipline = fcfs
device = bshdev
bshdev:

backend = /bin/ksh
To run a shell procedure called myproc using this batch queue, enter:
gprt —Pbsh myproc

The queuing system runs the files one at a time, in the order submitted. The qdaemon
process redirects standard input, standard output, and standard error to the /dev/null file.

2. To allow two batch jobs to run at once, enter:

bsh:

discipline = fcfs

device = bshl,bsh2
bshl:

backend = /bin/ksh
bsh2:

backend = /bin/ksh

3. To set up a remote queue bsh, enter:

remh:
device = rd0
host = pluto
rq = bsh
rdo0:
backend = /usr/lpd/rembak
Files
/etc/qconfig Configuration file.
letc/qconfig.bin Digested, binary version of the /etc/qconig file.
/usr/lpd/digest Program that converts the qconfig file to binary.

Related Information
The Ip command, gdaemon command, enq command.
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streamcmds File

Purpose

Contains auditstream commands.

Description

The /etc/security/audit/streamemds file is an ASCII template file that contains the stream
mode commands that are invoked when the audit system is initialized. The path name of this
file is defined in the stream stanza of the /etc/security/audit/config file.

This file contains command lines, each of which is composed of one or more commands
with input and output that may be piped together or redirected. Although the commands
usually are one or more of the audit system commands (the auditcat command, the auditpr
command, the auditselect command), this is not a requirement. The first command,
however, should be the auditstream command.

When the audit system is initialized, the audit start command runs each command. No path
name substitution is performed on $trail or $bin strings in the commands.

Security

Access Control: This file should grant read (r) access to the root user and members of the
audit group and grant write (w) access only to the root user.

Examples

1.

To read all records from the audit device, select and format those that involve
unsuccessful events, and print them on a line printer, include the following in the
letc/security/audit/streamcmds file:

/etc/auditstream | /etc/auditselect —e \
"result = fail” |/etc/auditpr —v > /dev/lpr0

This command is useful for creating a hard copy trail of system security violations.

. To read all records from the audit device that have audit events in the authentication

class, format them, and display them on the system console, include the following in the
letc/security/audit/streamemds file:

/etc/auditstream —c authentication | \
/etc/auditpr —t0 —v > /dev/console

This command allows timely auditing of user authentication events.

Implementation Specifics
This command is part of AIX Base Operating System (BOS) Runtime.

Files
letc/security/audit/streamemds Specifies the path to the file.
lete/security/audit/config Contains audit system configuration information.
lete/security/audit/events Contains the audit events of the system.
/etc/security/audit/objects Contains information about audited objects (files).
letc/security/audit/bincmds Contains auditbin backend commands.
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Related Information
The audit command, auditcat command, auditpr command, auditselect command.

To see the steps you must take to establish an Auditing System, refer to How to Set Up an
Auditing System in General Concepts and Procedures.

For more information about the identification and authentication of users, discretionary

access control, the trusted computing base, and auditing, refer to Security Introduction in
General Concepts and Procedures.
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sysck.cfg File

Purpose

Contains file definitions for the trusted computing base

Description

The /etc/security/sysck.cfg file is a stanza file that contains definitions of file attributes for
the trusted computing base. The name of each stanza is the pathname of a file, followed by
a : (colon). Attributes are in the form Attribute = Value. Each attribute is ended with a new
line character, and each stanza is ended with an additional new line character. For an
example of a stanza, see the Examples section below.

Each stanza can have one or more of the following attributes, and must have the type

attribute:

acl

class

checksum

group

links

mode

owner

program

size

Defines the access control list of the file, including the SUID, SGID, and
SVTX bits. The value is the Access Control List, in the format described in
Access Control Lists.

Defines a group of files for checking, deleting, or updating. A file can be in
more than one class. The value is the ClassName [ClassName]parameter.

Defines the checksum, as computed with the sysck checksum program. This
attribute is valid only for regular files. The value is the output of the sum —r
command, including spaces.

Defines the group name or numeric group ID, expressed as the GroupName
or GrouplD parameter.

Defines the absolute paths that have hard links to this object. The value must
be an absolute pathname, expressed as the Path, [Path ...] parameter.

Defines the file mode, expressed as Flag, Flag ..., PBits. The Flag parameter
can contain the SUID, SGID, SVTX, and tcb mode attributes. The PBITS
parameter contains the base file permissions, expressed either in octal form,
such as 640, or symbolic form, such as rw—,r—; r—. The order of the
attributes in the Flag parameter is not important, but base permissions must
be the last entry in the list. The symbolic form may include only read (r), write
(w), and execute (x) access. If the acl attribute is defined in the stanza, the
SUID, SGID, and SVTX mode attributes are ignored. For a typical mode
specification, see the Examples section below.

Defines the name or numeric ID of the file owner, expressed as the
OwnerName or the OwnerID parameter.

Defines an associated checking program. When the sysck command is in
check mode (given with the —-n, —p, —t or -y flag), the associated program is
invoked as part of the check, with the flag as its first argument. The value
must be an absolute pathname. If flags are specified, the value should be
expressed as Path [,Flag).

Defines the size of the file in bytes. This attribute is valid only for regular files.
The value is a decimal number.
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source Defines the source file. In check mode, the source file is copied to the file
being checked to initialize it. If this attribute is blank or empty (source = ) an
empty file (regular file, directory, or named pipe) is created. This attribute
requires a value if the object is a device file. The value must be an absolute
pathname.

symlinks  Defines the absolute paths that have symbolic links to this object. The value is
Path, [Path ...]

type The type of object. Select one of the following: the FILE, DIRECTORY, FIFO,
BLK_DEV, CHAR_DEV, or MPX_DEV keyword.

Stanzas in this file can be created and altered with the sysck command. Direct alteration by

other means should be avoided, since other accesses may not be supported in future
releases.

Attributes that span multiple lines must be enclosed in double quotes and have new line
characters entered as \n.

Security

Access Control: This file should grant read (r) access to the root user and members of the

security group, and write (w) access only to the root user. General users do not need read (r)
access.

Examples
1. A typical stanza looks like the following example for the /etc/passwd file:

/etc/passwd:
type = file
owner = root
group = passwd
mode = TCB, 640
program = /bin/pwdck ,ALL

2. A typical mode specification looks like the following example for a program that is part of
the Trusted Computing Base, is a Trusted Process, and which has the setuid attribute
enabled:

mode
Or
mode = SUID,TP,TCB,750

SUID,TP,TCB, rwxr—x——

Implementation Specifics
This command is part of AIX Base Operating System (BOS) Runtime.

Files
/etc/security/sysck.cfg Specifies the path to the system configuration data base.

Related Information

The grpck command, installp command, pwdck command, sum command, sysck
command, updatep command, usrck command.

For more information about the identification and authentication of users, discretionary
access control, the trusted computing base, and auditing, refer to Security Introduction in
General Concepts and Procedures.
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terminfo File

Purpose
Describes terminal by capability.

Description
A terminfo file is a data base that describes terminals, defining their capabilities and their
methods of operation. It is used by various programs, including the Extended Curses Library
(libcur.a) and the vi editor. The information defined includes initialization sequences,
padding requirements, cursor positioning, and other command sequences that control
specific terminals.

This article explains the terminfo source file format. Before a terminfo source file can be
used, it must be compiled using the tic command. You can edit and modify these source
files, such as the /usr/lib/terminfo/ibm.ti file, which describes IBM terminals, and the
/usr/lib/terminfo/dec.ti file, which describes DEC terminals.

See TERM for a list of some terminals supported by predefined terminfo data base files and
the corresponding values for the TERM environment variable.

Each terminfo entry consists of a number of fields separated by commas, ignoring any
white space between commas. The first field for each terminal gives the various names the
terminal is known separated by | (vertical bar) characters. The first name given should be
the most common abbreviation for the terminal, the last name given should be a long name
fully identifying the terminal, and all others are understood as synonyms for the terminal
name. All names except the last should be in lowercase and not contain blanks. The last
name can contain uppercase characters for readability.

Terminal names (except the last) should be chosen using the following conventions. A root
name should be chosen to represent the particular hardware class of the terminal. This
name should not contain hyphens, except to avoid synonyms that conflict with other names.
Possible modes for the hardware or user preferences are indicated by appending a —
(hyphen) and an indicator of the mode to the root name. Thus, a terminal in 132 column
mode would be Terminal -w. The following suffixes should be used where possible:

Suffix Meaning Example
-am With automatic margins (usually default) Terminal-am
-m Monochrome mode Terminal-m
-w Wide mode (more than 80 columns) Terminal-w
~nam Without automatic margins Terminal-nam
-n Number of lines on the screen Termina60
-na No arrow keys (leave them in local) Terminal-na
-np Number of pages of memory Terminal-4p
-rv Reverse video Terminal-rv
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Types of Capabilities

Capabilities in terminfo are of three types: boolean, numeric, and string. Boolean capabilities
indicate that the terminal has some particular feature. Boolean capabilities are true if the
corresponding name is in the terminal description. Numeric capabilities give the size of the
terminal or the size of particular delays. String capabilities give a sequence that can be used
to perform particular terminal operations.

- Entries can continue onto multiple lines by placing white space at the beginning of each

subsequent line. Comments are included in lines beginning with the # (pound sign)
character.

List of Capabilities

The following listing shows VARIABLE, which is the name the programmer uses to access
the terminfo capability. The CAP NAME (capability name) is the short name used in the text
of the data base, and is used by a person updating the data base. The I.CODE is the 2-letter
internal code used in the compiled data base, and always corresponds to a termcap
capability name.

Capability names have no absolute length limit. An informal limit of five characters is
adopted to keep them short and to allow the tabs in the caps source file to be aligned.
Whenever possible, names are chosen to be the same as or similar to the ANSI X3.64
standard of 1979.

(P) Indicates thatk padding can be specified.
(G) Indicates that the string is passed through tparm with parameters as given
(#).
*) Indicates that padding can be based on the number of lines affected.
(#i) Indicates the ith parameter.
» CAP I

VARIABLE NAME CODE DESCRIPTION ,

auto-left-margin bw bw Indicates cub1 wraps from column 0 to last
column.

auto_right_margin am am Indicates terminal has automatic margins.

beehive_glitch xsb XS Indicates a terminal with f1=escape and
f2=Ctrl-C.

ceol-standout-glitch shp XS Indicates standout not erased by overwriting

eat_newline_glitch  xenl XN Ignores new-line character after 80 columns.

erase_overstrike €o €0 Erases overstrikes with a blank.

generic-type gn gn Indicates generic line type (such as, dialup,
switch)

hard-copy he he Indicates hardcopy terminal.

has_meta_key km km Indicates terminal has a meta key (shift, sets
parity bit). :

has_status_line hs hs Indicates terminal has extra “status line”.

insert_null_glitch in in Indicates insert mode distinguishes nulls.

memory_above da da Retains information above display in memory.

memory_below db db Retains information below display in memory.

move_insert_mode mir mi Indicates safe to move while in insert mode.

move_standout_mode msgr ms Indicates safe to move in standout modes.

over_strike os 0s Indicates terminal overstrikes.

status_line_esc_ok eslok es Indicates escape can be used on the status line.
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CAP
VARIABLE NAME
teleray_glitch xt
tilde_glitch hz
transparent_underline

ul
xon_xoff xon
Numbers

CAP
VARIABLE NAME
columns cols
line.init_tabs it
lines lines

lines_of_memory Im

magic_cookie_glitch xmc¢
padding_baud_rate pb

virtual_terminal vt
width_status_lines  wsl

Strings

CAP
VARIABLE NAME
appl_defined_str apstr
back_tab cbt
bell bel
box_chars_1 box1
box_chars_2 box2
box_attr_1 batti
box_attr_2 batt2
carriage_return cr
change_scroll_regioncsr
clear_all_tabs tbe
clear_screen clear
clr_eol el
clr_eos ed
color_bg_0 colb0
color_bg_1 colb1
color_bg_2 colb2
color_bg_3 colb3
color_bg_4 colb4
color_bg_5 colb5
color_bg_6 colbé
color_bg_7 colb?7

L
CODE

xt
hz

ul
X0

CODE

co

li
Im

sg
pb

ws

CODE

za
bt
bl

bx

Bx
Byx

cr
cs

terminfo

DESCRIPTION

Indicates destructive tabs and blanks inserted
while entering standout mode.

Indicates terminal cannot print ~ (tilde)
characters.

Overstrikes with underline character.
Indicates terminal uses xon/xoff handshaking.

DESCRIPTION

Specifies the number of columns in a

Provides tabs initially every # spaces.

Specifies the number of lines on screen or page.
Specifies the number of lines of memory if >
lines. A value of 0 (zero) indicates variable.

Indicates number of blank characters left by
s$mso or rmso.

Indicates lowest baud where carriage return and
line return padding is needed.

Indicates virtual terminal number.

Spegcifies the number of columns in status line.

DESCRIPTION

Application defined terminal string.
Back tab. (P)

Produces an audible signal (bell). (P)
Box characters primary set.

Box characters alternate set.
Attributes for box_chars_1.

Attributes for box_chars_2.

Indicates carriage return. (P*)

Changes scroll region to lines #1 through #2.
(PG)

Clears all tab stops.

Clears screen and puts cursor in home position.
(P7)

Clears to end of line. (P)

Clears to end of the display. (P*)

Background color 0 black.
Background color 1 red.
Background color 2 green.
Background color 3 brown.

Background cotlor 4 blue.
Background color 5 magenta.
Background color 6 cyan.
Background color 7 white.
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Strings (continued)

VARIABLE

color_fg_0
color_fg_1
color_fg_2
color_fg_3

color_fg_4
color_fg_5
color_fg_6
color_fg_7

column_address
command_character

cursor_address

cursor_down

cursor_home
cursor_invisible
cursor_left

cursor_mem_address mrcup

cursor_normal

cursor_right
cursor_to_|l

cursor_up
cursor_visible

delete_character
delete_line
dis_status_line
down_half_line

enter_alt_charset_mode smacsas

enter_bold_mode
enter_blink_mode
enter_ca_mode
enter_delete_mode
enter_dim_mode

enter_insert_mode

enter_protected_mode prot
enter_reserse_mode rev

enter_secure_mode

enter_standout_mode smso
enter_underline_mode smul

erase_chars

exit_alt_charset_mode rmacs

exit_attribute_mode
exit_ca_mode
exit_delete_mode
exit_insert_mode
exit_standout_mode

CAP I.
NAME CODE
colf0 0
colf1 ci
colf2 c2
colf3 c3
colf4 c4
colf5 c5
colf6 c6
colf7 c7
hpa ch
cmdch CcC
cup cm
cud1 do
home ho
civis Vi
cub1 le
CM
cnorm ve
cuf1 nd
I Il
cuut up
cwvis VS .
dcht dc
di dl
dsl ds
hd hd
blink mb
bold md
smcup i
smdc dm
dim mh
smir im
mp
mr
invis mk
S0
us
ech ec
ae
sgro me
rmcup te
rmdc ed
rmir ei
rmso se
ue

exit_underline_mode rmul
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DESCRIPTION

Foreground color 0 white.
Foreground color 1 red.
Foreground color 2 green.
Foreground color 3 brown.

Foreground color 4 blue.
Foreground color 5 magenta.
Foreground color 6 cyan.
Foreground color 7 black.

Sets cursor column. (PG)

Indicates terminal command prototype character
can be set.

Indicates screen relative cursor motion row #1
col #2. (PG)

Moves cursor down one line.

Moves cursor to home position (if no cup).
Makes cursor invisible.

Moves cursor left one space.

Indicates memory relative cursor addressing.
Makes cursor appear normal (undo vs or vi).

Indicates nondestructive space (cursor right).
Moves cursor to first column of last line (if no
cup).

Moves cursor up one line. (cursor up).
Makes cursor very visible.

Deletes character. (P*)

Deletes line. (P*)

Disables status line.

Indicates subscript (forward 1/2 line feed).

Starts alternate character set. (P)
Enables blinking.

Enables bold (extra bright) mode.
Begins programs that use cup.
Starts delete mode.

Enables half-bright mode.

Starts insert mode.

Enables protected mode.

Enables reverse video mode.

Enables blank mode (characters invisible).
Begins standout mode.

Starts underscore mode.

Erases #1 characters. (PG)
Ends alternate character set. (P)
Disables all attributes.

Ends programs that use cup.
Ends delete mode.

Ends insert mode.

Ends stand out mode.

Ends underscore mode.



Strings (continued)

CAP
VARIABLE NAME
flash_screen flash
font 0 font0
font_1 font1
font_2 font2
font_3 font3
font_4 font4
font_5 fonts
font_6 fonté
font_7 font7
form_feed ff
from_status_line fsl
init_1string is1
init_2string is2
init_3string is3
init_file if
insert_character ich1
insert_line il1
insert_padding ip
key_backspace kbs
key_back_tab kbtab
key_catab ktbc
key_clear kelr
key_ctab kctab
key_command kemd
key_command_pane kcpn
key_dc kdch1
key_dl kdi1
key_do kdo
key_down keud1
key_eic krmir
key_end kend
key_eol ke1
key_eos ked
key_f0 kio
key_f1 kf1
key_f2 kf2
key_f{3 kf3
key_f4 kf4
key_f5 kf5
key_f6 kf6
key {7 kf7
key_f{8 kf8
key_f9 kf9
key_f10 ki10
key_f11 ki11

terminfo

DESCRIPTION

Indicates visual bell (may not move cursor).
Select font 0.
Select font 1.
Select font 2.
Select font 3.

Select font 4.
Select font 5.
Select font 6.
Select font 7.

Ejects page (hardcopy terminal). (P*)
Returns from status line.

Initializes terminal.

Initializes terminal.

Initializes terminal.

Identifies file containing is.

Inserts character. (P)

Adds new blank line. (P*)

Inserts pad after character inserted. (P*)
Sent by backspace key.

Sent by backtab key.

Sent by clear-all-tabs key.

Sent by clear-screen or erase key.
Sent by clear-tab key.

Command request key.

Command pane key.

Sent by delete-character key.

Sent by delete-line key.

Do request key.

Sent by terminal down arrow key.
Sent by rmir or smir in insert mode.

End key.

Sent by clear-to-end-of-line key.
Sent by clear-to-end-of-screen key.
Sent by function key FO.

Sent by function key F1.

Sent by function key F2.
Sent by function key F3.
Sent by function key F4.
Sent by function key F5.
Sent by function key F6.

Sent by function key F7.
Sent by function key F8.
Sent by function key F9.
Sent by function key F10.
Sent by function key F11.
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Strings (continued)

CAP .
VARIABLE NAME CODE DESCRIPTION
key_f12 kf12 k> Sent by function key F12.
key_help khip kq Help key.
key_home khome  kh Sent by home key.
key_ic kich1 kl Sent by insert character/enter insert mode key.
key_il kil kA Sent by insert line key.
key_left kcub1 kl Sent by terminal left arrow key.
key_ll kil kH Sent by home-down key.
key_new-line knl kn New-line key.
key_next_pane knpn kv Next-pane key.
key_n_page knp kN Sent by next-page key.
key_ppage kpp kP Sent by previous-page key.
key_prev_cmd kpcmd  kp Sent by previous-command key.
key_quit kquit kQ Quit key.
key_right kcuf1 kr Sent by terminal right arrow key.
key_scroll_left kscl kz Scroll left.
key_scroll_right kscr kZ Scroll right.
key_select ksel kU Select key.
key_sf kind kF Sent by scroll-forward/down key.
key_smap_in1 kmpf1 Kv Input for special mapped key 1.
key_smap_out1 kmpt1 KV Output for mapped key 1.
key_smap_in2 kmpf2 Kw Input for special mapped key 2.
key_smap_out2 kmpt2 KW Output for mapped key 2.
key_smap_in3 kmpf3 Kx Input for special mapped key 3.
key_smap_out3 kmpt3 KX Output for mapped key 3.
key_smap_in4 kmpf4 Ky Input for special mapped key 4.
key_smap_out4 kmpt4 KY Output for mapped key 4.
key_smap_in5 kmpf5 Kz Input for special mapped key 5.
key_smap_out5 kmpt5 Kz Output for mapped key 5.
key_sr kri kR Sent by scroll-backward key.
key_stab khts kT Sent by set-tab key.
key_tab ktab ko Tab key.
key_up kecuu1 ku Sent by terminal up arrow key.
keypad_local rmkx ke Ends keypad transmit mode.
keypad_xmit smkx ks Puts terminal in keypad transmit mode.
lab_f0 If0 10 Labels function key FO if not FO.
lab_f1 If1 B Labels function key F1 if not F1.
lab_f2 If2 12 Labels function key F2 if not F2.
lab_13 if3 13 abels function key F3 if not F3.
lab_f4 if4 14 Labels function key F4 if not F4.
lab_f5 If5 15 Labels function key F5 if not F5.
lab_f6 If6 16 Labels function key F6 if not F6.
lab_f7 If7 17 Labels function key F7 if not F7.
lab_f8 If8 18 Labels function key F8 if not FO8
lab_f9 fo 19 Labels function key F9 if not F9.
lab_f10 If10 la Labels function key F10 if not F10.
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Strings (continued)

CAP
VARIABLE NAME
meta_on smm
meta_off rmm
newline nel
pad_char pad
parm_dch dch

parm_delete_line dl
parm_down_cursor cud
parm_ich ich
parm_index indn

parm_insert_line il
parm_left_cursor  cub
parm_right_cursor  cuf
parm_rindex rin
parm_up_cursor cuu

pkey_key pfkey
pkey_local pfloc
pkey_xmit pix
print_screen mc0
prir_oft mcé
prir_on mcbh
repeat_char rep
reset_1string rsi
reset_2string rs2
reset_3string rs3
reset_file rf
restore_cursor rc
row_address vpa
save_cursor sc
scroll_forward ind
scroll_reverse ri
set_attributes sgr
set_tab hts
set_window wind
tab ht
to_status_line tsl
underline_char uc
up_half_line hu
init_prog iprog

CODE
mm

mo
nw

rc
cv

sC
st
sr

sa

st
wi

ta

ts
uc

hu
iP

termyinfo

DESCRIPTION

Enables “meta mode” (8th bit).

Disables “meta mode”.

Performs new-line function (behaves like CR
followed by LF).

Pads character (instead of NUL).

Deletes #1 characters. (PG*)
Deletes #1 lines. (PG*)

Moves cursor down #1 lines. (PG*)
Inserts #1 blank characters. (PG*)
Scrolls forward #1 lines. (PG*)

Adds #1 new blank lines. (PG*)
Moves cursor left #1 spaces. (PG*)
Moves cursor right #1 spaces. (PG*)
Scrolls backward #1 lines. (PG*)
Moves cursor up #1 lines. (PG*)

Programs function key #1 to type string #2.
Programs function key #1 to execute string #2.
Programs function key #1 to xmit string #2.
Prints contents of the screen.

Disables the printer.

Enables the printer.

Repeats character #1 #2 times. (PG*)
Resets terminal to known modes.
Resets terminal to known modes.
Resets terminal to known modes.
Identifies the file containing reset string.

Restores cursor to position of last sc.

Positions cursor to an absolute vertical position
(set row). (PG)

Saves cursor position. (P)

Scrolls text up. (P)

Scrolls text down. (P)

Defines the video attributes. (PG9)

Sets a tab in all rows, current column.
Indicates current window is lines #1—#2 cols
#3—#4.

Tabs to next 8-space hardware tab stop.

Moves to status line, column #1.

Underscores one character and moves beyond
it.

Indicates superscript (reverse 1/2 line-feed).
Locates the program for init.
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Strings (continued)

CAP L
VARIABLE NAME CODE DESCRIPTION:
key_ai ka1l K1 Specifies upper left of keypad.
key_ a3 - ka3 K3 pecifies upper right of keypad.
key_b2 kb2 K2 Specifies center of keypad.
key_c1 kel K4 Specifies lower left of keypad.
key_c3 ke3 K5 Specifies lower right of keypad.
prir_non mcSp po Enables the printer for #1 bytes.

Terminal capabilities have names. For instance, the fact that a terminal has automatic
margins (such as, an automatic new-line when the end of a line is reached) is indicated by
the am capability. Hence the description of the terminal includes the am capability. Numeric
capabilities are followed by the # (pound sign) character and then the value. Thus the
cols#80 capability, which indicates the number of columns the terminal has, gives the value
80 for the terminal.

Finally, string-valued capabilities, such as the el capability (clear to end of line sequence)
are given by the 2-character code, an = (equal sign), and then a string ending at the
following, (comma). A delay in milliseconds may appear anywhere in a string capability,
enclosed between a $< and a > as in el+\EK$<3>, and padding characters are supplied by
tputs to provide this delay. The delay can be either a number, such as 20, or a number
followed by an * (asterisk), such as 3*. An asterisk indicates that the padding required is
proportional to the number of lines affected by the operation, and the amount given is the
per-affected-unit padding required. (In the case of insert character, the factor is still the
number of lines affected. This is always 1, unless the terminal has the xenl and the software
uses it). When an asterisk is specified, it is sometimes useful to give a delay of the form a.b,
such as, 3.5, to specify a delay per unit to tenths of milliseconds. (Only a decimal place is
allowed.)

A number of escape sequences are provided in the string-valued capabilities for easy
encoding of characters there. Both \E and \e map to an Escape character, Ax maps to a
Ctrl-x for any appropriate x, and the sequences, \n, \, \r, \t, \b, \f, \s give a new_line,
line-feed, return, tab, backspace, form-feed, and space. Other escape sequences include \A
(backslash caret) for a A (caret), \ \ (backslash backslash) for a \ (backslash), \ , (backslash
comma) for a, (comma), \ : (backslash colon) for a : (colon), and \0 (backslash zero) for the
null character. (\0 will produce \200, which does not end a string but behaves as a null
character on most terminals.) Finally, characters can be given as 3 octal digits after a\
(backslash).

Sometimes, individual terminal capabilities must be commented out. To do this, put a period
before the capability name.

Preparing Descriptions

An effective way to prepare a terminal description is to imitate the description of a similar
terminal in the terminfo file and add to the description gradually, using partial descriptions
with the vi editor to check that they are correct. Be aware that a very unusual terminal may
expose deficiencies in the ability of this file to describe it or bugs in the vi editor. To test a
new terminal description, set the environment variable TERMINFO to a path name of a
directory containing the compiled description you are working on and programs will look
there rather than in the /usr/lib/terminfo file. A test to get the correct padding (if known) is
to edit the /etc/passwd file at 9600 baud, delete about 16 lines from the middie of the
screen, then press the u key several times quickly. If the terminal fails to display the result
properly, more padding is usually needed. A similar test can be used for insert character.
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Basic Capabilities
The following describe basic terminal capabilities:

am Indicates that the cursor moves to the beginning of the next line when it
reaches the right margin. This capability also indicates whether the cursor
can move beyond the bottom right corner of the screen.

bel Produces an audible signal (such as a bell or a beep).

bw Indicates that a backspace from the left edge of the terminal moves the
cursor to the last column of the previous row.

clear Clears the screen leaving the cursor in the home position.

cols Specifies the number of columns on each line for the terminal.

cr Moves the cursor to the left edge of the current row. This code is usually
carriage return (Ctrl-M).

cub1 Moves the cursor one space to the left, such as backspace.

cuf1, cuut, and cud1
Moves the cursor to the right, up, and down, respectively.

he Specifies a printing terminal. The os capability should also be specified.
lines Specifies the number of lines on a cathode ray tube (CRT) terminal.
os Indicates that when a character is displayed or printed in a position already

occupied by another character, the terminal overstrikes the existing
character, rather than replacing it with the new character. The os capability
applies to storage scope, printing, and APL terminals.
The terminfo file's initialization subroutine, setupterm, calls the termdef command to
determine the number of lines and columns on the display. If the termdef command cannot
supply this information, then the setupterm subroutine uses the lines and cols values in the
data base.

A point to note here is that the local cursor motions encoded in the terminfo file are
undefined at the left and top edges of a CRT terminal. Programs should never attempt to
backspace around the left edge, unless the bw string is given, and never attempt to go up
locally off the top. In order to scroll text up, a program should go to the bottom left corner of
the screen and send the ind (index) string.

To scroll text down, a program goes to the top left corner of the screen and sends the ri
(reverse index) string. The ind string and the ri string are undefined when not on their
respective corners of the screen.

The am capability tells whether the cursor sticks at the right edge of the screen when text is
output, but this does not necessarily apply to a cuf1 from the last column. The only local
motion that is defined from the left edge is if the bw is given, then a cub1 from the left edge
will move to the right edge of the previous row. If the bw is not given, the effect is undefined.
This is useful for drawing a box around the edge of the screen, for example. If the terminal
has switch-selectable automatic margins, the terminfo file usually assumes that it is on by
specifying the am capability. If the terminal has a command that moves to the first column of
the next line, that command can be given as the nel (new-line). It does not matter if the
command clears the remainder of the current line, so if the terminal has no cr and If, it may
still be possible to craft a working nel out of one or both of them.
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These capabilities suffice to describe printing terminals and simple CRT terminals. Thus, the
Model 33 Teletype is described as:

33 | tty33 \ tty \ Model 33 Teletype,
bel+"G, cols#72, cr="M, cudl="J, hec, ind="J, os,

And another terminal is described as:

xxxx | x | xxxxxxxx,
am, bel="G, clear="%, cols#80, cr="M, cubl="H, cudl="J,
ind="J, lines#24,

Parameterized Strings

Cursor addressing and other strings requiring parameters in the terminal are described by a
parameterized string capability, with escape sequences similar to printf %x in it. For
example, to address the cursor, the cup capability is given using two parameters: the row
and column to address to. (Rows and columns are numbered starting with 0 and refer to the
physical screen visible to the user, not to any unseen memory.) If the terminal has memeory
relative cursor addressing, that can be indicated by the mrcup capability.

The parameterized capabilities and their descriptions are:
cub1 Backspaces the cursor one space.

cup Addresses the cursor using two parameters: the row and column to
address. Rows and columns are numbered starting with 0 and refer to the
physical screen visible to the user, not to memory.

hpa and vpa Indicates the cursor has row or column absolute cursor addressing,
horizontal position absolute (hpa) and vertical absolute (vpa).

Sometimes the hpa and vpa capabilities are shorter than the more general
two parameter sequence and can be used in preference to cup. If there are
parameterized local motions (such as, move n spaces to the right) these
can be given as cud, cub, cuf, and cuu with a single parameter indicating
how many spaces to move. These are primarily useful if the terminal does
not have cup.

indnand rin  Scrolls text. These are parameterized versions of the basic ind capability,
and ri capability. n is the number of lines.

mrcup Indicates the terminal has memory-relative cursor addressing.

The parameter mechanism uses a stack and special % codes to manipulate it. Typically a
sequence pushes one of the parameters onto the stack and then prints it in some format.
Often more complex operations are necessary.

The encodings have the following meanings:

%% Outputs a % (percent sign).

%d Print pop() as in the printf command (numeric string from stack).
%2d Print pop() like %2d (minimum 2 digits output from stack).

%3d Print pop() like %3d (minimum 3 digits output from stack).

%02d Prints as in the printf command (2 digits output).

%03d Prints as in the printf command (3 digits output).

%¢C Print pop() give %¢ (character output from stack).
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%S Print pop() gives %s (string output from stack).

%pli] Pushes the ith parameter onto the stack.

%P[a-2] Sets variable [a-Z] to pop() (variable output from stack).
%g[a-2] Gets variable [a-z] and pushes it onto the stack.

%’c’ Character constant c.

%{nn} Integer constant nn.

%+ Y%= %* %! Y%om
Arithmetic (%m is modulus): push(pop() operation pop()).
%& %| %N Bit operations: push (pop() operation pop()).
%= %> %< Logical operations: push(pop() operation pop()).
%! Y%~ Unary operations push(operation pop()).
%i Add 1 to first two parameters (for ANSI terminals).

% expr %t thenpart %e elsepart %;

li-then-else. The %e elsepart is optional. You can make an else-if construct
as with Algol 68:

$? ¢l %t bl %e c2 %t b2 %e c3 %t b3 %e bd %;
In this example, the ¢i denotes conditions, and the bi denotes bodies.

Binary operations are in postifx form with the operands in the usual order. That is, to get
x— 5 one would use $gx%{5}%—.

Consider a terminal, which, to get to row 3 and column 12, needs to be sent \E&a12c03Y
padded for 6 milliseconds. Note that the order of the rows and columns is inverted here, and
that the row and column are printed as two digits. Thus its cup capability is
cup=6\E&a%p2%zdc%p1%2dY.

Some terminals need the currént row and column sent preceded by a AT with the row and
column simply encoded in binary, cup="T%p1l%c%p2%c. Terminals which use %¢c need to be
able to backspace the cursor (cub1), and to move the cursor up one line on the screen
(cuul). This is necessary because it is not always safe to transmit \n, AD, and \r as the
system may change or discard them. (The library routines dealing with the terminfo file set
terminal modes so that tabs are not expanded by the operating system; thus \t is safe to
send).

A final example is a terminal that uses row and column offset by a blank character, thus
cup=\E=%pl%’ ’%+%c¥p2%’ ’%+%c. After sending \E=, this pushes the first parameter,
pushes the ASCII value for a space (32), adds them (pushing the sum on the stack in place
of the two previous values) and outputs that value as a character. Then the same is done for
the second parameter. More complex arithmetic is possible using the stack.

Cursor Motions
If the terminal has a fast way to home the cursor (to the very upper left corner of the screen)
then this can be given as home. Similarly a fast way of getting to the lower left-hand corner
can be given as lI; this may involve going up with cuu1 from the home position, but a
program should never do this itself (unless Il does) because it can make no assumption
about the effect of moving up from the home position. Note that the home position is the
same as addressing (0,0) to the top left corner of the screen, not of memory. (Thus, the \EH
sequence on some terminals cannot be used for home.)
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Area Clears

The following areas are used to clear large areas of the terminal:

ed

el

Insert/Delete Line

Clears from the current position to the end of the display. This is defined
only from the first column of a line. (Thus, it can be simulated by a request
to delete a large number of lines, if a true ed is not available.)

Clears from the current cursor position to the end of the line without moving
the cursor.

The following describes the insert and delete line capabilities:

csr

da
db
dit

il

rc

sC

wind

Indicates the terminal has a scrolling region that can be set. This capability
takes two parameters: the top and bottom lines of the scrolling region.

Indicates the terminal can retain display memory above what is visible.
Indicates the display memory can be retained below what is visible.

Indicates the line the cursor is on can be deleted. This is done only from the
first position on the line to be deleted. Additionally, the di capability takes a
single parameter indicating the number of lines to be deleted.

Creates a new blank line before the line where the cursor is currently
located and scrolls the rest of the screen down. This is done only from the
first position of a line. The cursor then appears on the newly blank line.
Additionally, the il capability can take a single parameter indicating the
number of lines to insert.

Restores the cursor. When used after the csr capability, it gives an effect
similar to delete line.

Saves the cursor. When used after the csr capability, it gives an effect
similar to insert line. '

Indicates the terminal has the ability to define a window as part of memory.
This is a parameterized string with 4 parameters: the starting and ending

lines in memory and the starting and ending of columns in memory, in that
order.

Insert/Delete Line Character
Generally, there are two kinds of programmable terminals with respect to insert/delete
character operations which can be described using the terminfo file. The most common
insert/delete character operations affect only the characters on the current line and shift
characters to the right and off the line. Other terminals make a distinction between typed and
untyped blanks on the screen, shifting data displayed to insert or delete at a position on the
screen occupied by an untyped blank, which is either eliminated or expanded to two untyped
blanks. Clearing the screen and then typing text separated by cursor motions differentiates
between the terminal types. You can determine the kind of terminal you have by doing the

following:

1. Type abc def using local cursor movements, not spaces, between the abe and the def.

2. Position the cursor before the abe and place the terminal in insert mode. If typing
characters causes the characters on the line to the right of the cursor to shift and exit the
right side of the display, the terminal does not distinguish between blanks and untyped
positions. If the abc moves to positions to the immediate left of the def and the
characters move to the right on the line, around the end, and to the next line, the terminal
is the second type. This is described by the in capability, which signifies insert null.
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While these are two logically separate attributes (one line versus multiline insert mode,
and special treatment of untyped spaces) there are no known terminals whose insert
mode cannot be described with the single attribute.

The terminfo file can describe both terminals having an insert mode and terminals that send
a simple sequence to open a blank position on the current line. The following are used to
describe insert or delete character capabilities:

dch1 Deletes a single character. dch with one parameter, n deletes n characters.

ech Erases n characters (equivalent to typing n blanks without moving the
cursor) with one parameter.

ich1 Precedes the character to be inserted. This is given as a number of

milliseconds. Any other sequence that may need to be sent after inserting a
single character can be given in this capability.

ip Indicates post padding needed. This is given as a number of milliseconds.
Any other sequence that may need to be sent after inserting a single
character can be given in this capability.

mir Allows cursor movement while in insert mode. It is sometimes necessary to
move the cursor while in insert mode to delete characters on the same line.
Some terminals may not have this capability due to their handling of insert

mode.
rmdc Exits delete mode.
rmir Ends insert mode.
smdc Enters delete mode.
smir Begins insert mode.

Note that if your terminal needs both to be placed into an insert mode and a special code to
precede each inserted character, then both the smir/rmir capabilities and the ich1 capability
can be given, and both will be used. The ich capability, with one parameter, n, will repeat the
effects of ich1 ntimes.

Highlighting, Underlining, and Visual Bells
If your terminal has one or more kinds of display attributes such as highlighting, underlining,
and visual bells, these can be presented in a number of ways. Highlighting, such as standout
mode, presents a good, high contrast, easy-on-the-eyes format to add emphasis to error
messages, and other attention getters. Underlining is another method to focus attention to a
particular portion of the terminal. Visual bells include methods such as flashing the screen.
The following capabilities describe highlighting, underlining, and visual bells for a terminal:

blink Indicates terminal has blink highlighting mode.

bold Indicates terminal has extra bright highlighting mode.

civis Causes the cursor to be invisible.

chorm Causes the cursor to display normal. This capability reverses the eftects of
the civis and cvvis capabilities.

cvvis Causes the cursor to be more visible than normal when it is not on the
bottom line.

dim Indicates the terminal has half-bright highlighting modes.

eo Indicates blanks erase overstrikes.

flash - Indicates the terminal has a way of flashing the screen (a bell replacement)

for errors without moving the cursor.
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invis
msgr

prot
rev
rmso
rmul
sgr

Indicates the terminal has blanking or invisible text highlighting modes.

Indicates it is safe to move the cursor in standout mode. Otherwise,
programs using standout mode should exit standout mode before moving
the cursor or sending a new-line. Some terminals automatically leave
standout mode when they move to a new line or the cursor is addressed.
Indicates the terminal has protected highlighting mode.

Indicates the terminal has reverse video mode.

Exits standout mode.

Ends underlining.

Sets attributes, the sgr0 turns off all attributes. Otherwise, if the terminal
allows a sequence to set arbitrary combinations of modes, the sgr takes 9
parameters. Each parameter is either 0 or 1, as the corresponding attribute
is on or off. The 9 parameters are in this order: standout, underline, reverse,
blink, dim, bold, blank, protect, and alternate character set. (The sgr can
only support those modes for which separate attributes exist on a particular
terminal.)

smcup and rmcup

smso
smul
uc

ul

xXme

Keypad

Indicates the terminal needs to be in a special mode when running a
program that uses any of the highlighting, underlining or visual bell
capabilities. The smcup enters this mode, while the rmcup exits this mode.
This need arises, for example, from terminals with more than one page of
memory. If the terminal has only memory relative cursor addressing, and not
screen relative cursor addressing, a screen-sized window must be fixed into
the terminal for cursor addressing to work properly. This is also used when
the smcup sets the command character to be used by the terminfo file.

Enters standout mode.

Begins underlining.

Underlines the current character and moves the cursor one space to the
right.

Indicates the terminal correctly generates underlined characters (with no
special codes needed) even though it does not overstrike.

Indicates the number of blanks left if the capability to enter or exit standout
mode leaves blank spaces on the screen.

If the terminal has a keypad that transmits codes when the keys are pressed, this
information can be given. Note that it is not possible to handle terminals where the keypad
only works in local mode. If the keypad can be set to transmit or not transmit, give these
codes as smkx and rmkx. Otherwise the keypad is assumed to always transmit. The codes
sent by the left arrow, right arrow, up arrow, down arrow, and home keys can be given as
kecub1, kcuf1, kcud1, and khome, respectively. If there are function keys such as FO, F1,. .
., F10, the codes they send can be given as kf0, kf1, . . ., kf10. If these keys have labels
other than the default FO through F10, the labels can be given as 10, If1, . . ., If10. The
codes transmitted by certain other special keys can be given as:

kbs
kelr
kctab
kdch1
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kdi1 Indicates the delete line key.

ked Indicates clear to end of screen.

kel Indicates clear to end of line.

khts Indicates set a tab stop in this column.

kich1 Indicates insert character or enter insert mode.

kil1 Indicates insert line.

kind Indicates scroll forward and/or down.

kil Indicates home down key (home is the lower left corner of the display, in this
instance).

kmir Indicates exit insert mode.

knp Indicates next page.

kpp Indicates previous page.

ktbe Indicates the clear all tabs key.

ri Indicates scroll backward and/or up.

In addittion, if the keypad has a 3-by-3 array of keys including the 4 arrow keys, the other 5
keys can be given as ka1, ka3, kc1, and kc3. These keys are useful when the effects of a
3-by-3 directional pad are needed.

Tabs and Initialization
If the terminal has hardware tabs, the command to advance to the next tab stop can be
given as the ht (usually Ctrl-l). A “backtab” command which moves left toward the previous
tab stop can be given as the cbt. By convention, if the terminal modes indicate that tabs are
being expanded by the operating system rather than being sent to the terminal, programs
should not be use the ht or the cbt even if they are present, since the user may not have the
tab stops properly set. If the terminal has hardware tabs that are initially set every n spaces
when the terminal is powered up, the numeric parameter it is given, showing the number of
spaces the tabs are set to. This is normally used by the tset command to determine whether
to set the mode for hardware tab expansion, and whether to set the tabs stops. If the
terminal has tab stops that can be saved in nonvolatile memory, the terminfo description
can assume that they are properly set.

Other capabilities include the is1, is2, and is3 initialization strings for the terminal, iprog,
the path name of a program to be run to initialize the terminal, and if, the name of a file
containing long initialization strings. These strings are expected to set the terminal into -
codes consistent with the rest of the terminfo file description. They are normally sent to the
terminal, by the tset program, each time the user logs in. They are printed in the following
order: is1, is2, setting tabs using tbc and hts; if; running the program iprog; and finally is3.
Most initialization is done with is2. Special terminal modes can be set up without duplicating
strings by putting the common sequences in is2 and special cases in is1 and is3. A pair of
sequences that does a harder reset from a totally unknown state can be analagously given
as rs1, rs2, rf, and rs3, analagous to is2 and if. These strings are output by the reset
program, which is used when the terminal starts behaving strangely, or not responding at all.
Commands are normally placed in rs2 and rf only if they produce annoying effects on the
screen and are not necessary when loggin in. For example, the command to set the terminal
into 80-column mode would normally be part of is2, but it causes an annoying screen
behavior and is not normally needed since the terminal is usually already in 80-column
mode.
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If there are commands to set and clear tab stops, they can be given as the tbe (clear all tab
stops) and the hts (set a tab stop in the current column of every row). If a more complex
sequence is needed to set the tabs than can be described by this, the sequence can be
placed in the is2 or the if.

Certain capabilities control padding in the terminal driver. These are primarily needed by
hard copy terminals, and are used by the tset program to set terminal modes appropriately.
Delays embedded in the cr, ind, cub1, ff, and tab capabilities cause the appropriate delay
bits to be set in the terminal driver. If the pb (padding baud rate) is given, these values can
be ignored at baud rates below the value of the pb.

Miscellaneous Strings

If the terminal requires other than a null (zero) character as a pad, then this can be given as
the pad string. Only the first character of the pad string is used.

If the terminal has an extra “status line” that is not normally used by software, this fact can
be indicated. If the status line is viewed as an extra line below the bottom line, into which
one can cursor address normally, the hs capability should be given. Special strings to go to
the beginning of the status line and to return from the status line can be given as the tsl and
the fsl. (The fsl must leave the cursor position in the same place it was before the tsl. If
necessary, the sc¢ string and the rc string can be included in tsl and fsl to get this effect.)
The tsl parameter takes one parameter, which is the column number of the status line the
cursor is to be moved to. If escape sequences and other special commands, such as tab,
work while in the status line, the eslok flag can be given. A string that turns off the status
line (or otherwise erases its contents) should be given as dsl. If the terminal has commands
to save and restore the position of the cursor, give them as sc¢ and rc. The status line is
normally assumed to be the same width as the rest of the screen, such as cols. If the status
line is a different width (possibley because the terminal does not allow an entire line to be
loaded) the width, in columns, can be indicated with the wsl numeric parameter.

If the terminal can move up or down half a line, this can be indicated with hu (half-line up)
and hd (half-line down). This is primarily useful for superscripts and subscripts on hardcopy
terminals. If a hardcopy terminal can eject to the next page (form feed), give this as ff
(usually Ctri-L).

If there is a command to repeat a given character a given number of times (to save time
transmitting a large number of identical characters) this can be indicated with the rep
parameterized string. The first parameter is the character to be repeated and the second is
the number of times to repeat it. Thus, tparm(repeat_char, 'x’,10) is the same as
XXXXXXXXXX,

If the terminal has a “meta key” which acts as a shift key, setting the eighth bit of any
character transmitted, this fact can be indicated with the km. Otherwise, software will
assume that the eighth bit is parity and it will usually be cleared. If strings exist to turn this
“meta mode” on and off, they can be given as the smm and the rmm.

If the terminal has more lines of memory than will filt on the screen at once, the number of
lines of memory can be indicated with the Im. A value of Im#0 indicates that the number of
lines is not fixed, but that there is still more memory than fits on the screen.

Media copy strings that control an auxiliary printer connected to the terminal can be given in
the following ways: the me0 prints the contents of the screen, the me4 turns off the printer,
and the mce5 turns on the printer. When the printer is on, all text sent to the terminal is sent
to the printer. When the printer is on, all text sent to the terminal is sent to the printer. Itis
undefined whether the text is also displayed on the terminal screen when the printer is on. A
variation of the me5p takes one parameter, and leaves the printer on for as many characters
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as the value of the parameter, then turns the printer off. The parameter should not exceed
255. All text, including the mc4, is transparently passed to the printer while an me5p is in
effect.

Strings to program function keys can be given as the pfkey, pfloc, and pfx. Each of these
strings takes two parameters: the function key number to program (from 0 to 10) and the
string to program it with. Function key numbers out of this range can program undefined
keys in a terminal-dependent manner. The difference between the capabilities is that the
pfkey causes pressing the given key to be the same as the user typing the given string; the
pfloc causes the string to be executed by the terminal in local mode; and the pfx causes the
string to be transmitted to the computer.

Indicating Terminal Problems
Terminals that do not allow ~ (tilde) characters to be displayed should indicate the hz.

Terminals that ignore a line-feed character immediately after an am wrap should indicate the
xenl.

If the el is required to get rid of standout (instead of merely writing normal text on top of it),
the xhp should be given.

Terminals for which tabs turn all characters moved to blanks should indicate the xt
(destructive tabs). This capability is interpreted to mean that it is not possible to position the
cursor on top of the pads inserted for standout mode. Instead, it is necessary to erase
standout mode using delete and insert line.

The terminal that is unable to correctly transmit the ESC (escape) or Ctrl-C characters has
the xsb, indicating that the F1 key is used for ESC and the F2 key is used for Ctri-C.

Other specific terminal problems can be corrected by adding more capabilities of the form
XX.

Similar Terminals
If two terminals are very similar, one can be defined as being just like the other with certain
exceptions. The use string capability can be given with the name of the similar terminal. The
capabilities given before the use capability overrides those in the terminal type called by the
use capability. A capability can be cancelled by placing xx@ to the left of the capability
definition, where xx is the capability. For example, the entry:

term-nl, smkx@, rmkx@, use=term,

defines a terminal that does not have the smkx capability or the rmkx capability, and hence
does not turn on the function key lables when in visual mode. This is useful for different
modes for a terminal, or for different user preferences.

Data Base File Names
Compiled terminfo file descriptions are placed in subdirectories under the /usr/lib/terminfo
file in order to avoid performing linear searches through a single directory containing all of
the terminfo file description files. A given description file is stored in the
lusr/lib/terminfo/c/name file, where name is the name of the terminal, and cis the first
letter of the terminal name. For example, the compiled descripton for the terminal term4—nl
can be found in the file /usr/lib/terminfo/t/termd—nl. You can create synonyms for
the same terminal by making multiple links to the same compiled file. (See the In command
on how to create multiple links to a file.)
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Example
The following entry, which describes a terminal, is among the entries in the terminfo file.

hft|High Function Terminal,
cr="M, cudl=\E[B, ind=\E[S, bel="G, ill=\E[L, am,
cubl="H, ed=\E[J, el=\E[K, clear=\E[H\E[J,
cup=\E[%ipl1%d; %p2%dH, cols#80, lines=#25,
dchl=\E[P, dl1=\E[M, home=\E[H,
ich=\E[%pl%d@, ichl=\E[@, smir=\E[6, rmir=\E6, ,
bold=\E[1m, rev=\E[7m, blink=\E[5m, invis=\E[8m, sgr0=\E[Om,
sgr=\E[%?%pl%t7;%;%2%p2%t4;%;%23p3%t7;%;%2%p4%t5;%;%?2%p6tl;%;m,
kcuul=\E[A, kcudl=\E[B, kcubl=\E[D,
kcufl=\E[C, khome=\E[H, kbs="H,
cufl=\E[C, ht="I, cuul=\E[A, xon,
rmull=\E[m, smul=\E[4m, rmso=\E[m, smso=\E[7m,
kpp=\E[150q, knp=\E[154q,
kf1=\E[001q, kf2=\E[002q, kf3=\E[003q, kf4=\E[004q,
k£5=\E[005q, kf6=\E[006q, kf7=\E[007q, kf8=\E[008q,
k£9=\E[009q, kfl10=\E[010q,
bw, eo, it#8, ms,
ch=\E%i%p1%dG, ech=\E[%pl5dx,
kdch1=\E[P, kind=\E[151q, kichl=\E[139qg, kimr=\E[41,
kn="M, ko="I, ktab=\E[Z, kri=\E[155q,
cub=\E[%pl%dD, cuf=\E[%pl%dC, indn=\E[%pldS, rin=\E[%pl%dT,
ri=\E[T, cuu=\E[%pl%da,
box1=332\304\277\263\331\300\302\264\301\303\305,
box2=311\315\273\272\274\310\313\271\312\314\316,
batt2=md,

colf0=\E[30m,
colf4=\E[34m,
colb0=\E[40m,
colb4=\E[44m,

colfl=\E[31m,
colf5=\E[35m,
colbl=\E[41m,
colb5=\E[45m,

colf2=\E[32m,
colf6=\E[36m,
colb2=\E[42n,
colb6=\E[46m,

colf3=\E[33m,
colf7=\E[37m,
colb3=\E[43m,
colb7=\E[47m,

Implementation Specifics
This command is part of AIX Base Operating System (BOS) Runtime.

Files
/usr/lib/terminfo/?/* Compiled terminal capability data base.

Related Information
The curses subroutine library, extended curses subroutine library, printf, fprintf,
sprintf, NLprintf, NLfprintf, or NLsprintf subroutines.
The termdef command, tic command.
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user File

Purpose
Contains extended user attributes.

Description
The /etc/security/user file is an ASCII file that contains stanzas with extended user
attributes. Each stanza is identified by a user name, followed by a : (colon), and contains
comma-separated attributes in the Attribute=Value form. If an attribute is not defined for a
user, either the default stanza or the default value for the attribute is used. For an example of
a stanza, see the Examples section.

Each attribute is ended by a new line character, and each stanza is ended by an additional
new line character.

Each stanza can have the following attributes:
admin Indicates whether the user is an administrator. Possibie values are:

yes The user is an administrator. Only the root user can change the
attributes of this user. You can substitute the true keyword or the
always keyword for the yes keyword.

no The user is not an administrator. You can substitute the false
keyword or the never keyword for the no keyword. This is the default
value.
autht Defines the primary methods used to authenticate the user. The value is a list

of comma-separated Method,Name pairs, with Method specifying the name of
the authentication method, and Name specifying the user to be authenticated.
The SYSTEM method, local password authentication, is the default value. The
NONE method indicates that no primary authentication check is made. Any
other Method must be the name of a stanza in the /etc/security/login.cfg file.
If no principle Name is specified, the name of the invoker of the process is
used.

auth2 Defines the secondary authentication methods for the user. These methods
are invoked by the login command if primary authentication is successful. The
value is a list of comma-separated Method;Name pairs, with Method specifying
the name of the authentication method, and Name specifying the user to be
authenticated. The NONE method indicates that no secondary authentication
check is made; this is the default value. If the Name parameter is not specified,
the name of the invoker of the process is used. The log in will not fail if a
secondary authentication method is not successful.

daemon Defines whether the user can execute programs using the cron daemon or the
src (system resource controller) daemon. Possible values are:

yes The user can execute programs using the cron or src daemon. You
can substitute the true keyword or the always keyword for the yes
keyword.
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expires

login

rlogin

su

sugroups

tpath
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no The user cannot execute programs using the cron or src daemon.
You can substitute the false keyword or the never keyword for the no
keyword.

Defines the expiration date for the user account, using the MMDDhhmmyy
format, where MM = month, DD = day, hh = hour, mm = minute, and yy = last 2
digits of the year. All characters are numeric. See the date command for more
information. If the value is 0, the account does not expire. The default value is
0.

Defines whether local log ins are enabled for the user. Possible values are:

yes Local log ins are defined. You can substitute the true keyword or the
always keyword for the yes keyword. This is the default value.

no Local log ins are not defined. You can substitute the false keyword or
the never keyword for the no keyword.

Defines whether the user account can be accessed by remote log ins with the
rlogin command. Possible values are:

yes The user account can be accessed remotely. You can substitute the
true keyword or the always keyword for the yes keyword. This is the
default value.

no The user cannot be accessed remotely. You can substitute the false
keyword or the never keyword for the no keyword.

Defines whether other users can switch to this user account with the su
command. Possible values are:

yes Other users can switch to this account. You can substitute the true
keyword or the always keyword for the yes keyword. This is the
default value.

no Other users cannot switch to this account. You can substitute the

false keyword or the never keyword for the no keyword.

Defines which groups can switch to this user account with the su command.
The value is a comma separated list of valid group names on the system. If a
group has no access, the name is prefixed by an ! (exclamation point). The
keyword ALL means that all groups have access. The default value is ALL.

Defines the user’s trusted path characteristics. Possible values are:

nosak The secure attention key (SAK) is disabled for all processes run by
this user. This value should be used for accounts that transfer binary
data that may contain the SAK sequence.

notsh The user cannot invoke the trusted shell on the trusted path If the
secure attention key (SAK) sequence is given after a user logs in, the
login session ends.

always The user can execute only trusted processes. This implies that the
user’s initial program is in the trusted shell or some other trusted
process.



Security

Example

user

on The user has standard trusted path characteristics and can invoke a
trusted shell in the trusted path with the secure access key (SAK)
sequence. This is the default value.

ttys Defines which terminals can access the user account. The format is a list of
comma-separated terminal-device path names. If a terminal cannot access the
account, the name is prefixed by an ! (exclamation point). The keyword ALL
means that access is allowed from all terminals. The default value is ALL.

umask The permissions a file has when the user creates it. The value is a three-digit
octal number (nnn) that represents the read (r), write (w), and execute (x)
permissions for the file owner, file group, and other users.

Access to this file should be through the commands and subroutines defined for this
purpose.

The mkuser command creates an entry for each new user in the /etc/security/user file,
initializing the attributes defined in the /etc/security/mkuser.default file. To change attribute
values, use the chuser command. To display the attributes and their values, use the Isuser
command. To remove an attribute, use the rmuser command.

To write programs that affect attributes in the /etc/security/user file, use the subroutines
listed in Related Information.

Access Control: This file should grant read (r) access only to the root user and members of
the security group. Access for other users and groups depends upon the security policy for
the system. Only the root user should have write (w) access.

Auditing Events:

Event Information
S_USER_WRITE filename

A typical stanza looks like the following example for user dhs:

dhs:
login = true
rlogin = false
ttys = /dev/console
sugroups = security,!staff
expires = 0531010090

tpath = on
admin = true
authl = SYSTEM,METH2;dhs

Implementation Specifics

This command is part of AIX Base Operating System (BOS) Runtime.
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Files
/etc/security/user Specifies the path to the file.
/etc/group Contains the basic group attributes.
/etc/security/group Contains the extended attributes of groups.
letc/passwd Contains the basic user attributes.
/etc/security/passwd Contains password information.
letc/security/environ Contains the environment attributes of users.
letc/security/limits Contains the process resource limits of users.
/ete/security/audit/config Contains audit system configuration information.

Related Information
The chuser command, Isuser command, mkuser command, rmuser command.

The getuserattr subroutine, putuserattr subroutine, setuserdb subroutine, enduserdb
subroutine.

For more information about the identification and authentication of users, discretionary

access control, the trusted computing base, and auditing, refer to Security Introduction in
General Concepts and Procedures.
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vfs File
Purpose

Describes the virtual file systems (VFS) installed on the system.
Description

The vts file describes the virtual file systems (VFS) installed on the system. The name, type
number, and file system helper program are among the types of information listed in the file.
Commands, such as the mount command, the fsck command (file system check), and the
mkfs command (make file system), use this information.

The vfs file is an ASCII file, with one record per line. The following examples are three types
of lines in the vfs file:

¢ Comments
#This is a comment.
# Comments begin with a pound sign symbol (#).
# Blank lines are ignored.

#The following only locally defines the default vfs file.

e General control
t¢defaultvfs jfs nfs
The fields for the $defaultvfs control line are:

%defaultvfs Identifies the control line.

jfs Indicates the default local virtual file system.
nfs Indicates the remote virtual file system (optional).
e Entries
#Name Type Mount Helper Fs. helper
jfs 3 none /etc/helpers/v3fshelper
nfs 2 /etc/nfsmnthelp none
cdrfs 5 none none

The comments, which are designated by a # (comment character), are in text for explanatory
purposes. The general control lines, which are designated by a % (percent) character,
configure the actions of the mount command, umount command, mkfs command, fsck
command, fsdb command, df command, ff command. For example, a line like
tdefaultvfs indicates the default local virtual file system is used if no virtual file system is
specified on the mount command or in the /etc/filesystems file. The entry is the name of
the virtual file system as it is in the file. If a second entry is listed on the same line, it is taken
to be the default remote virtual file system. The $defaultv£s control line may leave off the
remote virtual file system specification.
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The virtual file system entries take the following form:

name Canonical name of this type of virtual file system.
type Decimal representation of the virtual file system type number for the virtual
file system.

mnt_helper  Path name of the mount helper program of this virtual file system. If a mount
helper is not required, the entry should be displayed as none. If this path
name does not begin with a slash, it is relative to the /etc/helpers directory.

fs_helper Path name of the file system helper program of this virtual file system. If a

file system helper is not required, the entry should be none. If this path
name does not begin with a slash, it is relative to the /etc/helpers directory.

Implementation Specifics
This file is part of AIX Base Operating System (BOS) Runtime.

Files
/etc/filesystems Lists the known file systems and defines their characteristics.
/etc/vfs Contains descriptions of virtual file system types.

Related Information
The filesystems file format.

The mount command, umount command, mkfs command, fsck command,df command, ff

command, fsdb command, Isvfs command, chvfs command, rmvfs command, crvfs
command.

The File Systems Overview in General Concepts and Procedures explains file system types,
management, structure, and maintenance.
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vgrindefs File

Purpose

Contains the language definition database for the vgrind command.

Description

The vgrindefs file contains all the language definitions for the vgrind command.

Fields

The following table contains the name and description of each field:

Name
pb
bb
be
cb
ce
sb

se

tl
oc

kw

Type
str
str
str
str
str
str
str
str
str
bool
bool

str

Regular Expressions
The vgrindets file uses regular expressions which are very similar to those of the ex
command and the lex command. The characters 'V, '$’, ', and '\’ are reserved characters
and must be “quoted” with a preceding \ if they are to be included as normal characters. The
metasymbols and their meanings are:

$

A

\d
\a
\p

Description

Regular expression for the start of a procedure
Regular expression for the start of a lexical block
Regular expression for the end of a lexical block
Regular expression for the start of a comment

Regular expression for the end of a comment

Regular expression for the start of a string

Regular expression for the end of a string

Regular expression for the start of a character constant
Regular expression for the end of a character constant
Present means procedures are only defined at the top lexical level
Present means upper and lowercase are equivalent

A list of keywords separated by spaces

The end of aline

The beginning of a line

A delimiter (space, tab, newline, start of line)

Matches any string of symbols (like .* in the lex command)

Matches any alphanumeric name. In a procedure definition (pb), the string that
matches this symbol is used as the procedure name.

Grouping
Alternation

Last item is optional
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\e Preceding any string, means that the string does not match an input string if the
input string is preceded by an escape character (\). Typically used for languages
(like C) which can include the string delimiter in a string by escaping it.

Unlike other regular expressions in the system, these match words and not characters.
Hence something like “(tramp|steamer)flies?” would match “tramp”, “steamer”, “trampflies”,
or “steamerflies”.

Keyword List
The keyword list is just a list of keywords in the language separated by spaces. If the “oc”
boolean is specified, indicating that upper and lowercase are equivalent, then all the
keywords should be specified in lowercase.

Example
The following entry, which describes the C language, is typical of a language entry:

Cle: :pb=~\d?*?2\d?\p\d??) :bb={ :be=} :cb=/*:ce=*/:sb=":se=\e”:\
:1lb=':le=\e’ :tl:\
:kw=asm auto break case char continue default do
double else enum)\
extern float for fortran goto if int long register
return short)\
sizeof static struct switch typedef union unsigned
while #define\
#else #endif #if #ifdef #ifndef #include #undef # define
else endif\
if ifdef ifndef include undef:

Note that the first field is just the language name (and any variants of it.) Thus the C
language could be specified to the vgrind command as “c” or “C”.

Entries can continue onto multiple lines by giving a \ (backslash) as the last character of a
line. Capabilities in the vgrindefs file are of two types: Boolean capabilities which indicate
that the language has some particular feature and string capabilities which give a regular
expression or keyword list.

Implementation Specifics
This file is part of Formatting Tools in the Text Formatting System of AIX for RISC
System/6000.

File

/ust/lib/vgrindefs File containing terminal descriptions.

Related Information
The ex command, lex command, vgrind command, and troff command.
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BNU audit File

Purpose
Contains debug messages from the uucico daemon.

Description
The /usr/spool/uucp/.Admin/audit file contains debug messages from the uucico daemon
when it is invoked as a result of a call from another system. If the uucico daemon is
invoked from the local system, the debug messages are sent to either the
/usr/spool/uucp/.Admin/errors file or to standard output.

Implementation Specifics
This file is part of the UNIX to UNIX Copy Program in BOS Extensions 1 of AIX for RISC
System/6000.

Files
/usr/spool/uucp/.Admin directory. Contains the audit file and other BNU administrative
files.

Related Information
Working with BNU Log Files in Communication Concepts and Procedures.
The cron daemon, uucico daemon.

The uudemon.cleanu command.
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BNU Command (C.*) Files

Purpose
Contain file transfer directions for the uucico daemon.

Description
Command (C.*) files contain the directions that the Basic Networking Utilities (BNU) uucico
daemon follows when transferring files. The full path name of a command file is a form of the
following:

/usr/spool/uucp/SystemName/C.SystemNameNxxxx

The SystemName indicates the name of the remote system. The N character represents the
grade of the work, and the xxxx notation is the four-digit hexadecimal transfer-sequence
number: for example, C.mer1inc3119.

The grade of the work specifies when the file is to be transmitted during a particular
connection. The grade notation has the following characteristics:

* ltis a single number (0-9) or letter (A~Z, a-z).

+ Lower sequence characters cause the file to be transmitted earlier in the connection than
do higher sequence characters. Sequence is established using ASCII order, beginning
with 0 (zero) and ending with z.

e The number 0 is the highest grade (that is, the lowest character in the sequence),
signifying the earliest transmittal; z is the lowest grade, specifying the latest transmittal.

e The default grade is N.

A command file consists of a single line that includes the following kinds of information in the
following order: ‘

1. An S (send) or R (receive) notation.

Note: A send command file is created by the uucp or uuto commands; a receive
command file is created by the uux command.

2. The full path name of the source file being transferred. A receive command file, does not
include this entry.

3. The tull path name of the destination file, or a path name preceded by ~user, where user
is a login name on the specified system. Here, the ~ (tilde) is shorthand for the name of
the user’s home directory.

4. The sender’s login name.
5. Alist of the options, if any, included with the uucp, uuto, or uux command.

6. The name of the data file associated with the command file in the spooling directory. This
field must contain an entry. If one of the data-transfer commands (such as the uucp
command with the default —c flag) does not create a data file the BNU program instead
creates a placeholder with the name D.0 for send files, or dummy for receive files.

7. The source file permissions code, specified as a three-digit octal number (for example,
777). :

8. The login name of the user on the remote system who is to be notified when the transfer
is complete.
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Examples of Two Send Command Files
1. The send command file /usr/spool/uucp/venus/C.heraN1133, created with the
uucp command, contains the following fields:

S /u/amy/f1 /usr/spool/uucppublic/f2 amy —dC D.herale73655 777 1lg

h

where:

a. S denotes that the uucp command is sending the file.
b. The full path name of the source file is /u/amy/f1.

C.

The full path name of the destination is /usr/spool/uucppublic/£2, where
/usr/spool/uucppublic is the name of the BNU public spooling directory on the
remote computer and £2 is the new name of the file.

Note: The destination name may be abbreviated as ~uucp/£2. Here, the ~ (tilde) is
a shorthand way of designating the public directory.

. The person sending the file is amy.
. The sender entered the uucp command with the —C flag, specifying that the uucp

command program should transfer the file to the local spooling directory and create a
data file for it. (The —d flag, which specifies that the command should create any
intermediate directories needed to copy the source file to the destination, is a default.)

The name of the data (D.*) file is D.herale73655, which the uucp command
assigns.

. The octal permissions code is 777.
. The 1gh login name of the user on system hera, who is to be notified of the file

arrival.

2. The /usr/spool/uucp/hera/C.zeusN3130 send command file, produced by the
uuto command, is as follows:

S /u/amy/out ~/receive/msg/zeus amy —dcn D.0 777 msg

The s denotes that the /u/amy/out source file was sent to the receive/msg
subdirectory in the public spooling directory on system zeus by user amy.

Note: The uuto command creates the receive/msg directory if it does not already exist.

The uuto command used the default flags —d (create directories), —¢ (transfer directly, no
spooling directory or data file), and —n (notify recipient). The D. 0 notation is a
placeholder, 777 is the permissions code, and msg is the recipient.

Example of a Receive Command File
3. The format of a receive command file is somewhat different from that of a send command
file. When files required to run a specified command on a remote system are not present
on that system, the uux command creates a receive command file.

For example, the following command:

uux — "diff /u/amy/out hera!/u/amy/out2 > ~uucp/DF”

produces the /usr/spool/uucp/zeus/C.heraRle94 receive command file.

Note: The command in this example invokes the uux command to run a diff command

on the local system, comparing file /u/amy/out with file /u/amy/out2, which
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is stored on remote system hera. The output of the comparison is placed in the
DF file in the public directory on the local system.

The actual receive command file looks like this:
R /u/amy/out2 D.herale954fd amy — dummy 0666 amy

The R denotes a receive file. The uucico daemon, called by the uux command, gets the
/u/amy/out2 file from system hera and places it in a data file called D.herale954£fd
for the transfer. Once the files are transferred, the uuxgt daemon executes the command
on the specified system.

User amy issued the uux command with the — (minus sign) flag, which makes the
standard input to the uux command the standard input to the actual command string. No
data file was created in the local spooling directory, so the BNU program uses dummy as
a placeholder. The permissions code is 666 (the BNU program prefixes the three-digit
octal code with a 0), and user amy is to be notified when the command has finished
executing.

Implementation Specifics

Files

These files are part of the UNIX to UNIX Copy Program in BOS Extensions 1 of AiX for

RISC System/6000.

/usr/lib/uucp/Permissions file Describes access permissions for remote
systems.

/usr/lib/uucp/Systems file Describes accessible remote systems.

/usr/spool/uucp/SystemName directory  Contains BNU command, data, and execute

files.

/usr/spool/uucp/SystemName/D.* files  Contain data to be transferred.
/usr/spool/uucppublic/* directories Contain transferred files.

Related Information

The cron daemon, uucico daemon, uusched daemon, uuxqt daemon.

The uucp command, uudemon.cleanu command, uupick command, uuto command, uux
command.
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BNU Data (D.*) Files

Purpose

Contain data to be sent to remote systems.

Description

Data (D.*) files contain the data to be sent to remote systems by the Basic Networking
Utilities (BNU) uucico daemon. The full path name of a data file is a form of the following:

lusr/spool/uucp/SystemName/D. SystemNamexxxx###

where the SystemName directory and the SystemName portion of the file name indicate the
name of the remote system. The xxxx### notation is the hexadecimal sequence number of
the command (C.*) file associated with that data file, for example: D.venus471afd8.

After a set period of time (specified by the uusched daemon), the uucico daemon transfers
the data file to the designated system. It places the original data file in a subdirectory of the
BNU spooling directory named /ust/spool/uucp/SystemName, where the SystemName
directory is named for the computer that is transmitting the file, and creates a temporary
(TM.*) file to hold the original data file.

After receiving the entire file, the BNU program takes one of the three following actions:

¢ If the file was sent with the uucp command and there were no transfer problems, the
program immediately renames the TM.* file with the appropriate data file name, such as
D.venus47lafds, and sends it to the specified destination.

o If the file was sent with the uuto command, the BNU program also renames the
temporary data file with the appropriate D.* file name. The program then places the data
file in the /usr/spool/uucppublic public directory, where the user receives the data file
and handles it with one of the uupick command options.

» If there were transfer problems (such as a failed login or an unavailable device), the
temporary data file remains in the spooling subdirectory. The uudemon.cleanu
command, a shell procedure, removes these files automatically at specified intervals.
They can also be removed manually.

Implementation Specifics

Files

These files are part of the UNIX to UNIX Copy Program in BOS Extensions 1 of AlX for
RISC System/6000.

fusr/lib/uucp/Systems file Describes accessible remote systems.
/usr/spool/uucp/SystemName directory  Contains BNU command, data, execute files.
/usr/spool/uucp/SystemName/C.* files  Contain instructions for file transfers.
/usr/spool/uucp/SystemName/TM.* files Store data files temporarily after they have been
transferred to a remote system.
/usr/spool/uucppublic/* directories Contain files that BNU program has transferred.

Related Information

The uucico daemon, uusched daemon, uuxqt daemon.

The uucp command, uudemon.cleanu command, uupick command, uuto command, uux
command.
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BNU errors File

Purpose

Contains a record of uucico daemon errors.

Description

Example

The /usr/spool/uucp/.Admin/errors file contains a record of uucico daemon errors that the
Basic Networking Utilities (BNU) program cannot correct. For example, if the uucico
daemon is unable to access a directory that is needed for a file transfer, the BNU program
records this in the errors file.

If debugging is enabled for the uucico daemon, the BNU program sends the error
messages to standard output instead of to the errors file.

Following is the text of an error which might appear in the errors file:

ASSERT ERROR (uucico) pid: 303 (7/18-8:25:09) SYSTAT OPEN FAIL /usr/
spool/uucp/.Status/ (21) [SCCSID: @(#)systat.c 7.2 87/07/08 16:43:
37, FILE: systat.c, LINE:100]

This error occurred on July 18 at 8:25:09 a.m. [(7/18-8:25:09)] when the uucico
daemon, running as process 303 [(uucico) pid: 303], could not open the .Status
directory [SYSTAT OPEN FAIL /usr/spool/uucp/.Status/]. To prevent this error
from occurring again, you should make sure the AIX permissions for the .Status directory
are correct. It should be owned by the uucp login ID and group uucp, with permissions of
777 (read, write, and execute for owner, group, and all others).

Implementation Specifics

Files

This file is part of the UNIX to UNIX Copy Program in BOS Extensions 1 of AIX for RISC
System/6000.

/usr/spool/uucp/.Admin directory Contains the errors file and other BNU
administrative files.

/usr/spool/uucp/.Status/SystemName file  Lists the last time a remote system was
contacted and the minimum time until the next
retry.

Related Information

The uucico daemon.

The uudemon.cleanu command.
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BNU Execute (X.*) Files

Purpose
Contain instructions for running commands that require the resources of a remote system.

Description
The Basic Networking Utilities execute (X.*) files contain instructions for running commands
that require the resources of a remote system. They are created by the uux command.

The full path name of a uux command execute file is a form of the following:

/usr/spool/uucp/SystemName/X.RemoteSystemNxxxx

where the SystemName directory is named for the local computer and the RemoteSystem
directory is named for the remote system. The N character represents the grade of the work,
and the xxxx notation is the four-digit hexadecimal transfer-sequence number; for example,
X.zeusN2121.

Note: The grade of the work specifies when the file is to be transmitted during a particular
connection. The grade notation is a single number (0-9) or letter (A-Z, a-z). Lower
sequence characters cause the file to be transmitted earlier in the connection than do
higher sequence characters. The number 0 is the highest grade, signifying the
earliest transmittal; z is the lowest grade, specifying the latest transmittal. The default
grade is N.

Standard Entries in an Execute File
An execute file consists of several lines, each with an identification character and one or
more entries:

Line Format and Description
User Line U UserName SystemName

Specifies the login name of the user issuing the uux command and
the name of the system from which the command was issued.

Error Status Line NorZ
Indicates the error status.

N Indicates that a failure message is not sent to the user issuing
the uux command if the specified command does not execute
successfully on the remote system.

Z Indicates that a failure message is sent to the user issuing the
uux command if the specified command does not execute
successfully on the remote system.

Requester’s Name R UserName

Specifies the login 1D of the user requesting the remote command
execution.

Required File Line F FileName

Contains the names of the files required to execute the specified
command on the remote system. The FileName parameter can be
either the complete path name of the file, including the unique
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Standard Input Line

Standard Output Line

Command Line

Examples

transmission name assigned by the BNU program, or simply the
transmission name without any path information.

The Required File Line can contain zero or more file names. The
uuxqt daemon checks for the existence of all listed files before
running the specified command.

| FileName
Specifies the standard input to be used.

The standard input is either specified by a < (less than) symbol in
the command string, or inherited from the standard input of the uux
command if that command was issued with the — (minus sign) flag.

If standard input is specified, the input source is also listed in an F
(Required File) line. If standard input is not specified, the BNU
program uses the /dev/null device file.

O FileName SystemName

Specifies the names of the file and system that are to receive
standard output from the command execution. Standard output is
specified by a > (greater than) symbol within the command string.
(The >> sequence is not valid in uux commands.) As is the case
with standard input, if standard output is not specified, the BNU
program uses the /dev/null device file.

C CommandString

Gives the command string that the user requests to be run on the
specified system. The BNU program checks the
/usr/lib/uucp/Permissions file on the designated computer to see
whether the login ID can run the command on that system.

All required files go to the execute file directory, usually
/usr/spool/uucp/.Xqtdir. After execution, the standard output is
sent to the requested location.

1. User amy on local system zeus issued the following command:

uux — "diff /u/amy/out hera!/u/amy/out2 > ~uucp/DF”

The command in this example invokes the uux command to run a diff command on the
local system, comparing file /u/amy/out with file /u/amy/out2, which is stored on

remote system hera. The output of the comparison is placed in the DF file in the public
directory on the local system.

The preceding command produces the /usr/spool/uucp/hera/X.zeusN212F
execute file; which contains the following information:

amy zeus

amy

NOHMXWIHNI(HQaC
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The user line identifies user amy on system zeus. The error-status line indicates that
amy will receive a failure status message if the diff command fails to execute. The
requestor is amy, and the file required to execute the command is the following data file:

/usr/spool/uucp/hera/D.herale954fd out2

The output of the command is to be written to the public directory on system zeus with
the file name DF. (Remember that ~uucp is the shorthand way of specifying the public
directory.) The final line is the command string that user amy entered with the uux
command.

. Following is another example of an execute file:

uucp hera
don’t return status on failure

return address for status or input return
uucp

D.hera5eb7£7b

D.hera5eb7£f7b

rmail amy

AHT W HZHC

This indicates that user uucp on system hera is sending mail to user amy, who is also
working on system hera.

Implementation Specifics

Files

These files are part of the UNIX to UNIX Copy Program in BOS Extensions 1 of AIX for

RISC System/6000.

fusr/lib/uucp/Permissions file Describes access permissions for remote
systems.

/usr/lib/uucp/Systems file Describes accessible remote systems.

lust/spool/uucp/SystemName directory Contains BNU command, data, and execute

files.

lusr/spool/uucp/SystemName/C.* files  Contain instructions for transfers.
fusr/spool/uucp/.Xqtdir directory Contains lists of commands that remote systems

are permitted to execute.

lusr/spool/uucppublic/* directories Contain files that have been transferred.

Related Information

The uuxqt daemon.

The diff command, uux command.
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BNU Foreign File

Purpose
Logs contact attempts from unknown systems.

Description
The /usr/lib/uucp/.Admin/Foreign file lists access attempts by unknown systems. The
/usr/lib/uucp/remote.unknown shell script appends an entry to the Foreign file each time
a remote computer that is not listed in the local /usr/lib/uucp/Systems file attempts to
communicate with that local system.

Someone with root user authority can customize entries in the Foreign file to fit the needs of
a specific site by modifying the remote.unknown shell script.

Example
1. Following is a sample entry in the Foreign file:

Wed Sep 20 20:38:22 CDT 1989: call from the system merlin

System merlin, which is not listed in the /usr/lib/uucp/Systems file, attempted to log in
on September 20 at 20:38 hours (10:38 p.m.). BNU did not allow the unknown system to
log in.

Implementation Specifics
This file is part of the UNIX to UNIX Copy Program in BOS Extensions 1 of AlX for RISC

System/6000.
Files

/usr/lib/uucp/Permissions file Describes access permissions for remote
systems.

/usr/lib/uucp/Systems file Describes accessible remote systems.

/usr/lib/uucp/remote.unknown file Records contacts from unknown systems in
the Foreign file.

/usr/spool/uucp/.Admin directory Contains the Foreign file and other BNU

administrative files.

Related Information
The cron daemon, uucico daemon, uuxqt daemon.

The uucp command, uudemon.cleanu command, uux command.
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BNU remote.unknown File

Purpose
Logs access attempts by unknown remote systems.

Description
The /usr/lib/uucp/remote.unknown file is a shell script. It is executed by the Basic
Networking Utilities (BNU) program when a remote computer that is not listed in the local
/usr/lib/uucp/Permissions file attempts to communicate with that local system. The BNU
program does not permit the unknown remote system to connect with the local system.
Instead, the remote.unknown shell procedure appends an entry to the
/usr/spool/uucp/.Admin/Foreign file.

Modify the remote.unknown file to fit the needs of your site. For example, to allow unknown
systems to contact your system, remove the execute permissions for the remote.unknown
file. You can also modify the shell script to send mail to the BNU administrator or to
recognize certain systems and reject others.

Note: Only someone with root user authority can edit the remote.unknown file, which is
owned by the uucp program login ID.

Implementation Specifics
This file is part of the UNIX to UNIX Copy Program in BOS Extensions 1 of AIX for RISC

System/6000.
Files
/usr/lib/uucp directory Contains all the configuration files for BNU,
including the remote.unknown file.
/usr/lib/uucp/Permissions file Describes access permissions for remote systems.

fusr/spool/uucp/.Admin/Foreign file Lists access attempts by unknown systems.

Related Information
How to Configure BNU and Understanding BNU Security in Communication Concepts and
Procedures.
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BNU Temporary (TM.*) Files

Purpose

Store data files during transfers to remote systems.

Description

The Basic Networking Utilities Temporary (TM.*) files store data files during transfers to
remote systems.

After a data (D.*) file is transferred to a remote system by the uucico daemon, the BNU
program places the file in a subdirectory of the BNU spooling directory named
/usr/spool/uucp/SystemName. Here the SystemName directory is named for the computer
that is transmitting the file. The BNU program creates a temporary data file to hold the
original data file.

The full path name of the temporary data file is a form of the following:
{usr/spool/uucp/SystemName/TM.xxPI/D.000

where the SystemName directory is named for the computer that is sending the file, and
TM.xxPID.000 is the name of the file; for example, TM.00451.000. The PID variable is the
process ID of the job.

The uucico daemon normally deletes all temporary files when they are no longer needed.
However, temporary files can also be removed using the uucleanup command with the =T
flag.

Implementation Specifics

Files

These files are part of the UNIX to UNIX Copy Program in BOS Extensions 1 of AIX for
RISC System/6000.

/usr/lib/uucp/Systems file Describes accessible remote systems.

/usr/spool/uucp/SystemName directory Contains BNU command, data, and execute
files.

/usr/spool/uucppublic/* directories Contain files that BNU has transferred.

/usr/spool/uucp/SystemName/D.* files  Contain data to be transferred.

Related Information

The uucico daemon.

The uucp command, uucleanup command, uudemon.cleanu command, uupick
command, uuto command, uux command.
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BNU xferstats File

Purpose

Contains information about the status of file transfer requests.

Description

The /usr/spool/uucp/.Admin/xferstats file contains information about the status of each
Basic Networking Utilities (BNU) file transfer request. The xferstats file contains the
following information:

Example

System name

Name of the user requesting the transfer
Date and time of the transfer

Name of the device used in the transfer

Size of the transferred file

.Length of time the transfer took.

. Following is a typical entry in the xferstats file:

zeus!jim M (10/11-16:10:33) (C,9234,1) [—] — 1167 / 0.100 secs

A file was transferred by user jimto system zeus at 4:10 p.m. on the 11th of October.
The file size was 1167 bytes and the transfer took 0.100 seconds to complete.

Implementation Specifics
This file is part of the UNIX to UNIX Copy Program in BOS Extensions 1 of AlX for RISC
System/6000.

File

/usr/spool/uucp/.Admin directory  Contains the xferstats file and other BNU

administrative files.

Related Information
The cron daemon, uucico daemon, uuxqt daemon.

The uucp command, uudemon.cleanu command, uux command.
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HCON e789_ctbl File

Purpose

Contains the default binary color definition table for HCON.

Description

The /ust/lib/hcon/e789_ctbl file contains the default color definition table for the AIX 3270
Host Connection Program/6000 (HCON) in binary form. The /ust/lib/hcon/e789_ctbl.p file
contains the source mappings that were used to create the binary /usr/lib/hcon/e789_ctbl
file.

Instances of the e789_ctbl file can also occur in users’ $HOME directories. The color
definition table can be customized using the e789cdef command. If the user issuing the
e789cdef command does not specify a name for the new table, the command names the
table e789_ctbl and places it in the user's $SHOME directory. To use a customized table, an
HCON user must specify the file name of the table in an HCON session profile.

Implementation Specifics

Files

This file is part of the AIX 3270 Host Connection Program/6000 (HCON).

/usr/lib/hcon directory Contains HCON files, including the e789_ctbl file.

/usr/lib/hcon/e789_ctbl.p file Contains the source for the /usr/lib/hcon/e789_ctbl
file. ‘

/usr/lib/hcon/nls_names file Contains the HCON highlighting, attribute, and color

name definitions.

Related Information

Use the e789cdef command to customize your color definition file.

How to Customize the HCON Color Definition Table in Communication Concepts and
Procedures discusses creating customized color tables.

To start SMIT for use with HCON, use the smit hcon command.

To set up a session profile for HCON, use SMIT or the mkhcons command. To modify an
existing profile, use SMIT or the chhcons command.
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HCON e789_ktbl File

Purpose

Contains the default binary keyboard definition table used by HCON.

Description

The /usr/lib/hcon/e789_ktbl file contains the default keyboard definition table used by the
AIX 3270 Host Connection Program/6000 (HCON) in binary form. The
lusr/lib/hcon/e789_ktbl.p file contains the source mappings that were used to create the
binary e789_ktbl file.

HCON key names are mapped to specific keys on each supported keyboard. The HCON
emulator program uses these key mappings to generate the correct key function on all the
supported keyboards. HCON key mappings can be customized using the e789kdef
command.

Instances of the e789_ktbl file can also occur in users’ $HOME directories. The keyboard
definition table can be customized using the e789kdef command. If the user issuing the
e789kdef command does not specify a name for the new table, the command names the
table e789_ktbl and places it in the user’s $SHOME directory. To use a customized table, an
HCON user must specify the file name of the table in an HCON session profile.

Implementation Specifics

Files

This file is part of the AIX 3270 Host Connection Program/6000 (HCON).

{usr/lib/hcon directory Contains HCON files, including the e789_ktbl file.

/usr/lib/hcon/e789_ktbl.p file Contains the source for the default binary keyboard
definition table.

/usr/lib/hcon/func_names file Contains HCON function names.

{usr/lib/hcon/keynames file Contains HCON keynames.

Related Information

Use the e789kdef command to customize your keyboard definition file.

How to Customize the HCON Keyboard Definition Table in Communication Concepts and
Procedures discusses creating customized keyboard tables.

To start SMIT for use with HCON, use the smit hcon command.

To set up a session profile for HCON, use SMIT or the mkhcons command. To modify an
existing profile, use SMIT or the chhcons command.
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Mail aliases File

Purpose
Contains alias definitions for the sendmail command.

Description
This file contains the required aliases for the sendmail command. Do not change these
defaults, as they are needed by the system. It is formatted as a series of lines in the form:

name: name_1, name_2, name_3,...

The name is the name to alias, and the name_n are the aliases for that name. Lines
beginning with white space are continuation lines. Lines beginning with # (pound signs) are
comments.

Aliasing occurs only on local names.

System-wide aliases are always used to redirect mail. For example, if you receive mail at
three different systems, you can use the /usr/lib/aliases file and redirect your mail to one of
the systems.

Aliases can be defined to send mail to a distribution list. For example, you can send mail to
all of the members of a project by sending mail to just a singie name.

Normally the sender of a message is not included when the sendmail command expands an
alias address. For example, if amy sends a message to alias D998 and she is defined as a
member of that alias, the sendmail command does not send a copy of the message to amy.

This is only the raw data file; the actual aliasing information is placed into a binary format in

the files /usr/lib/aliasesDB/DB.dir and /usr/lib/aliasesDB/DB.pag using the newaliases
command. For the change to take effect, the newaliases command must be executed each
time the aliases file is changed.

Implementation Specifics
This /usr/lib/aliases file is part of AIX Base Operating System (BOS) Runtime.

Files
{usr/lib/aliases Contains system-wide aliases.
{usr/lib/aliasesDB Contains the binary files created by the newaliases command.

Related Information
The newaliases command, sendmail command.

Understanding Mail Aliases, How to Build the Alias Database, and How to Create a Local |
System Alias in Communication Concepts and Procedures.
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Mail sendmail.cf File

Purpose
Contains sendmail configuration file data.

Description
The configuration file contains the configuration information for the sendmail command. The
configuration information includes such items as the host name and domain and the
sendmail rule sets.

The configuration file has three major purposes:

¢ Initialize the environment for the sendmail command by setting the options.
¢ Define how the sendmail command rewrites addresses in messages.

» Define the set of instructions needed to deliver a message.

The configuration file entries consist of control lines, each of which begins with a single
character command. Entries can continue onto multiple lines by placing a white space at the
beginning of each subsequent line. Comment lines begin with the # (pound) character.

Commands and Operands
CXWord1 Word?2...
Defines the class (X) of words that can be used to match on the left hand
side of rewriting rules. Class specifiers may be any of the uppercase letters
from the ASCIi character set. Lowercase letters and special characters are
reserved for system use.

DXValue Defines the macro (X) and its associated Value. Macros specifiers may be
any of the uppercase letters from the ASCII character set. Lowercase letters
and special characters are reserved for system use.

F XFileName [Format]
Reads the elements of the class (X) from FileName using an optional scanf
format specifier. The format specifier can contain only one conversion
specification. Only one class number is read for each line in FileName.

H[ ?MFlags 2\HeaderName: HeaderTemplate
Defines the header format the sendmail command inserts into a message.
Continuation lines are a part of the definition. The HeaderTemplate is
macro-expanded before insertion into the message. If the MFlags are
specified, and at least one of the specified flags is included in the mailer
definition, then this header is automatically written to the output message. If
the header appears in the input message, it is written to the output message
regardless of the MFlags field.

MName, [Field=Value]

Defines a mailer program where Name is the name of the mailer program
and Field=Value defines the attributes of the mailer.

Ox{ Value] Sets option to x. If the option is a valued option, you must also specify
Value. Options may also be selected from the command line.
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PName=Number

Defines values for the Precedence: header field. When Name is found in
a message’s Precedence: field, the message’s precedence is set to
Number. Higher numbers indicate higher precedences. Negative numbers
indicate that error messages are not returned. The default Numberis 0.

RLeftHandSide RightHandSide Comments

Sx

TUsert User? ...

Special Macros

Defines a rewriting rule. One or more tab characters separate the three
fields of this command. If space characters are used as field separators, the
configuration option J must be set. The fields may contain embedded
spaces, unless the J option is set. If the J option is set, the embedded
spaces must be represented by the character defined in J. After the fields
are separated, the character representing the space is changed to an actual
space.

Sets the rule set currently defined to number x. If a rule set definition is
begun more than once, the new definition overwrites the old.

Defines the system-administrative user IDs. These IDs have permission to
override the sender address using the -f flag. There can be more than one
ID specified per line.

Macros are interpolated using $x, where x is the name of the macro to be interpolated.
Lowercase letters are reserved by the sendmail command.

Required Macros

Warning: Altering required macros may render the Mail Program unusable.

If you create a new /usr/lib/sendmail configuration file, be sure to include definitions for
these macros which the sendmail daemon requires:

e macro
j macro
I macro
n macro
0 macro

g macro

Other Macros

Denotes the Simple Mail Transfer Protocol (SMTP) entry message.
Denotes the official domain name for this site.

Denotes the format of the From line (not the From: line).

Denotes the name of the daemon (for error messages).

Denotes the set of operators in addresses.

Denotes the default format of sender address.

The sendmail command defines some macros for interpolation into argument variables for
mailer programs or for other contexts. These macros are:

a macro

b macro
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The origination date in ARPANET form. The $a macro contains the time
extracted from the Date: line of the message. !f the incoming message has
no Date: line, the $a macro contains the current time.

The current date in ARPANET form. The $b macro equals the current date
and time. This macro is used for postmarks.



€ macro

d macro

f macro

g macro

h macro

i macro

p macro

$ macro

t macro

U macro

VvV macro

W macro

X macro

y macro

Z macro

Mail sendmail.cf

The hop count. The hop count is the number of times the message has
been processed.

The date in AIX (ctime) format.

The sender address. The $f macro is the sender address as seen from the
host.

The sender address relative to the receiver. When mailing to a specific host,
the $g macro contains the address of the sender relative to the receiver. For
example, if the user, newton, at system, appletree, sends a message to
chopin@piano, the $f macro equals newton and the $g macro equals
newton@appletree.

The receiving host.

The queue ID of the host. The $i is useful for tracking messages if put into
the message ID line.

The process ID of the sendmail command. The $p macro and the $t macro
are used to create unique strings for the Message_|ID field.

The host name of the sender.

A numeric representation of the current time. The $p macro and the $t
macro are used to create unique strings for the Message_ID field.

The receiving user.

The version number of AIX. The $v macro is printed in the Received:
header message and is useful for debugging.

The host name of the local site.

The full name of the sender. The name is determined by one of the the
following:

Full name passed as a flag to the sendmail command

Value found in the Full_Name line of the header

Value found in the comment field of a From: line

Full name found in the /etc/passwd file if the message originates locally.

The terminal ID of the sender.

The home directory of the receiver.

MName, [Field=Value] Attributes for Sendmail.cf
Name is the name of the mailer and Field=Value defines the attributes of the mailer
program. Allowable Fields and Values are:

A=Argument

Specifies information to be passed to the mailer. This field can be any string
of words with embedded spaces allowed. Any or all of the words can be
symbols. If you do not include this field, or the field does not contain the $u
symbol, the sendmail command uses the SMTP to send messages to the
mailer.

E=EndOfLine Defines the end of line. The default is newline.
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F=Flags

M=Max
P=Path
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Defines the meaning for the flags that the sendmail command recognizes.
The valid flags are:

C Appends the sender domain. The sender domain ID is defined as
everything from the first @ (at) character to the end of the sender
address. This string is appended to header addresses which contain
no @ symbols whenever mail is received from this mailer. This also
applies to calculation of the $g macro and everything dependent on
it.

Requires a Date header line.

This mailer is expensive to connect to. Avoid normal connection
and, when necessary, connect during a queue run.

Changes From: lines to sFrom in message bodies.

Calls the mailer program with an ~f flag followed by the expression
of $g, if the following requirements are met:

® O

- m

¢ Specified mailer program is legitimate
o User ID is a system administrative or root ID
e Group ID is system.

Requires a From: header line.

Preserves uppercase in host names for this mailer program.

Uses SMTP to communicate with another sendmail command and

can use special protocol features.

Performs final delivery on the local system.

L Limits the line length of a text line to less than 1000 characters. Any
leading dot duplicated due to the X flag is not included in the count.
Only allows 7-bit data to pass either way through the mailer
program.

m Sends to muitiple users on the same host in one transaction. when
a $u macro occurs in the A part of the mailer program definition,
that field will be repeated as necessary for all qualifying users.

M - Requires a Message-ID header line.

-

n AlX-style From: lines on the front of the message are not inserted.

N Uses International Character Support. Only has meaning when
used with the L flag. Allows 8-bit data to pass.

p Uses the return-path in the SMTP MAIL FROM: command rather
than just the return address.

r Same as option f except a —r flag is generated.

s Strips quotation marks off of the address before calling the mailer.

S Does not reset user ID before calling the mailer.

u Preserves uppercase in users names for this mailer.

U Requires From: lines with UUCP-style remote from host on the
end.

X Requires a Full-Name header line.

X Uses the hidden-dot algorithm. (Any line starting with a dot has an

extra dot added at the beginning.) This ensures that the lines in the
message containing a leading dot will not terminate the message
prematurely.

Defines the maximum size of messages in bytes that the mailer handles.

Defines the full path name of the mailer on the local system. If the mailer
uses the Simple Mail Transfer Protocol (SMTP), use the [ IPC] string as the
path.



R=Recipient
S=Sender
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Defines the rewrite rule set to be used on recipient addresses for this mailer.

Defines the rewrite rule set to be used on sender addresses for this mailer.

Ox[Value] Attributes for Sendmail.cf
If the option is a valued option, you must also specify Value. The options and the possible
values are described as follows:

AFile
Be

dx

ex

gN

Hfile

Uses the named File as the alias file.

Sets the blank substitution character to the character specified in the
parameter c. The sendmail command replaces spaces which are not
quoted in addresses with this character. The supplied configuration file uses
the . (period) for this character.

Causes the sendmail command to queue messages for that mailer program
without sending them if an outgoing mailer program is marked as expensive
to use. The queue can run later when costs are lowest or when the queue is
large enough to send the message efficiently.

Sets the delivery mode to x. Valid modes are:

b Delivers in the background (asynchronoustly). This is the default
setting.

i Delivers interactively (synchronously).

q Queues only the message and delivers it during queue run.

Sets error processing to mode x. Valid modes are:

e Mails the error message to the user’s mailbox, but always exits with
a zero exit status (normal return).

Mails the error message to the user’s mailbox.

Displays the error message on the terminal (default).

Discards the error message and returns the exit status only.

Writes the error message to the terminal if delivering in interactive
mode; otherwise it mails the error message to the user’s mail box.

Saves From lines at the front of the messages. These lines are normally

discarded. Causes all other headers to be regarded as part of the message
body.

£07v3

Sets the default group ID to use when calling mailers to the value specified
by Number.

Specifies the name of the SMTP help file.

Does not interpret a . (period) on a line by itself as a message terminator.
Removes the excess period inserted at the beginning of a line by a remote
mailer program, if mail is received through SMTP. In addition, if receiving
mail through SMTP, any period at the front of a line followed by another
period is removed. This is opposite of the action performed by the X mailer
flag.
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1-120

Jdx

Lnumber

Mx Value

Allows spaces as well as tabs to separate the Left Hand Side (LSH) and
Right Hand Side (RHS) of rewrite rules. In both the LHS and RHS, x must
be used in place of embedded spaces. The default for xis _ (underscore).
All instances of x are changed to spaces after the LHS and RHS are
separated by the sendmail command. This option allows rewrite rules to be
modified using an editor that replaces tabs with spaces.

Specifies the log level to be the value supplied in the n parameter. Each
number in the following list includes the activities of all numbers of lesser
value and adds the activity that it represents. Valid levels and the activities
they represent are:

0 No logging

1 Major problems only

2 Message collections and failed deliveries

3 Successful deliveries

4 Messages being deferred

5 Placing messages in the queue

6 Unusual but benign incidents

9 Log internal queue ID to external message ID mappings
12 Several messages of interest when debugging

22 Verbose information regarding the queue.

Includes the sender when sending a mail message to an alias that also lists
the sender.

Defines macro x to have Value. This option is normally used only from the
sendmail command line.

Validates the Right Hand Side of aliases when performing the newaliases
command.

NNetworkNameSets the name of the host network. The sendmail command compares the

Paddress

Qdir

rtime

AlX Files Reference

argument of an SMTP HELO command to HostName.NetName (value of
HostName comes from the kernel). If these values do not match, it adds the
HostName.NetName string to the Received: line in the message so that
messages can be traced accurately.

Indicates that this message can have headers with spaces between
addresses. Without this option, the message has commas between
addresses. If this option is set, an adaptive algorithm determines the header
format in most cases.

Identifies the person who is to receive a copy of all returned mail.

Sets the directory in which to queue messages. The directory will be created
if it does not exist.

Sets the time out for reads from a mailer program to the value specified by
time. If no time out value is set, the sendmail command waits indefinitely
for a mailer program to respond.

Enqueues before delivery, even when in immediate delivery mode.



SFile

Ttime

uN

Mail sendmail.cf

Sets the mail statistics file to the File. Statistics are only collected if the file
exists. This file must be created by the user.

Sets the time out on messages in the queue to the specified time. After this
interval, the sendmail command returns the message to the sender. The
default is three days.

Sets the default user ID to use when calling mailers to the value specified by
N. ’

Runs in verbose mode.

Delivers each message in the mail queue from a separate process. This
option is not required and can, if used, increase overhead in the AlX
environment.

Implementation Specifics
This sendmail.cf file is part of AIX Base Operating System (BOS) Runtime.

Files

/usr/lib/sendmail.cf The configuration file for the sendmail command.
{usr/lib/sendmail.cfDB The compiled version of the sendmail configuration file.

Related Information

The edconfig command, newaliases command, sendmail command.

The /etc/passwd file.

Understanding Sendmail and Understanding the sendmail.cf File in Communication
Concepts and Procedures.

Chapter 1. AIX System Files 1—121



MH .maildelivery

MH .maildelivery File

Purpose

Specifies actions to be taken when mail is received.

Description _

The $HOME/.maildelivery file contains a list of actions that the slocal command performs
on received mail. The slocal command reads the $HOME/.maildelivery file and performs
the actions specified. To activate the slocal command:

1. Create a file called .forward in your home directory.
2. Place the following line in the SHOME/.forward file:
| /usr/lib/mh/slocal

Specify your own mail delivery instructions in the $HOME/.maildelivery file. Each line in the
$HOME/.maildelivery file describes an action and the conditions under which the action
should be performed. All of the five following parameters must be present in each line of the
file. These parameters are separated by either commas or space characters:

Field Pattern Action Result “String”

Blank lines in the .maildelivery file are ignored. Put a # (pound) sign in the first column to
indicate a comment. The file is always read completely, so several matches can be made
with several actions. The .maildelivery file should be owned by the user, and the owner can
be the only one with write access.

If the .maildelivery file cannot be found or does not deliver the message, the
/usr/lib/mh/maildelivery file is used in the same manner. If the message has still not been
delivered, it is delivered to the user’s mail drop. The default mail drop is the
/usr/mail/$USER file.

The MH package contains four standard programs that can be run as receive-mail hooks:
the revdist command, revpack command, revstore command, and rcvtty command.

Parameters

The following list describes each parameter:

Field Specifies a header component to be searched to find a pattern to match the
Pattern parameter. Specify one of the following values for the Field
parameter:

component  Specify the header component you want to be searched; for
example, From Or cc.

* Matches everything.

addr Searches whatever field was used to deliver the message
to you.

default Matches only if the message has not been delivered yet.

Source Specifies the out-of-band sender information.
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Action
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Specifies the character string to search for in the header component given
by the Field parameter. For example, if you specitied From in the Field
parameter, the Pattern parameter might contain an address like
sarah@mephisto.

The Pattern parameter is not case-sensitive. Thus, the character string
matches any combination of uppercase and lowercase characters. Specify a
dummy pattern if you use an * (asterisk) or specify default in the Field

parameter.

Specifies an action to take with the message if it contains the pattern
specified in the Pattern parameter. Specify the following values:

fileor »

pipe or |

Appends the message to the file specified with the “String”
parameter. If the message can be written to the file, the
action is considered successful. The Delivery-Date:
header component is added to the message to indicate
when the message was appended to the file.

Pipes the message as standard input to the command
specified with the “String” parameter. The shell interprets
the string. If the exit status from the command is 0 (zero),
the action is considered successful. Prior to being given to
the shell, the string is expanded with the following built-in
variables:

$(Sender) The return address for the message.

$(Address) The address that was used to deliver the
message.

$(Size) The size of the message in bytes.

$(ReplyTo) Either the Reply-To: or From: header

component of the message.
$(Information) Miscellaneous out-of-band information.

When a process is invoked with the pipe mechanism, the
environment of the process is set as follows:

e User and group IDs are set to the recipient’s IDs.
o Working directory is the recipient’s directory.

e The value of the umask variable is 0077.

e Process has no /dev/tty special file.

o Standard input is set to the message.

o Standard output and diagnostic output are set to the
/dev/NULL special file. All other file descriptors are
closed. The $USER, $HOME, and $SHELL
environmental variables are set appropriately; no other
environment variables exist.
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Result

“String”

qpipe or A

destroy

The amount of time the process is given to execute is:
(<bytes in message> x 60) + 300 seconds).
After that time, the process is terminated.

If the exit status of the program is 0 (zero), it is assumed
that the action succeeded. Otherwise, failure is assumed.

Similar to pipe, but executes the command directly after
built-in variable expansion without assistance from the shell.
If the exit status from the command is 0 (zero), the action is
successful.

Destroys the message. This action always succeeds.

indicates how the action should be performed. You can specify one of the
following values for this parameter:

A

Performs the action. If the action succeeds, the message is
considered delivered.

Performs the action. Even if the action succeeds, the
message is not considered delivered.

Performs the action only if the message has not been
delivered. If the action succeeds, the message is
considered delivered.

If you use the file vaiue for the Action parameter, the “String” parameter
specifies the file to which the message can be appended.

If you use the pipe or the gpipe value, the “String” parameter specifies the
command to execute.

If you use the destroy value as the Action parameter, the “String”
parameter is not used, but you must still include a dummy “String”

parameter.

Note: To be notified that you have mail, you must specify the revtty command in the
.maildelivery file.

Examples
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The following are example lines in the $SHOME/.maildelivery file:

1. To save a message in a particular file, use a line similar to the following line:

From george file A george.mail

This line directs the slocal command to search the From header line in messages. When

the slocal command finds a message from george, it files the message in a file called
george.mail.

2. To save a copy of a message in a file, use a line similar to the following:

addr manager > R proj_X/statlog

AlX Files Reference



MH .maildelivery

This line directs the slocal command to search the address fields in messages. When it
finds a message to the project manager, the slocal command files a copy of the
message in a file called proj_X/statlog. The original message is not considered
delivered (the R value), so the message is still treated as mail and you will be notified as
usual.

. To be notified that you have received mail, enter a line similar to the following:

* — | R "/usr/lib/mh/rcvtty /u/sarah/allmail”
In this example, the /u/sarah/allmail file contains the line:
echo "You have mail\n”

The /u/sarah/allmail file must have execute permission. When you have mail, the
words You have mail will be displayed on your console.

. To forward a copy of a message, enter a line similar to the following:

addr manager | A "/usr/lib/mh/rcvdist amy”

This line directs the slocal command to search the address fields in messages. When it
finds a message to the project manager, the slocal command sends a copy of the
message to amy. The original message is not affected. The action is always performed
(the A value). The command that the slocal command reads to distribute the copy to
another user is the revdist command.

. To save any undelivered messages, enter a line similar to the following:

default — > ? mailbox

This line directs the slocal command to find all undelivered messages. The — (dash) is a
placeholder for the Pattern parameter. The > (file symbol) instructs the slocal command
to file the messages it finds. The ? (question mark) instructs the slocal command to
respond only to undelivered messages. The name of the file to store undelivered
messages is mailbox.

Implementation Specifics

Files

This file is part of Message Handler in BOS Extensions 1.

$HOME/.forward Searched by the sendmail command when mail is

received.This file can contain either a path of a machine to
which to forward mail or a line to start the slocal command.

/usr/mail/$USER Provides the default mail drop.
{usr/lib/mh/slocal Contains the slocal command that reads the .maildelivery
file.

fusr/lib/mh/maildelivery Contains the mail delivery instructions that the slocal

command reads if none are specified in the
$HOME/.maildelivery file,

$HOME/.maildelivery Specifies mail-related actions for the slocal command to

perform.

Related Information

The rcvdist command, revpack command, rcvstore command, revtty command, sendmail
command, slocal command.

The mtstailor file.
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MH .mh_profile File

Purpose

Customizes the Message Handler (MH) package.

Description

Each user of the MH package is expected to have a $HOME/.mh_profile file in the home
directory. This file contains a set of user parameters used by some or all of the MH
programs. Each line of the file has the following format:

Profile-Entry: Value

Profile Entries

Some entries have default values if they are not specified. The only required entry is Path:.

Path:

context:

Current-Folder:

Previous-Sequence:

Sequence-Negation:

Unseen-Sequence:
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Specifies the directory path for the user’s MH directory,
UserMHDirectory. The usual location is the $HOME/Mail
directory. This information is stored in the MH profile. No
default value is set.

Declares the location of the MH context file. This
information is stored in the MH profile. The default value
is the UserMHDirectory/context file.

Keeps track of the current open folder. This information is
stored in the context file. The default value for this entry
is inbox.

Names the sequences that should be defined as the
Messages or Message parameter given to the program.
If not present or empty, no sequences are defined.
Otherwise, for each name given, the sequence is first set
to 0 (zero), and then each message is added to the
sequence. This information is stored in the MH profile.
No default value is set.

Defines the string that negates a sequence when
prefixed to the name of that sequence. For example, if
the Sequence-Negation: entry is set to not, then
not seen refers to all the messages that are not a
member of the sequence seen. This information is
stored in the MH profile. No default val