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I.1 Welcome

Welcome to SmoothWall and secure Internet connectivity.

SmoothWall Express allows non-technical users to easily build a firewall to securely connect a network of
computers to the Internet. Almost any Pentium class PC can be used, such as an old low specification PC
long redundant as a user workstation or server. SmoothWall Express creates a dedicated hardware firewall,
offering the facilities and real security associated with hardware devices.

This manual follows on from the SmoothWall Express Installation Guide. Having installed SmoothWall
Express and performed the initial Setup you are ready to configure details of Internet connections, enable
and disable services, create security rules etc. This is all achieved using a simple to use web browser
interface. The same interface provides access to the management and administration features, such as its
Intrusion Detection System, log file viewing and the graphical presentation of Internet traffic.

During their development, SmoothWall products have been subjected to exhaustive testing, which has
shown no insecurities in a standard SmoothWall system. SmoothWall Express comes pre-configured to
stop all incoming traffic that is not the result of an outgoing request. The rules files that implement this
policy are part of the system configuration and should not normally be edited by other than the configuration
procedure. Should any of the Linux system or configuration files be changed by other than the SmoothWall
configuration and installation procedures there is a risk of compromising security, for which the SmoothWall
Project Team cannot be held responsible. However we do not discourage people from experimenting with
and further developing their SmoothWall system — it is just that we must point out that ill conceived or badly
executed changes might compromise the security of the SmoothWall Express system.

1.2 The General Public License (GPL) and Open Source Software

SmoothWall Express is licensed under the General Public Licence (GPL); see www.gnu.org and
www.copyleft.org for the full terms and conditions of the licence. All program code written specifically for
SmoothWall Express is licensed under the GPL, the copyright to which remains with the original author.
All code contributed to SmoothWall Express by SmoothWall Limited, even if previously released as part of
their commercial products, is licensed under the GPL, the copyright of the code remaining with SmoothWall
Limited.

The CD image file (.iso) by which SmoothWall Express is distributed also contains a large amount of Linux
operating system and general purpose code, libraries etc. that was not written specifically for SmoothWall
Express. Indeed it is the use of this pre-existing code base that makes the Open Source concept so
powerful and enabled the rapid development of the initial SmoothWall firewall. The licensing and copyright
of all this non SmoothWall specific code is the responsibility of the original author, ie the person who wrote
the code. In general this code is licensed under the GPL or the Lesser GPL (LGPL). In adherence with
the terms of the GPL, any changes that have been made to other people’s GPL or LGPL licensed code
in the creation of SmoothWall Express are published by the SmoothWall Open Source Project Team via
the www.smoothwall.org website. All program code specifically written for SmoothWall Express is also
available from the website. You can reproduce, modify or distribute any of this code without payment of
any royalty or fees — but you are expected to publish any changes that you make so that other may benefit,
especially if you distribute your changed code to other people.

Open Source is not Shareware and vice versa. Shareware may be available “free of charge”, without
royalties or fees but the whole source code of the software is not usually made freely available to you, unlike
Open Source. The confusion is a result of the English language having two meanings for the word free, as
in free of charge and free as in liberty (free to do what you want).
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Your use and installation of SmoothWall Express acknowledges your acceptance of the terms of the General
Public Licence (GPL).

You are encouraged to participate in and support the Open Source movement. The Free Software Foundation
(FSF) is generally seen as the champion of the Open Source movement and you are encouraged to support
their efforts to promote and defend Open Source.

1.3 Registration and Support

The first time you connect to the Internet from your newly installed SmoothWall Express, a registration
script will run once only. In a manner similar to the way in which a web site cookie records a small amount
of information for future viewing of that particular site, the registration script sends a few key pieces of
information about your installation back to SmoothWall Limited. This data enables the development team
to gauge the type of platforms on which SmoothWall Express is being deployed and to better judge what
features it would be helpful to add to future releases. The information that is sent back is completely devoid
of any personal details - it simply contains technical details about the hardware present in your SmoothWall
Express system. The following system information is recorded:

The date of installation

The processor type and speed

Interface configuration

SmoothWall Express Version

The size of hard drive present

The amount of memory (RAM) present and

O O O O O O

Please note that none of this information is sensitive and that all the information is stored securely in our
database according to BS5750 and the Data Protection Act requirements. SmoothWall does not capture
any other user information or any other data secretly or covertly — all information recorded is impersonal.
We appreciate your concerns about security and data integrity. If you would like to voluntarily provide any
further information to assist the future development of SmoothWall products there is a registration form on
the web site that can be used for this purpose.

Support for SmoothWall Express is provided by way of mailing lists and forums accessible for the
www.smoothwall.org website. This support is provided on an entirely voluntary basis by members of the
SmoothWall Open Source community - nobody is paid to provide support for SmoothWall Express. Thus,
the SmoothWall Open Source Project Team cannot be held responsible for the quality, accuracy or timeliness
of the information provided by the volunteers who are kind enough to offer their time and knowledge to
the benefit of others. For those users, particularly commercial users, who want professional support, we
recommend the use of the commercial products of SmoothWall Limited, which are fully supported by both
Smoothwall Limited and its world-wide network of Resellers. For further details see SmoothWall Limited’s
website at: www.smoothwall.net.

The SmoothWall Open Source Project Team would like to welcome you as a user of SmoothWall Express.

1.4 Security Concepts

SmoothWall Express supports a De-Militarized Zone (DMZ), a network normally used for servers that need
to be accessible from the Internet, such as Mail and Web Servers. By default SmoothWall blocks all traffic to
hosts and servers behind SmoothWall that originates from the Internet. If external users need to use servers
behind SmoothWall then access to these servers has to be specifically unblocked - see the Port Access
section for details. Obviously the less un-blocking that is configured the more secure the firewall. Itis better
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that such un-blocking is limited to the DMZ network, where the information stored is not highly confidential.
Keep private and confidential information on servers and hosts within the Local (Green) network that cannot
be accessed from the Internet. Be very careful about un-blocking traffic going from the Internet (Red) to the
Local (Green) network as you are opening a potential hole for hackers.

Unlike many firewalls SmoothWall Express does not support Telnet connections to gain access to the
configuration and management facilities. This is considered to be unsafe by the designers. Normally an
encrypted https connection should be used to configure and manage SmoothWall Express. The option is
also provided to enable Secure Shell access to SmoothWall Express allowing login as either the root or
setup users. Do not enable this facility when it is not needed - the less that is enabled the better from a
security viewpoint.

Remember SmoothWall is only part of a security solution. There is little point in having the most impenetrable
front door in the world yet the back door is left wide open. Security is a specialist area; experience, knowing
what to look for, understanding how hackers and crackers operate, being up to date with the latest security
threats etc. Commercial networks should be subjected to regular Security Audit and Penetration Testing.
SmoothWall Limited strongly recommends that all computers, especially public Internet facing servers,
are kept up-to-date with all available security patches from the suppliers of the system software. This
particularly applies to SmoothWall Express itself — please check regularly that all available Security Updates
have been applied.

1.5 Acknowledgements

We acknowledge the work, effort and talent of all those who have contributed to the SmoothWall Project. For
the latest team list see the www.smoothwall.org website but we would particularly like to thank: Lawrence
Manning, Richard Morrell, William Anderson, Steve Hughes, Gordon Allan, Alex Collins, Bob Dunlop, Nigel
Fenton, Mathew Frank, Pete Guyan, Toni Kuokkanen, Luc Larochelle, Piere-Yves Paulus, John Payne,
Guy Reynolds, Kieran Reynolds, Chris Ross, Hilton Travis, Jez Tucker, Lucien Wells, Adam Wilkinson, Nick
Woodruffe, Simon Wood, Dan Cuthbert, Dan Goscomb, Emma Bickley, Paul Tansom, Eric S. Johansson,
Alan Hourihane, Rebecca Ward, Bill Ward, Marc Wormgoor.

1.6 Trademark and Copyright Notices

SmoothWall is a registered trademark of SmoothWall Limited. This manual is the copyright of SmoothWall
Limited, 2001-2003 and is not currently distributed under an Open Source licence. Any portions of this or
other manuals and documentation that were not written by SmoothWall Limited will be acknowledged to the
original author by way of a copyright/licensing statement within the text. You are free to copy the manual,
convert it to another form, distribute it in its entirety, in any form and by any means. However, you may
not modify the manual nor use any part of within any other document, publication, web page or computer
software without the express permission of SmoothWall Limited. These restrictions are necessary to protect
the legitimate commercial interests of SmoothWall Limited — similar conditions are imposed by other Open
Source Projects (see: http://www.mysqgl.com/documentation/mysql/bychapter/manual_Introduction.htmI#C
opyright for example).

Unless specifically stated otherwise, all program code within SmoothWall Express is the copyright of the
original author, ie the person who wrote the code.

Microsoft, the Microsoft logo, NetMeeting, Outlook and Windows are trademarks of the Microsoft Corporation.
Apple, Mac and PowerBook are trademarks of Apple Computer Incorporated. Netscape and Netscape
Communicator are trademarks of Netscape Communications Corporation. Pentium is a trademark of Intel
Corporation. LINUX is a registered trademark of Linus Torvalds.



All other products, services, companies, events and publications mentioned in this document, associated

documents and in SmoothWall software may be trademarks, registered trademarks or servicemarks of their
respective owners in the US or other countries.

This document was created and published in the United Kingdom on behalf of the SmoothWall Open Source
Project by SmoothWall Limited.
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This section contains information about the post-installation configuration of SmoothWall Express. It
is assumed that if you are reading this far you have already installed SmoothWall (as detailed in the
SmoothWall Express Installation Guide).

2.1 Connecting to SmoothWall Express

Using the browser-based interface from a second machine on your LAN you can now carry out any additional
post-installation configuration and system maintenance of your SmoothWall system. The browser-based
interface has been tested with both Internet Explorer and Netscape Navigator versions 4 and above on a
variety of different platforms.

If during installation SmoothWall Express’s DHCP server was enabled then it will automatically allocate an
IP address to each client computer connected to its Local (Green) network. It may be necessary to restart
the client computers in order for them to request and receive their IP address. If DHCP is not enabled
during installation it will be necessary to configure SmoothWall Express using a PC with a static (fixed) IP
address, or utilise a separate DHCP server to provide the IP address.

Start a web browser and establish a connection to SmoothWall. Normally you should use an HTTPS
(Hypertext Transfer Protocol over Secure Socket Layer) connection. Enter either the hostname or its
IP address for your SmoothWall Express into the browser's Address/Location field, along with the non-
standard Port Number of 441. Port 445 was used prior to Version 2.0 of SmoothWall Express but it proved
desirable to change to 441 to avoid possible conflicts with Microsoft’'s recent use of 445 for file and print
networking.

For example, if the default IP address of 192.168.0.1 has been used for SmoothWall Express then type:
https://192.168.0.1:441 or https://smoothwall:441
As this is an encrypted https connection, expect a security certificate challenge as shown below.

Securty Alert |

rir“l Information you exchange with thiz site cannot be viewed or
?. changed by others. Howewver, there iz a problem with the zite'z
y gecunity certificate.

& The security certficate was issued by a company vou have
not chozen o st Yiew the certificate to determine whether
oL want o st the certifuing authority,

o The securty certificate date iz walid.

& The name on the zecurty certificate iz invalid or does naot
ratch the name of the site

Do you want to proceed?

d  Wiew Certificate |

Security Certificate

i
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Alternatively you can use non-encrypted HTTP, by typing:
192.168.0.1:81 or http://smoothwall:81

Again, note the non-standard port number used to facilitate the port forwarding of commonly used ports and
also increase security as a side effect.

2.2 Page Format

You should now be presented with the SmoothWall Express Control page. In the event that this is not
displayed and you cannot access the SmoothWall Express system, the most likely problem is an error in the
local network configuration. Please refer to Appendix B for information on troubleshooting.

A Navigation Bar is displayed at the top of all the individual configuration, information, control and help
pages. The bar is presented in the form of two horizontal rows of links. Click on the appropriate link to
select the required page group, eg About your Smoothie, Networking etc.

Configuration pages are grouped into what are termed Page Groups. Pages within a group are displayed in
a tabbed format. To switch between pages in a page group, simply click the desired page name displayed
on its tab. Moving the mouse pointer over a tab causes the page (tab) name to change colour.

The Navigation Bars provides a quick method of access to all of the configuration and maintenance pages
that determine the specific Setup of your SmoothWall Express system. Note that all of these options require
the admin User Name and Password to be entered.

Control — returns you to the SmoothWall Express Control (or home) page
About your Smoothie — display Status information, network traffic graphs and network statistics
Services — configure Web proxy server, DHCP server, Dynamic DNS support, Static DNS

entries, enable the Intrusion Detection System (IDS), enable SSH remote
access and set the system time

Networking — configure Port Forwarding, External Service Access, DMZ Pinholes and PPP
Dialup Connections (modem, ISDN and USB DSL)

VPN — control and configure basic (Pre-Shared key) Virtual Private Network (VPN)
connections

Logs — display a large number of log files, including PPP dialup, ISDN, IPSec, Web
Proxy, Firewall and Intrusion Detection System

Tools — run Ping and Traceroute commands, run Whois to find out information about an

IP address or Domain name and invoke a Secure Shell (SSH) connection from
the web browser PC to SmoothWall Express

Maintenance — apply updates to SmoothWall Express, backup the SmoothWall Express
configuration, update Alcatel USB DSL modem firmware and change the admin/
dial user passwords

Shutdown — Shutdown or restart SmoothWall Express

Help — On-line help for SmoothWall Express
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2.3 Control Page Group

The SmoothWall Express Control page group consists of just two pages, the home page, and a credits
page.

2.3.1 Home Page

The home page displays the current connection status and allows the connection to be closed, changed
and opened.

il mwa“ EXINE ‘n’ {0} connection status = .

abowt your smoothie  sendces  networking VI logs tools maimenance

Welcome to SmoothWall Express 2.0

This is your gatewway to configuring and administering vour Smoothall
firewall. Please make sure you read the Administration Guide hefore
reconfiguring yaur Srmoaothvall — the guide is available with aur other
documentation from our website.

Fefrash |

SmoothWall Express Home Page

At the bottom of the main panel, the status of the currently selected Dialup configuration profile is displayed.
This is not shown if you are connecting via Ethernet, using either Static IP, or DHCP. These profiles are
sets of configuration parameters that are used for accessing different Internet Service Providers (ISPs)
with a dialup modem or ISDN connection. SmoothWall allows up to five different profiles to be created
and configured. There are three connection control buttons. The Connect button enables you to dial and
establish a connection to the Internet; the Disconnect button disconnects the current Internet connection,
whilst the Refresh button redisplays the connection status information.

The bottom panel displays information about the Update status of the SmoothWall Express system.
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2.3.2 Credits Page

The credits page displays information about SmoothWall Express, the SmoothWall Open Source Project
Team as well as providing links to support information.

MWI =Xpress L0 connection status » .

networking vpn logs tools maintenance

about your smoothie  services

SmoothWall Express 2.0 [

SmoothWall Express 2.0

express 2.0 p0ui-3.6.1
Srnooth\all Exprass 2.0 Far more infarmation ahout Smoothyall Express, please
Copyright @ 2000 - 2003 the SmoothWall Team vigit our wehsite at http:/smoothwall.org!

& full tearn listing can be found on our website. Portions of  For more information about Smoothiall products, please
this software are copyright @ the ariginal authars, the vigit our wehsite at http:fwww.smoothwall.net/

source code of such pordions are available under the

terms of the appropriate licenses,

SmoothWall™ is a trademark of Smoothvall Limited. Linux® is a registered trademark of Linus Torvalds. All other trademarks and
copyrights are property of their respective owners. Stock photography used courtesy ofiStockphoto.com.

Produced in association with Fujirsy
2000 - 2003 The SmoothWall Team

express 2.0 p0 ui-3.6.1
Srmoothyyall™ is a tradermark of SmoothWall Limited. Credits - Portions @ original authors

SmoothWall Express Credits Page

There are no configurable controls or buttons on the Credits page — only information text and links to other
resources.



2.4 About your Smoothie Pages
Two pages are accessed from the About your Smoothie page group: Status and Traffic graphs.
2.4.1 Status

This page allows you to view the current operational status of SmoothWall Express.

connection status » .

control senices  networking tools maintenance

vpn logs

About Your Smooth\Wall

Active service status of your Smoaothie.

Services:
Logging semver

DME proxy server

Web proxy

_m

Secure shell server

CROM server

Produced in association with U5 Robotics [T 11

express 2.0 p0ui-3.6.1 2000 - 2003 The SmoothWall Team
Smoothi®all™ is a tradermark of SmoothWall Limited. Credits - Portions @ original authors

Status page showing Services

The Status page displays information about the network services available on the SmoothWall system. An
easily visible sign of whether or not the service is running is displayed alongside each service.

2.4.2 Advanced

The advanced page consists of a number of sections containing information regarding the use of system
resources, such as available memory, hard disk and the uptime of the SmoothWall system (how long it has
been running). Details of any users (eg from the console or via SSH) are also listed (note this does not
include people using SmoothWall as their Internet gateway).
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Uptime and users:

Z:46pm wup £ days, F:E7, 1 user, lcad average: 0.00, 000, 000

USER TTY FEOM LOFINE IDLE  JCEU  BCEU  THAT
foot tEypl 192.166.2.2 9:1%am 19.00= 0.l4= 0.02= -ri fhome/httpd!
Interfaces:

athil Link encap:Ethernet HWaddc 00:50:04:00:50;FF

inet addr:192.165.72.26 Deast:192_1656.72.255 Mask:255_255_255.0
UF EROZDCAST RUNNING MULTICAST MTU: 1500 Metric:l

BX packet=:45112 errors: 0 dropped:0 owverruns:0 frams:0

TX packet=s: 27352 errors:0 dropped:0 owerrun=:0 carriez:0
coellision=:0 txgueuslen: 100

BX byrbes: GOSE535 (5.5 Mb) TX bytes: 3555396 (9.3 Mb)

Interzupt: 10 Fase address:0x£c00

ethl Link encap:Ethecnet HWaddc 00:50:FC:E5:DC: 32
inet addr:562.2.195.26 Feast:562.2.195.29 Mask:255_255_255.245
EROADCAST MULTICAST MTU: 1500 Metric:l
BX packet=s:5100 erzors:0 dropped: D overzuns: 0 fram=:0
TX packet=:Z561Z erzors:0 dropped: ] overruns:0 cacriecz: 0
coellision=:0 txgqueuslen: 100
BX byrbes: 323505 [(219.4 HEb) TX bytes:E21111 [E£15.9 Ek)
Interzupt: 11l Fase addres=ss:0x£500

lo Link encap:Leocal Leopback
inet addc:l127.0.0.1 Mask:E55.0.0.0
UF LOOFEACK RUNNING MTU: 15335 Metric:l
BX packet=s:Z78 error=:0 dropped:0 owerruns:0 frame:0
TX packet=:Z78 error=:0 dropped:0 owerrun=:0 carriez:0
collision=:0 txgueuslen: O
BX byrbes: 538546 [8§7.7 Eb)] TX bytes: 538535 (57.7 HEb)

Status Page showing Ethernet and Dialup (PPP) Interfaces

Shown above is a sample of the Status page displaying information on SmoothWall’s Ethernet interface
to the local (Green) network (ethO) and its Dialup connection (ppp0). This particular Dialup connection
obtained its IP address via DHCP from the ISP, hence the display of the IP address allocated is extremely
useful. Much of the other information allows the quality of the connections to be determined.
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2.4.2 Traffic Graphs

The traffic graphs page graphically displays the network traffic passing through SmoothWall Express.

Summary network traffic graphs:

traffic on green interface over the last day g
0.0 — gL
[ =
1.0k s
W =
r -2.0k g
=
= =ginsk
-4,0 k £
16:00 1800 20:00 22100 00:00 02:00 04:00 0600 0800 40000 12:00 14:00
O Incoming Max: 410,85 Avg:  1E.B Current: 53,0 hytes/sec
[ <utgoing Max: 271 Avg: 327 Cyrrent: 285, 4 bytes/sec
click for detailed graphs for the green imerface »
traffic on red interface over the last day %
20 et A ; ; ¢
fiabat T fed Bt it !_ ~
u 10 ik i s
= 1alr FEI z
W o il
,3 ¥ i -'.-.”'Mﬂlu-l..l i =
= -10 1
—z0
12:00 1400 48100 48:00 20:00 22:00 0000 02:00 04:00 O08:00 08:00 4000
O Incoming Max: 19.8 ANG: c.0 current: 9.9 bytes/sec
O cutgoing Max: 121 ANg: 2.5 CUFrent: 4,9 hytes/fsec

click for detailed graphs for the red interface =

Network traffic graphs

The traffic graphs page is split into a series of sections, detailing both inbound and outbound traffic on
each network interface that is present. The graph above the axis shows incoming traffic for the interface,
below it shows the outgoing. The graphs are updated every five minutes.
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5. Services

Six pages are accessed from the Services page group: web proxy, dhcp, dynamic dns, intrusion
detection system, remote access and time.

2.5.1 Web Proxy Server

This screen allows you to enable or disable the built in web proxy server.

connection status » '

control  abowt your smoothie m networking VR logs tools maimenance

1 dep | dynamic dns | intrusion detection system s | time

Web Proxy

Configure and enahle your SmoothWWall's integrated caching web proxy serice,

Web proxy:
Cache size (MB): B00 Remote prn}{y:* |
Remote proxy username: % | Remote proxy password: |

Max object size (KB): |4|]95 Min ohject size (KB II]
Max outgoing size (KB): ID Max incoming size (KB) II]

Transparent: 72 Enahled: o

% These fields may be blank.

Sawve | Sawe and clear cache

Produced in associatian with FujiTsy
express 2.0 p0 ui-3.6.1 2000 - 2003 The SmoothWall Team
Srmoaothviall™ is a trademark of SmoothWall Limited. Credits - Portions @ original authors

Web proxy server configuration

Set the Cache size to adjust the amount of disk space on the SmoothWall Express system that the proxy
server uses to cache requested information. The proxy server will cache web and ftp requests, excepting
(for privacy reasons) https requests, or pages that include username and password information. The cache
size must not exceed the amount of free disk space available. As a rough guide, the cache size should be at
least 100 MBytes smaller than hard disk size, which will allow adequate room for the /var/logs, /boot, /swap
partitions and the software itself. It should also be borne in mind that an excessively large cache size may
well slow down page access for SmoothWall might end up spending more time managing a large cache
that the time saved retrieving pages over a fast connection. Perhaps the best advice is to experiment with
different cache sizes to achieve optimum performance. Correctly configured, especially where relatively
slow Internet connections are used, the cache will provide faster access to pages that have recently been
visited by users on the same SmoothWall system. There is a useful guide to cache requirments at
http://www.squid-cache.org/Doc/FAQ/FAQ-8.html#ss8.11

B
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It is also possible to make use of a Remote proxy server by filling in the IP address of such a system in the
appropriate box, although for most users this field will normally be left blank. Some large networks might
employ a dedicated proxy server; alternatively there might be a remote proxy server available on your ISP’s
network, in which case your ISP will be able to provide you with the necessary information.

If a remote proxy server is to be used then it may well need SmoothWall Express to authenticate itself to
it, in which case the Remote proxy username and the Remote proxy password fields will need to be
completed.

The Max object size and Min object size controls set the largest and smallest object size that will be
stored in the cache. This facility enables the administrator to force the proxy to only cache objects that are
within a certain size range. This is ideal for ensuring that large downloads do not clog up the cache. The
default is not to cache objects larger then 4096 KBytes (4 MBytes) with no minimum object size set.

The purpose of Max outgoing size is to limit the amount of data that a browser is allowed to send through
the proxy, regardless of whether the data is cached or not. This could be used to limit the size of outgoing
file uploads or form submissions but the default is not to impose a limit. More useful is the Max incoming
size control, where you can limit the maximum download file size that can pass through the proxy server.
This can be used to stop people from downloading excessively large files that would slow down your Internet
connection. Again, the default is not to place any restriction on the file download size.

The Transparent feature of the SmoothWall proxy server avoids the need to configure user’'s web browsers
to work with a proxy server. In transparent mode, all requests are automatically redirected through the
cache. In this way, it is possible to stop desktop clients from browsing without going through the proxy
server. If transparent mode is not enabled, then to make use of the proxy server you must configure the
browser on user PCs and MACs to use port 800 rather than the standard port 80, as described in the later
sections on configuring desktop client computers.

The Enabled checkbox enables or disables the proxy server as required. Note that if the Transparent
checkbox is not checked then this will be a Non-Transparent Proxy Server, which requires each PC’s
browser to be configured to use the proxy server. This does have the potential advantage of allowing
some users to go through the proxy and others not to, however in most situations it is recommended that
transparent mode is used.

Press the Save button to record the changes and restart the proxy server to run with the new configuration
information.
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2.5.2 DHCP Server

The DHCP (Dynamic Host Configuration Protocol) configuration screen allows you to configure and to
enable or disable the DHCP server that is built into SmoothWall Express.

connection status » '

vices networking  vpn logs tools  maintenance

n | remote access | time

control  about your smoothie

Y

DHCP

Configure and enable your Smoothvall's DHCP service, to automatically allocate LAMN IP addresses to your
netwark clients.

DHCP:

Start address: {182 168.72.100 End address: [192.168.72 200
Primary DINS: |192.168.?2.25 Secondary DME: |

Primary Wik E: | Secondary WM S: |

Default lease time (mins): |ED Max lease time {mins): |120

Domain name sufiix % | Enabled: | |

* This field may be blank.

Add a new static assignment:

Cescription: | MAC address: |

IP address: | Add

Current static assignments:
Description MAC address IP address Mark

Remove | ﬂl

Mote:

DHCP configuration screen

By far the easiest method of providing a shared Internet connection to a network of machines using TCP/IP,
is to allow your SmoothWall system to act as a DHCP server and hence provide all the necessary network
information for the client desktop computers on your network. In order to do this, you will need to define
a range of IP addresses that can be used by machines on the rest of your network. The Start address
should contain the first IP address you wish SmoothWall Express to offer to its client PCs. There is no
need for the start address to be consecutive with the SmoothWall Express address. The first three parts of
the IP address should normally be the same as that of the SmoothWall system, eg 192.168.0 in the above
example. The End address sets the highest IP address that will be allocated by SmoothWall Express’s
DHCP server.

If, for example, SmoothWall was configured to use a local IP address of 192.168.0.1, then the Start address
could be from 192.168.0.2 onwards. However, the default address range suggested by SmoothWall
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Express is from 192.168.0.100 to 192.168.0.200. This allows addressing space below the DHCP range for
computers using fixed IP addresses, such as file and print servers. Obviously, no other computers on the
local network should utilise a fixed IP address within the DHCP range specified.

SmoothWall Express runs a DNS proxy server and can provide a DNS service to all the network clients that
connect through it; ie the client PCs and MACs see your SmoothWall Express as their DNS server. Thus,
the Primary DNS text box is defaulted to contain the IP address allocated to SmoothWall Express’s Local
(Green) network interface. If, for some reason, you wish to use another DNS service, such as your ISP’s,
enter the IP address of your ISP’s primary DNS server into the Primary DNS text box. The Secondary
DNS text box is by default left blank (empty); alternatively it could contain the IP address of a second DNS
server.

As part of its DHCP response to a client, SmoothWall Express can supply details of WINS Servers on the
network. SmoothWall Express does not function as a WINS Server itself. If your Microsoft network clients
utilise a WINS Server for name resolution, enter the IP addresses of the WINS Server(s) into the Primary
WINS and Secondary WINS text boxes.

The Default lease time and Maximum lease time (in minutes) limit the time that a client PC can retain an
IP address provided by the DHCP server. Upon expiry of the lease, the client PC has to re-request a new
IP address. For most users, these fields should be left at their default values. The Domain name suffix
entry allows you to define the domain name that will be given to systems requesting an IP address, although
for most small networks this can safely be left blank. Finally, the Enabled checkbox allows you to enable or
disable the DHCP server. Of course, there should normally only be one DHCP Server on a local network,
so if another system is providing this function, either disable the DHCP Server on that system or do not
utilise the DHCP Server within SmoothWall Express.

The Add a new static assignment section is used to allocate a fixed IP addresses for nominated clients.
It does this by reference to the client NICs (LAN Card) MAC (Media Access Control) address. Use this
facility if you want a certain user computer to always get the same IP address, as if it was configured with
a static IP address. The way you determine the MAC address varies with the operating system in use: run
the ifconfig command on a Linux or Unix system, IPCONFIG /ALL on a DOS system and WINIPCFG on
a Microsoft Windows system. Enter the MAC address reported into the MAC address text box with the
required IP addresses in the IP address text box below. Note, the MAC address must be entered as six
pairs of hexadecimal numbers, with a space, colon or other separator character between each pair, eg 12
34 56 78 9A BC or 12:34:56:78:9A:BC.

Click the Add button and the MAC and IP Address pair will be displayed in the Current static assignments
section below. In order to edit an existing static IP address assignment, click or select the Mark checkbox
alongside the required MAC and IP Address pair, then press Remove to delete the assignment or Edit to
move the MAC and IP Address pairing back to the new static assignment section above. In the case of
pressing Edit, change the MAC or IP address as required, then press the Add button again to return the
revised assignment to the Current static assignments section at the bottom of the page. Be careful not
to exit the page whilst in the process of editing a static assignment or the assignment will be lost.

Do not enter a static assignment where the IP address lies within the dynamically allocated range specified
by the Start address and End address controls.

As with all configuration pages, you must click the Save button before exiting in order to commit the
changes made.
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2.5.3 Dynamic DNS

The Dynamic DNS configuration page allows SmoothWall to be used with Dynamic DNS service providers.
These services are for Internet users who do not have a Static (or fixed) IP address, typically modem, ISDN
and dial-up users. If you are using a Static IP address then this facility is of no relevance to you.

A Dynamic DNS service associates a sub-domain with a dynamic (eg DHCP) IP address, eg
myname.dyndns.org. This domain name can then be resolved to an IP address by DNS servers in the
normal way. All that needs to happen for this to work is that the Dynamic DNS service provider needs to be
informed every time your dynamic IP address changes. SmoothWall can do this for all the major Dynamic
DNS service providers, viz: dyndns.org, no-ip.com, hn.org, dhs.org and dyns.cx. This makes it possible to
connect to services such as those from a Web or email server that is behind SmoothWall Express, using
URLs like www.mysmoothwall.dyndns.org/index.html.

I 1 i;w connection status » '

control  about your smoothie  senvices networking vpn logs tools maintenance

Cwebproxy | dhcp || intiusion detection system | remote access | fime

own | help -
Dynamic DNS

Especially suited when your ISP assigned you a different IP address every time you connect, you can configure yaur
SrmoothvWall to manage and update your dynamic DMS names from several popular semvices.

Add a host:

Service: |dhs.urg j Behind a proy: [ Enable wildcards: [
Hostname: | Domain: |

Jsermame: | Password:

|
Enabled: ¥ Addl

Current hosts:
Service Hostname Domain Proxy Wildcards Enabled Mark

Remaove | ﬂl

Force update

Dynamic DNS Services configuration

The first control in the Add a host section is the Service drop down list box where you select the Dynamic
DNS service provider you are using. Before you can use this facility, you must register with one of the
Dynamic DNS service providers supported by SmoothWall Express. The basic level of service from these
organisations is normally free of charge. Registration is naturally via their Web sites, eg www.dyndns.org,
www.no-ip.com, www.hn.org, www.dhs.org and www.dyns.cx. We do encourage users to donate to these
organisations which rely largely upon donations for funding.

The Hostname text box should be completed with the host name you registered with the service provider.
The Domain text box allows you to enter which of the service provider's domains you elected - the screen
illustration above shows both the dyndns.org and dyndns.ws domains provided by www.dyndns.org. If, for
example, you registered a host name of myname.homedns.org then type myname into Hostname and
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homedns.org into Domain.

Enter into the Username text box the user name you registered with the service provider. The Password
text box naturally should contain the associated password for your user name.

The Behind a Proxy checkbox must be checked if you are using no-ip.com as the service provider or if
SmoothWall Express is sitting behind a Proxy Server. The default is that this is not checked.

The checkbox Enable wildcards allows you to have all the subdomains of your dynamic dns hostname
pointing to the same IP as your hostname (eg with this Enable wildcards enabled, www.mysmoothwall.d
yndns.org will point to the same IP as smoothwall.dyndns.org). This check box does not work with the no-
ip.com service, as they only allow this feature to be activated or deactivated directly from their website.

As standard, the Enabled checkbox is checked, ie the Dynamic DNS host entry will be activated and
updated each time SmoothWall Express is allocated a new IP address. If you want to create a host entry
but not have it enabled, then un-check the Enabled checkbox. For example, if you want to keep the
information for one of your Dynamic DNS Hostnames saved but want to avoid having your IP updated by
its Dynamic DNS service provider, then do not enable it. However, do note that Dynamic DNS service
providers may disable Hostnames that have not been updated with a new IP address, say in the last thirty
days. Use it or lose it?

Click the Add button and the information will be transferred to the Current hosts section below, with the
Add a host entry controls being cleared, ready for the entry of the next host’s details. There is no Save
button — all changes take effect immediately the Add button is clicked, unless of course, there is a validation
failure, which will be reported in the Error messages panel.

An entry in Current hosts can be edited by checking the Mark checkbox for the host entry and clicking the
Edit button. All the information about the Dynamic DNS host will be copied back to the Add a host section
above and cleared from the Current hosts section. As per usual, only one host at a time can be edited.
Edit as required and click the Add button to return the information to the Current hosts section. Be careful
not to exit the page whilst in the process of editing a host entry or the data will be lost.

To delete or remove a Dynamic DNS host entry, check its Mark checkbox and click the Remove button.
Multiple entries can be deleted simultaneously if desired.

The Force update button forces a refresh of SmoothWall Express’s current dynamic IP address for all the
enabled Host names back to their respective Dynamic DNS service providers. Don’t do it too often, as
Dynamic DNS service providers don't like people who update their IP when it hasn’'t changed - they may
consider you an abusive user and block your hostnames. In the future, you won’t need to Force update as
your IP will automatically be updated each time your IP changes, allowing you always to be able to find your
SmoothWall Express and the services and servers behind it.
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2.5.4 Intrusion Detection System (IDS)

The Intrusion detection system page allows the administrator to enable and maintain the Snort Intrusion
Detection System.

Mwa“ =XINE \-‘jf;:-i-l?l connection status » .
control  about your smoothie Bnvice networking vpn logs tools maintenance

| intrusion detection system |

Intrusion Detection System (os;
Enahle the Snort IDS service to detect potential security hreach attermpts from outside your network. Mote that Snort

idoes not prevent these atternpts —your port forwarding and access rules are used to allow and deny inbhound
access from the outside.

Intrusion Detection System:
Snort: |

IDS (Intrusion Detection System) Enable/Disable Page

The Snort Intrusion Detection System is about recognising malicious activity by comparing traffic passing
through the Internet (Red) interface against a set of pre-defined signatures. These signatures will typically
describe a sequence packets associated with a particular threat, such as a port scan. Any activity that
matches one of these signatures will be recorded to the firewall log as individual packet entries and as an
analysed/identified single entry to the IDS log file.

The Snort checkbox is used to activate or deactivate the Snort Intrusion Detection software. Click the Save
button to action the change. The Snort IDS output can be viewed at the intrusion detection system page
in the Logs page group.
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2.5.5 Remote Access (SSH)

The ssh (remote access) page configures how SmoothWall Express can be accessed for configuration and
management purposes.

El { l;w connection status = '
control  abowt your smoothie uﬂum networking VR logs tools maimenance
webprowy | dhcp | dynamic dns | inrusion detectionsystem | | time

down [help -1

Remote Access
Enable Secure Shell access to your Smoaathvall, and restrict access based upon referral URL to ignare external
links to your Smoothiyall.

Remote access:

: Allow admin access only from
8ok o valid referral URLs: % r

% In order to be certain that the request for an admin function is from the SmoathYall server and not same third party weh padge, a
referral check is done. Enabling this feature means itis only possikle to administer the Smoothiall if the LIRL you visit contains either
the local GREEM IF, the local hostname, ar the RED IP address. It will not be possible to administer the Smoothall if you connect via
a DME ar Dynamic OME name.

Remote Access/SSH (Secure Shell) Page

The SSH checkbox enables or disables SmoothWall's Secure Shell support. Normally, this is set to
disabled and should only be enabled if you need to access the SmoothWall system from other than its
directly attached screen and keyboard. In order to log into your SmoothWall system remotely for any reason
(such as, for example, to reconfigure any settings caused by the addition of new hardware) you will have
to enable the SSH server. This provides a very secure method of remotely accessing your system, as the
data stream is encrypted.

If you do not have a SSH client available to you, or would rather just log in from a web browser, you can
still make use of this functionality by using the embedded SSH client, which is accessed from the Shell link
on the left-hand navigation bar. Note that to do so requires two things — firstly, that SSH access has been
enabled and secondly, that your web browser supports Java — most modern browsers will have no problems
with this. Alternatively, download a free SSH client such as puTTY by Simon Tatham, which is available
from many sites.

The Allow admin access only from valid referral URLs checkbox was introduced to close a theoretical
security risk. The risk is that somebody constructs a web page with a button on it that will link to your
SmoothWall Express and perform a malicious action upon it. For this to be security risk it would be
necessary to have already signed in the current browser window as the SmoothWall Express Admin user.
Then change to the offending web site and press the button. When the button is pressed, providing the
web page creator knows the IP address or Hostname of SmoothWall Express, it could perform a malicious
action. Totally theoretical, has never happened to our knowledge, yet a journalist made a big fuss over
this supposed vulnerability! Thus we introduced the referral URL check. When a web browser sends
information it includes both the URL requested and the current URL — checking the Allow admin access
only from valid referral URLs checkbox causes SmoothWall Express to check that the existing URL is a
SmoothWall Express page. If the current page is not a SmoothWall Express page then the request is not
actioned but is reported in the general SmoothWall log file. However there is a downside to this, it prevents
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SmoothWall Express being accessed remotely via a DNS or a Dynamic DNS address. To remotely manage
a SmoothWall Express system via a DNS or a Dynamic DNS address it is necessary to disable the referral
URL check. Also, alternatively, you may look up the IP address by resolving the DNS address and use this
to securely manage your SmoothWall Express.

Don'’t forget to click the Save button to action any changes.

2.5.6 Time

The time page has two functions - firstly to set the SmoothWall Express date and time, secondly to allow
SmoothWall Express to synchronise its time with a network time server.

connection status » .

networking logs tools

control  about your smoothie vpn

maintenance

Time settings
Change timezone, manually set the time and date, and configure time syncronisation.

Timezone:
Timezone: |EuerefLDnan j

Time and date:

set™  Time: [14 =] |50 =] |26 =] Date: [5 =]|Dec =||z003 =]

Metwork time retrieval:

Enahled: H Interval: |1 day 'I

Save time to RTC: Ird Mext update in: 24 haours

Metwork time servers:

& Wultiple random public semers

 gelected single public server: |AF’; Buenos Aires j

 User defined single public or local server: |

Time/Network time synchronisation page

The timezone is now set in by the browser configuration facility rather than in the installation process.
Select the appropriate timezone for your location from the Timezone drop-down list box.

In the Time and date section are drop down list boxes to display/set the date and time. Change as required
using the drop-down list boxes and check the set checkbox.

The Network time retrieval section provides controls to enable SmoothWall Express to synchronise its
date and time with network time servers that are accessible on the Internet. If the Enabled checkbox
is checked then the time will be synchronised at the interval set in the Interval drop-down list box. This
defaults to once per day, which should be adequate for most users of SmoothWall Express. Below the
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interval control is a display informing you when the next time retrieval will occur. The final option in this
panel, Save time to RTC, is used to make SmoothWall Express update the Real-Time Clock (RTC) of the
PC on which it is running with the time retrieved from the network time server.

The Network time servers section allows the user to choose which network time server(s) to use. The first
of three radio buttons sets SmoothWall Express to use Multiple random public servers, ie use a different
server each time, which is the default and recommended option. The second radio button, Selected single
public server, makes SmoothWall Express use a single time server each time. The adjoining drop-down
list box selects which of approximately 40 world-wide time servers that will be. The third radio button, User
defined single public or local server, allows for a user specified time server to be used. Either an IP
address can be entered or a name that can be resolved by SmoothWall Express (eg using its Static DNS/
Hostnames table).

Finish by clicking the Save button to record the changes made.

2.6 Networking

Six pages are accessed from the Networking page group: port forwarding, external services access,
DMZ pinholes and ppp settings.

2.6.1 Port Forwarding

This page allows the Administrator to create a list of Port Forwarding rules, where traffic arriving at a Port on
the Red (Internet) interface is forwarded to another IP Address and Port, normally in the DMZ (Orange) but
potentially within the Local (Green) protected network. This facility is typically used to allow servers within
the DMZ to communicate with the outside world on the Internet without exposing their actual IP address or
more services or ports than is necessary. Small networks behind a dial-up or ISDN link are unlikely to use
this facility. Security wise, it is extremely risky to put your externally visible servers on your Local (Green)
network because a cracker who managed to break into such a server would then afterwards have access
to your entire local network. It is therefore prudent to use an additional network (the DMZ on the ORANGE
interface) for the sole purpose of serving external requests.
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connection status » '

control  abowt your smoothie  sendces na‘hﬂnrlﬁng VR logs tools maimenance

| externalservice access | dmzpinholes | ppp settings | ipblock | advanced

Port Forwarding

0 & Faorward ports from your external IP address to ports on machines inside your LAR ar DZ,
Add a new rule:

External source IF, ar Source BEe i T (B e

Ir|19tw|::urk (hlank far | port u:ur | P port % |

ALL"™Y: range:

|TCP 'l Enahled: ¥ A
% Ifhlank, then the source port will he used as the destination part.
Current rules:
Proto External source Source port Destination IP Destination port Enabled Mark

IP

Remowe | ﬂl

Port Forwarding

As mentioned previously, SmoothWall by default blocks all traffic that originates externally from the Internet
(Red) interface. Thus, all IP addresses/Ports that are not to be blocked, ie allowed through, must have a
Port Forward rule configured.

The External Source IP or Network Address text box provides the facility to restrict which external users
can originate traffic to the Port Forwarding rule. If no restrictions are to be placed on who can communicate
with the host computer being served by the Port Forwarding rule, for example a publicly accessible web
server, then the Enter IP or network text box should be left blank (for “All”). If only certain external networks
or IP addresses are to be allowed to connect to the destination port, then the IP or Network Address must
be entered into the External IP or Network text box. Each permitted Network or IP Address requires its
own entry (rule). In the above illustration, for the second rule, only traffic originating from IP Networks
121.122.123.0/24 (ie IP Addresses 121.122.123.0 through to 121.122.123.255) will be allowed through the
SmoothWall Express firewall - all traffic from other external IP addresses will be blocked. This might be
used for servers that are only to be accessed by friends using known static public IP Addresses. The format
for a Network Address will normally be xxx.xxx.xxx.xxx/24 (Class C), or /16 (Class B). Alternatively, the
Source IP Network Address can be of the form: 121.122.123.0/255.255.255.0, like a Netmask, meaning the
first 24 bits of the network address must match (ie a Class C network with 256 available addresses). A Class
B network with 64K available addresses would be represented by /16 (or /255.255.0.0), that is, the first 16
bits of the network address must match, viz. 121.122.0.0 through to 121.122.255.255. Note, IP addresses
ending in .0 are not normally used; neither is .255 as this is often reserved for network broadcasts.

The Source Port or Range text box is used to specify which port on the Source IP Address the traffic
will be coming from. For example, Port 80, the standard http Port Number, would normally be specified
for traffic to be forwarded to a Web server. It would not be logical or sensible to allow traffic on other ports
through to the Web Server, the less that is allowed through the firewall, the more secure will be the servers
and networks behind it. Each rule must contain either a single port number, or a port range can be specified
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as two port numbers separated by a colon (:) character. For example, 123:456 would forward all ports from
123 through to an including 456. Except for the colon separator character, port numbers must be numeric
and have a value of less than 65536.

Use the Destination IP text box to specify the IP address in the DMZ or the Local (Green) network where the
traffic is to be forwarded to. Forwarding ports to the Local (Green) network is not generally recommended
— publicly accessible servers should be located in the DMZ if at all possible.

The Destination Port specifies which port on the Destination IP address is to receive the traffic. Normally,
this will be the same as the Source Port; eg Port 80 goes to Port 80 for a Web Server. However, it is not
uncommon to use non-standard port numbers for security reasons. Indeed, SmoothWall itself does this -
witness the use of Port 81 for http access to these configuration pages. If the Destination Port is left blank
then it will be set to the same port or port range as the Source Port.

The Protocol list box defaults to TCP but this can be set for the connection-less UDP protocol if required.

As standard, the Enabled checkbox is checked, ie the rule will be enabled. If, for some reason, you wish
to enter a rule but not have it enabled, then un-check the Enabled checkbox.

Click the Add button and the information will be transferred to the Current rules section below, with the
rule entry controls being cleared ready for the entry of the next rule. Unlike most other pages, there is no
Save button — all changes take effect immediately the Add button is clicked. This is the same for External
Service Access and DMZ Pinholes.

An existing rule can be edited by checking the Mark checkbox for the rule and clicking the Edit button. All
the information about the rule will be copied back to the Add a new rule section above and cleared from
the Current rules section. As per usual, only one rule at a time can be edited. Edit as required and click
the Add button to return the information to the Current rules section. Be careful not to exit the page whilst
in the process of editing an existing rule or the rule will be lost.

To delete or remove a rule, check its Mark checkbox and click the Remove button. Multiple rules can be
deleted simultaneously if desired.

Notes:

Clients on the local network are by default, allowed to make outgoing TCP connections to hosts in the DMZ
(Orange) network but not the other way around. They are unable to partake in any UDP traffic whatsoever.
Users on the Local (Green) network are able to connect to resources such as web and mail servers in
the DMZ without having to create any security policy rules. To enable hosts in the DMZ network to make
restricted connections to hosts on the Local (Green) network use the DMZ Pinhole facility.

By default, SmoothWall Express blocks all traffic that originates externally from the Internet. Clients behind
SmoothWall can talk out to the Internet — but outside computers cannot instigate a connection to a service
behind SmoothWall Express, unless rules are created to stop the traffic being blocked. Prior to version 2.0
of SmoothWall Express, Port 113, the Auth Port and the “High Ports”, ie those above 1024, were handled
differently to all other ports. The introduction of “Stateful Packet Inspection” in Version 2.0 means that all
ports are treated identically and are by default blocked.

The handling of FTP (File Transfer Protocol has also been made simpler by the introduction of Stateful
Packet Inspection in Version 2.0 of SmoothWall Express. It is simply necessary to Forward Port 21 (the
default port for FTP) and the appropriate FTP helper code is automatically invoked. This enables both
Active and Passive FTP to hosts on either the DMZ (Orange) or the Local Protected Network (Green)
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without any further configuration settings being required.

Prior to SmoothWall Express Version 2.0, in order to access a server in the DMZ (Orange network) from the
Local (Green) Protected Network it was necessary to use the server’s private IP address. With SmoothWall
Express Version 2.0 this is no longer necessary — servers in the DMZ can be accessed from the Green
network by their public IP address or URL, the port forwarding logic automatically takes care of this.

If a Port Forward is configured to a host on the Local Protected (Green) network, then the port forwarding
logic does not automatically allow access to that host from another computer on the Green network using
either the server’s public (forwarded) IP address or a URL. It is still necessary to access the host via its
private IP address.

2.6.2 External Services Access

This page allows the Administrator to create a list of allowed connections from computers external to the
SmoothWall Express networks via IP Address/Ports on the Internet (Red) interface. This is typically used
to grant HTTP, HTTPS or SSH access for remote administration of the SmoothWall Express system.

control  about your smoothie  services g logs tools maimenance

- external service access |

Allow access to admin semices running an the Smoothvvall to external hosts,

Q‘;a External Service Access

Add a new rule:

|TCP vl External source IF, ar network (hlank for "ALL"Y: | Destination port: |

Enabled: ¥ Add

Current rules:
Proto Source Destination port Enabled Mark

[ I I R
Remowe | ﬂl

Port Access

If only certain external networks or IP addresses are to be allowed to connect to the destination port, then
the IP or Network Address must be entered into the Source IP or network text box. Each permitted
Network or IP Address requires its own entry in the Port Access Rules list. In the above illustration, there
are two Source Networks that can originate traffic to Red IP Address 216.1.1.2. Only traffic originating
from IP Networks 121.122.123.0/24 and 121.122.123.0/24 (ie IP Addresses 121.122.123.0 through to
121.122.124.255) will be allowed through the SmoothWall Express firewall - all traffic from other IP addresses
will be blocked. The format for a Network Address will normally be xxx.xxx.xxx.xxx/24 (Class C), or /16
(Class B). Alternatively, the Source IP Network Address can be of the form: 121.122.123.0/255.255.255.0,
like a Netmask, meaning the first 24 bits of the network address must match (ie a Class C network with
256 available addresses). A Class B network with 64K available addresses would be represented by /16
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(or /255.255.0.0), that is, the first 16 bits of the network address must match, viz. 121.122.0.0 through to
121.122.255.255. Note, IP addresses ending in .0 are not normally used; neither is .255 as this is often
reserved for network broadcasts.

The Destination Port text box is used to specify which ports on the SmoothWall Express system will accept
data from the specified Source addresses - all other ports will be blocked to these Source addresses. For
HTTPS specify port 441, for SSH specify port 222. External access using HTTP is not recommended
because this protocol does not encrypt the data.

The Protocol list box defaults to TCP but this can be set for the connection-less UDP protocol if required.

As standard, the Enabled checkbox is checked; ie the rule will be enabled. If, for some reason, you wish
to enter a rule but not have it enabled, then un-check the Enabled checkbox.

Click the Add button and the information will be transferred to the Current rules section below, with the
rule entry controls being cleared ready for the entry of the next rule. Unlike most other pages, there is no
Save button — all changes take effect immediately the Add button is clicked. This is the same for Port
Forwarding and DMZ Pinholes.

An existing rule can be edited by checking the Mark checkbox for the rule and clicking the Edit button. All
the information about the rule will be copied back to the Add a new rule section above and cleared from
the Current rules section. Naturally, only one rule at a time can be edited. Edit as required and click the
Add button to return the information to the Current rules section. Be careful not to exit the page whilst in
the process of editing an existing rule or the rule will be lost.

If you are administering the SmoothWall Express system remotely then do not edit the rule granting HTTPS
access for the connection would immediately be lost upon pressing the Edit button.

To delete or remove a rule, check its Mark checkbox and click the Remove button. Multiple rules can be
deleted simultaneously if desired.

Notes

The typical use of the External Service Access rules is to enable remote configuration and management
of a SmoothWall Express system. Create a rule un-blocking port 441, this being the port used for secure
http (https) by SmoothWall Express. It is strongly advised that a Source IP address be specified so that
only one known and trusted remote computer can gain administration or root access to the SmoothWall
Express system — this will stop anybody else being able to open the port. However, there is still the normal
password protection in place. With this done, you can remotely configure and manage the SmoothWall
Express system. Enabling SSH in services>remote access and un-blocking port 222 would allow you to
shell into a remote SmoothWall Express system as either the ‘root’ or ‘setup’ user.

2.6.3 DMZ Pinholes

This configuration page is only applicable to installations where a De-Militarized Zone (DMZ) is configured
on the Orange interface. It allows the Administrator to configure “holes” between the DMZ (Orange network)
and the Local (Green) network. The standard configuration, without any holes configured, blocks any host
in the DMZ from connecting to a host on the Local (Green) network. Every hole so opened is a potential
security risk; however, there are good reasons for doing so. The name pinhole implies the size of the hole
that should be opened. A typical example of the use of pinholes is where Web servers located in the DMZ
need to access back-end SQL Database Servers on the Local network. Another example is where External
(facing) Mail Servers in the DMZ relay messages to Internal Mail Servers on the Local network.
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The first control in the Add a new rule section is the IP Protocol list box. This defaults to TCP (for TCP/IP)
but can be set for the connection-less UDP protocol, TCP&UDP for both TCP and UDP and ICMP (Internet
Control Message Protocol) for a “PING” pinhole. Itis recommended that UDP Pinholes are best avoided as
the connection-less UDP protocol represents a greater security risk than does TCP.

The Source IP text box is used to specify the IP Address of the server in the DMZ (Orange) network that
needs to communicate with a host on the Local (Green) network.

Use the Destination IP text box to specify the IP address on the Local (Green) network which is to receive
the traffic from the Source IP address.

The Destination Port specifies which port on the Destination IP address is to receive the traffic. The
drop-down list box contains a list of the common IP services to avoid the need to know commonly used IP
port numbers. Only a single port can be specified per rule, port ranges cannot be entered. Port numbers
must be numeric and have a value of between 1 and 65535. The traffic can originate from any port on the
Source IP address in the DMZ.

As standard, the Enabled checkbox is checked, ie the rule will be enabled. If you wish to enter a rule but
not have it enabled, then un-check the Enabled checkbox.

Click the Add button and the information will be transferred to the Current rules section below, with the rule
entry controls being cleared ready for the entry of the next rule. Unlike most other pages, there is no Save
button — all changes take effectimmediately the Add button is clicked. This is the same for configuring Port
Forwarding rules.

An existing rule can be edited by checking the Mark checkbox for the rule and clicking the Edit button. All
the information about the rule will be copied back to the Add a new rule section above and cleared from the
Current rules section. As per other editing pages, only one rule at a time can be edited. Edit as required
and click the Add button to return the information to the Current rules section. Be careful not to exit the
page whilst in the process of editing an existing rule or the rule will be lost.
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To delete or remove a rule, check its Mark checkbox and click the Remove button. Multiple rules can be
deleted simultaneously if desired.

2.6.4 PPP (Dial-Up) Settings

The ppp settings page allows you to configure up to five different dialup profiles that can be used to
connect your SmoothWall system to an ISP via ISDN, USB ADSL or an analogue modem.
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-~ PPP Settings
O - Configure ugername, password and other details for up to five PPF, PFFPoA or PPPOE connections.
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Authentication:

Username: | Passward: |
Method: |PAP or CHAP j Script name: |
DMS:

Type: " Manual * Autornatic

Primary DE: Secondary DRE:

Dialup configuration page

The Select and Delete buttons in the Profiles section at the top of the screen allow you to respectively
make a different profile active, or erase the details of currently selected profile. By entering a name for
the profile in the Profile name text box, you can choose a description for each of the five possible profile
configurations. If creating a new profile be sure to select an “empty” slot in the drop down profiles list,
otherwise the currently selected profile will be overwritten.

In the Telephony section, use the Interface drop down menu to select the modem, ISDN or USB ADSL
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(PPPoE) device for this connection. Configure an external ISDN terminal adapter by selecting the COM
port it is connected to. Put the telephone number you want SmoothWall to dial into the Number field,
without any spaces, hyphens etc. If SmoothWall is connected via a PABX line, then it may be necessary to
prefix the number with an outside (exchange) line access code (normally a single digit). Some older PABXs
require modems to pause between requesting an outside line and starting to dial the number, which can be
achieved by placing a comma (,) between the access code and the number.

The Computer to modem rate can normally be safely left at its default value of 115,200 bits/second, as
this ensures modems with data compression capabilities run at their maximum possible speed. A few old
486 PCs may need this rate to be reduced to 57,600 bits/second.

The function of the Modem speaker on checkbox should be self evident, although it should be noted that
in general, only analogue modems are equipped with speakers.

There can be few telephone exchanges remaining that still use Pulse Dialling ... but for those rare
instances, the Dialling Mode drop down menu can be set to Pulse rather than its normal and default
setting of Tone.

By selecting the Persistent connection checkbox, you will enable the SmoothWall system to keep
the link to your ISP up and available for use all of the time — if the connection drops for any reason, it
will automatically be redialled. The Idle timeout setting defaults to 15 minutes of inactivity before the
connection is dropped. By setting this to zero (0), you can disable the idle timeout feature and you will have
to disconnect and hang-up manually.

The Dial on Demand checkbox configures the SmoothWall system to automatically connect to the ISP
detailed in the current profile, whenever a user on the network initiates a connection to the Internet. Note
that if dial on demand is enabled and your Internet connection is charged on a per minute basis, you may get
an unpleasant surprise when the next telephone invoice arrives! Windows-based PCs are particularly likely
to generate unnecessary network traffic, as they routinely check that other systems are still present on the
network. Likewise, email programs are often configured to look for new mail at regular intervals, day and
night. The Dial on Demand for DNS checkbox will, if enabled, allow the SmoothWall system to dial up to
the Internet each time a DNS request is made by any machine on the local private network — this can happen
a lot when reading e-mail with embedded HTML, for example. If this checkbox is disabled, the system will
not dialup to the Internet each time a DNS request is made, but instead only when a specific connection is
requested. This is one simple way to help reduce telephone charges when the ISP connection is one that
is paid for on a per minute basis.

The Connect on SmoothWall restart checkbox will cause SmoothWall upon being rebooted to automatically
connect to the ISP.

The Automatic reboot if connection down for 5 minutes checkbox will cause SmoothWall Express to
automatically reboot itself if the external (Red) interface is detected as being down for 5 minutes, ie the
Internet connection has failed. This is primarily intended for users of Alcatel USB ADSL modems, which
appear not to automatically reconnect in some circumstances. However this facility can be used with any
interface type configurable via this page. This option is useful when combined with Connect on Restart but
cannot be used in conjunction with Dial on Demand.

The ISP requires Carriage Return option is used to stop SmoothWall from sending a Carriage Return
before commencing the PPP dialogue. Most ISPs either ignore the Carriage Return or expect it to be sent;
thus the default is to have the option enabled. However, a few ISPs have been found to drop the line upon
receiving the Carriage Return. Turn this option off if your ISP behaves in this non-standard way. Currently,
this is only known to apply to BT Internet in the UK using an analogue modem connection.
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The controls in the ISDN settings section enable the action of the second data channel to be controlled
for high-speed, 128Kbit access. If the data throughput keeps changing this may cause the ISDN channel
to be going up and down. The Keep second channel up will force the second channel to remain up,
instead of automatically closing once the data-rate decreases below a threshold where the second channel
is of no benefit. The Minimum time to keep second channel up (sec) control is provided to cater for the
possibility of the second channel repeatedly going up and down due to the threshold being exceeded for
short periods of time. Entering a higher value in the Minimum time to keep second channel up (sec)
control will force the second channel to stay up for longer, so a momentary lull in the data traffic will not
cause the second channel to go down. However if the throughput is too irregular it may be necessary to
force the second channel to stay constantly up with the Keep second channel up control.

With SmoothWall Express Version 2.0 the configuration of USB ADSL modems has been moved to the
Setup program, which is where the former “Additional USB ADSL settings” of the VPI (Virtual Path Identifier)
and VCI (Virtual Circuit Identifier) are now configured.

The Authentication section has entries for the Username and Password combination that your ISP
requires for connection. The authentication Method used by most ISP’s is the default setting of PAP or
CHAP, but if your ISP uses a standard text based login script, select that option instead. Users of the
UK’s Demon Internet ISP will have to use a slightly modified version of the normal method to connect to
Demon’s authentication servers and there is a special setting provided specifically for these users. The
final option, Other login script, allows the use of a custom login script if none of the other methods permit
a connection. If you need this, you will need to login to the SmoothWall box as the root user and create a
file in /etc/ppp. This filename (without the /etc/ppp prefix) should be entered into the Script name text box.
The script should contain ‘expect send’ pairs, separated by a tab. Use the demonloginscript in /etc/ppp as
an example. The variables USERNAME and PASSWORD in the script will be replaced by the Username
and Password entered earlier.

In the DNS section, the default option is Automatic where your IPS automatically passes details of their
DNS servers back to your SmoothWall Express. This is the way most ISPs work. Alternatively, if your ISP
does not provide this function or you wish to use another DNS, select Manual and enter the IP addresses
of the Primary DNS and Secondary DNS servers into the two text boxes provided.

Click on the Save button at the bottom of the screen to record the details of your newly created or modified
profile, or the Restore button to recall a previously saved profile for further editing. If any errors are detected
in the Dialup configuration, these will be reported in the Error messages section at the bottom of the page.
Note that the Dialup configuration cannot be changed whilst an Internet connection is established via the
Red interface.

2.6.5 IP Block

This configuration page allows the administrator to prevent certain IP addresses from being able to access
the SmoothWall Express firewall or any of the host/user computers protected by it. Typically this would be
used to record the IP addresses of known hostile parties, spyware sites or any organisation or individual
that is seen as a threat. If attacks or network probes are appearing in the Firewall or IDS log files then it
may be sensible to totally block them out using this facility.
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IP/Network Address Blocking screen

In the Source IP or Network text box enter an IP or Network address to which all access must be denied.
This must be a Public IP address on the Internet, not the SmoothWall Express or a local/DMZ IP address.
A Network Address should be entered in the traditional Address/netmask format, eg 121.122.123.0/24 will
block all IP Addresses from 121.122.123.0 through to 121.122.123.255.

There are two ways in which the firewall can respond to packets from the Source IP address entered above.
If the Drop Packet radio button is selected, then the packets will be completely ignored — SmoothWall
Express will not respond in any way to the received packets. It will appear to the remote Internet user as
though there is nothing there on the IP address they are trying to reach.

If the Reject Packet radio button is selected, then an ICMP Connection Refused message will be sent back
to the originating (source) IP address but no connection will be possible to the SmoothWall Express firewall
or to any of the computers it is protecting.

It is possible to record activity from a blocked IP address using the Log check box, which will cause
information on the blocked traffic to be recorded to the SmoothWall Express log files.

As standard, the Enabled checkbox is checked, ie the rule will be enabled. If you wish to enter a rule but
not have it enabled, then un-check the Enabled checkbox.

Click the Add button and the information will be transferred to the Current rules section below, with the rule
entry controls being cleared ready for the entry of the next rule. Unlike most other pages, there is no Save
button — all changes take effect immediately the Add button is clicked.

An existing rule can be edited by checking the Mark checkbox for the rule and clicking the Edit button. All
the information about the rule will be copied back to the Add a new rule section above and cleared from the
Current rules section. As per other editing pages, only one rule at a time can be edited. Edit as required
and click the Add button to return the information to the Current rules section. Be careful not to exit the
page whilst in the process of editing an existing rule or the rule will be lost.

36



25 SmoothWall ExpressiConfiguration

To delete or remove a rule, check its Mark checkbox and click the Remove button. Multiple rules can be
deleted simultaneously if desired.

2.6.6 Advanced

The advanced page allows controls of a number of advanced TCP/IP features.
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Advanced networking features:

Block ICMP ping: | Enable S cookies: [
Block and ignore IGMP packets: [ E;qr;:,and e putine s u

Enahle UPnP (Universal Plug

and Flay) support: &

Advanced Network Options

Block ICMP Ping — Stops SmoothWall Express responding to PING messages, from either the Internet
or from the local (Green) network. Like SYN attacks described below, it is possible to perform a Denial of
Service attack by flooding a box with PING messages.

Block and ignore IGMP packets — Blocks and ignores IGMP packets. If your log files contain lots of
spurious messages referring to IGMP packets, then enabling this option will cause these packets to be
ignored and not to be logged. This problem is typically seen with cable modems.

Enable SYN cookies — Defends SmoothWall Express against SYN Flood attacks. A SYN Flood attack is
where somebody sends a huge number of connection requests (SYN packets) to a machine in the hope
that it will be overwhelmed trying to make so many connections. SYN cookies are a standard defence
mechanism against this sort of attack, the aim being to avoid a Denial of Service (DOS) situation where the
machine is too busy to do any real work.

Block and ignore multicast traffic — Some ISPs configure their users to receive multi-cast messages on
network address 224.0.0.0. Enabling this option will block such multi-cast messages and stop them being
logged which can otherwise fill the log files with useless entries.

Don’t forget to click the Save button to action any changes.

2.7 Virtual Private Network (VPN)

SmoothWall Express includes a basic VPN capability which can establish a Pre-Shared Key (PSK/Shared
Secret) IPSec VPN tunnel to a compatible system. This is managed from the VPN page that which
comprises the control and connections pages.
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Start the VPN configuration at the connections page that is used to configure VPN connections. Once a
connection is configured, use the control page to open it.

2.7.1 VPN Control

The VPN control page opens and closes VPN connections.
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= VPN Control
% Cantral and manage your WPMN connections.

Global settings:

Lacal WP P % | Enabled: Save |

% If blank, the currently configured ethernet RED address will be used.

Manual control and status:

Restart | Stop |

Hame Status

VPN Control page

Within the Manual control and status section are listed the VPN connections that have been configured.
Click the Restart button and the system will attempt to open all connections that are in an enabled state. If
you do not want a connection to be opened, then it should be set to disabled in the connections page. No
prize for figuring out that the Stop button closes the open VPN connections.

The Local VPN IP text box within the Global settings section allows the entry of an Internet (Red) network
IP address. Ifthe Enabled checkbox is checked, then whenever this Red IP address comes-up, SmoothWall
Express will automatically attempt to open the enabled VPN connections. This is normally used where the
Internet connection is not a permanent Ethernet connection.
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2.7.2 VPN Connections

This page allows the Administrator to create a list of VPN connections between this SmoothWall Express
and one or more other SmoothWall systems.
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VPN Connections page

The first control in the Add a new connection section is the Name text box, where you enter the name of
the connection to be created. Itis suggested that a meaningful name is chosen that relates to the Left/Right
concept that is used to identify the ends of the VPN tunnel. If the Left SmoothWall was in Boston and the
Right SmoothWall in Miami, then BostonMiami might be a sensible name. If the following text, the “Left
SmoothWall” is local system and the “Right SmoothWall” is the remote system.

In the Left text box, enter the public IP address of the SmoothWall Express at the left-hand end of the VPN
tunnel. This must be the public IP address of the Internet (Red) interface. Thus you really need a static IP
address from your ISP. A dynamic IP address can be made to work but every time your ISP allocates a new
IP address you will have to reconfigure the VPN connection information.

The Left subnet is for the Network Address of the subnet from which the VPN tunnel is to originate.
Normally, this will be the Local (Green) network. This must be entered in the /netmask format, /16 for class
B, /24 for a normal class C subnet, eg 192.168.1.0/24. Do note that the Left and Right subnets must have
different network addresses, as shown in the preceding illustration.

The Right text box and Right subnet have the identical purpose as their Left counterparts, except that the
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information should relate to the Remote SmoothWall system.

The Secret text box is for the secret string that is exchanged between the two SmoothWall systems to
authenticate the connection. This string should be at least twenty characters long and contain a mixture
of lower and upper case letters, along with numerics. It might be a good idea to use a string you can
remember!

The Compression checkbox is used to enable data compression on the VPN tunnel.

By default, the Enabled checkbox is checked, ie the VPN connection will be placed in a ‘Ready for Use’
status. If you want to be able to configure a tunnel without having the VPN connection available for use,
then un-check the Enabled checkbox.

Click the Add button and the information will be transferred to the Current connections section below, with
the Add a new connection entry controls being cleared ready for the entry of the next VPN connection’s
details. There is no Save button — all changes take effect immediately the Add button is clicked, unless of
course there is a validation failure, which will be reported via an error message.

An entry in Current connections can be edited by checking the Mark checkbox alongside the connection
details and clicking the Edit button. All the information about the VPN connection will be copied back to
the Add a new connection section above and cleared from the Current connections section. Only one
connection at a time can be reconfigured. Edit as required and click the Add button to return the information
to the Current connections section. Be careful not to exit the page whilst in the process of editing a
connection or the details of the connection will be lost.

To delete or remove a VPN connection entry, check its Mark checkbox and click the Remove button.
Multiple entries can be deleted simultaneously if desired.

In order to establish a VPN connection to the second ‘remote’ SmoothWall system, it must have matching
VPN configuration information. This could be typed into the connections configuration page on that
system. An alternative to typing in the VPN configuration information into the remote SmoothWall system
is to use the export/import feature. Click the Export button and you will be prompted for a file location
where to save the configuration data (vpnconfig.dat). If your browser asks if you want to Open or Save the
file, choose Save, then enter the desired location, normally on the PC running the browser. Transfer this
file to the remote location (email or ftp) then use the import function. From a web browser connected to the
remote SmoothWall, click the Browse button on the connections page. Select the configuration data file
(vpnconfig.dat), then with its file path/name appearing in the text box to the left of the Browse button, click
the Import button to load it onto the remote SmoothWall Express system.

Either a second person at the remote site could do this, or you can do it using remote access. This will
require an entry in the Port Access page on the remote system (the right-hand system in this example),
allowing port 441 on the default Red IP address to be accessed from the Internet. This is the port used for
secure http (https) by SmoothWall Express. It would be wise to specify the Red IP address of your local
(left-hand) SmoothWall Express in the rule’s source field, in order to stop anybody else being able to open
the port. With this done, you can remotely configure and manage SmoothWall systems. Enabling SSH in
Remote access and un-blocking port 222 would allow you to shell into a remote SmoothWall as either the
‘root’ or ‘setup’ user.

Having configured a VPN connection, change to the control page to activate it.
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2.8 Log File Viewers
The Logs page group allows the administrator to view the numerous log files maintained by SmoothWall

Express. There are four pages in the group: other (ten different log files including PPP), web proxy,
firewall and intrusion detection system.

2.8.1 System (Other) Logs File Viewer

This page allows you to view the contents of the SmoothWall system log files that are automatically
generated to assist in the diagnosis of any problems with the system.

From the Section drop down list box, select the type of log file you wish to view. At the Month and Day list
boxes select the day and month for which you wish to view information, then press the Update button.
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Log Viewer
Check activity logs for services operating an yaour Smoothvvall, such as DHCR, IPSec, updates and care kernel
activity

Settings:

Section: Smoathiall | Month: IDecember - Day: |5 - Update | EXPUftl

Log

Clder evwar

System Logs viewer displaying the PPP (Dialup) log file

Data from the start of the selected log file for that day will then be displayed. Use the browser scroll bar
to scroll through and view the retrieved records. The Older and Newer buttons allow you to retrieve the
previous or next block of records from the log, to fill the available display space in your browser window.

This facility can be useful for tracking down any errors that may occur, or simply to keep a routine eye on
what the system is doing. The log files are made available for up to four months but can be backed up from
the SmoothWall system by logging in remotely and transferring the files to another system.

Examining the PPP (Dialup) log is useful if you are unable to establish a modem or USB ADSL (PPPoA)
connection. For an analogue modem, the commands sent to the modem are recorded along with the
responses from the ISP and modem.

The Export button is useful for exporting the currently selected log data to a text file. Upon clicking this
button, a file dialogue box will appear where you can enter a file name for the export text file.
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2.8.2 Web Proxy Log File Viewer

This page allows you to view the contents of the Squid Proxy Server log file. It allows the administrator
to see the web sites that have been visited and, if Site Blocking has been enabled, to see the record of
attempts to visit blocked sites.

gy - o
| ingnin

connection status » '

networking tools maimenance

vpn

Web Proxy Log Viewer

Check logs far the web proxy service.
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Log
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Web Proxy log viewer

This log viewer will only present information if the Proxy Server has been enabled - see web proxy at
section 2.5.1.

Most of the controls in the Settings section should be familiar from the other log file viewers. Atthe Month
and Day list boxes select the day and month for which you wish to view information, then press the Update
button. The Older and Newer buttons allow you to retrieve the previous or next block of records from the
log to fill the available display space in your browser window.

The Source IP drop down list box controls whether the data listed is from all SmoothWall users or only from
a particular IP address. This is useful if you want to monitor a person’s Internet usage.

The Ignore filter is normally used to prevent images being listed, the default string: [.](gif|jpeg|jpglpng
|css|js)$ will filter out .gif, .jpeg, .jpg, .png, .css and s files. If you understand regular expressions, you
can make up your own Ignore filter string. You can see just how many images are contained in some
web pages by simply un-checking the Enabled checkbox and clicking the Update button. You will almost
certainly re-enable the filter pretty quickly! The Restore defaults button will restore the Ignore filter string
to its default value.

The log sections list the time and the IP address the page request originated from, along with the page’s
URL.

The Export button is useful for exporting the currently selected day’s logs to a file. Upon clicking this
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button, a file requester will appear where you can name the log file. This exported log is useful for emailing
to SmoothWall support personnel.

2.8.3 Firewall log viewer

In a similar manner to the other log file viewers, the firewall log files can also be viewed, showing the data
packets that have been rejected and dropped by SmoothWall, revealing probes and possible penetration
attempts.
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Settings:

Month; IDeu:ember vI Day: |5 vI Update Export
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Firewall log viewer

At the Month and Day list boxes select the day and month for which you wish to view information, then
press the Update button. The Older and Newer buttons allow you to retrieve the previous or next block of
records from the log to fill the available display space in your browser window.

The time that the log file was updated with this information is recorded alongside the chain (the specific rule
within the firewall configuration), the interface that received the packet plus details of the suspect packet
— protocol, its IP source and destination addresses and port numbers.

Note that not every dropped packet indicates a potential hacking attempt — packets can be dropped from
quite normal use of networked systems, especially when an error occurs in a network configuration. In
particular, attempts to connect to the ident/auth port (port 113) are very common harmless occurrences and
can be safely ignored. Some dropped packets may well originate from your own ISP trying to determine
what services you are running.

Alongside every IP address is a checkbox — use this to “mark” the IP address you wish to find query and
click the Lookup button. This will perform a DNS lookup on the IP address, revealing who owns it and is
scanning your SmoothWall!
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The Add to IP blocklist button can be used to automatically add IP addresses from the log file into the
IP Blocklist so preventing those IP addresses from connecting to the systems protected by SmoothWall
Express (see Section 2.6.5).

The Export button is useful for exporting the currently selected days logs to a file. Upon clicking this button,
a file requester will appear where you can name the log file.

2.8.4 Intrusion Detection System Log Viewer

In a similar manner to all the other log file viewers, the Intrusion Detection System (IDS) log files can also
be viewed showing details of network attacks. Whereas the Firewall Log will often contain a very large
number of records of no great significance, data recorded in the IDS log may represent a serious threat to
your systems.
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: o | il sl | intrusion detection system

IDS Log Viewer
Check logs for potentially malicious attempted access to your network from outside hosts. Connections listed here
have not necessarily been blocked — use the Firewall Log Viewer to confinm blocked access.

Settings:

Month: IDecember vI Dray: |5 vI Update Export

Log
Clder evwar

Intrusion Detection System (IDS) log viewer

At the Month and Day list boxes select the day and month for which you wish to view information, then
press the Update button. The Older and Newer buttons allow you to retrieve the previous or next block of
records from the log, filling the available display space in your browser window.

The log file records the time and date of the incident (attack), the recognized name of the incident (type of
attack), the priority or seriousness of the incident (1 is high) along with information about the originating IP
address and any URLs referenced.

As with the other log viewers, press the Export button to download the log file from SmoothWall Express
to your desktop workstation.
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2.9 Tools

There are three pages in the Tools page group: ip information, ip tools, whois and the shell page.

2.9.1 IP Information Page

The IP information page is used to display the ownership information for an IP address or domain name.
A major use within SmoothWall Express is to determine the source of messages that are appearing in the
firewall or Intrusion Detection System logs, ie the source of possible hacking attempts.
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ip information

_ IP Information
g o Perform a whois' lookup an anip address or domain narme.

Whois lookup:
IP addresz=es ar domain Bun
names:

Whois page

Enter the IP address or Hostname into IP addresses or hostnames text box and click the Run button.
The results of the Whois command are displayed in the panel below the user-input controls. The output is
as it would be if the command had been run directly by the root user from the console of the SmoothWall
Express system. It is of course, generally far more convenient to run the command from this configuration
and management procedure.

2.9.2 IP Tools (Ping and Traceroute)

The ip tools page is used to check connectivity, both from SmoothWall Express to computers on its local
(Green) and DMZ (Orange) networks and from SmoothWall Express to Internet located hosts.
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_ IP Tools
o Fetfarm 'ping' and fraceroute’ network diagnostics.

Select tool:

: - = IP addresses or '
Toaol: |Pln9 R haostharmes: ! -

IP Tools page

From the Tool drop-down list box select either Ping or Traceroute. Enter the IP address or Hosthame into
IP addresses or hostnames text box and click the Run button. Ping establishes basic connectivity to a
host. Use it to prove that SmoothWall Express can communicate with PCs, Web and Mail servers located
on its local (Green) and DMZ networks. Ping can also be used for external Internet hosts. Traceroute is
used to reveal the routing to Internet hosts, where the more hops the slower the connection is likely to be.

The results of the Ping and Traceroute commands are displayed in the panel below the user input
controls. The output is as it would be if the commands were run directly by the root user from the console
of the SmoothWall Express system. It is of course, generally far more convenient to run them from this
configuration procedure.

2.9.3 Secure Shell

The web-based secure shell (SSH) remote access tool that is included as part of SmoothWall Express
enables administration of all of the SmoothWall system through a regular web browser. Note that in
order to use this feature you will have to have previously enabled the SSH secure shell server on the
Services>Remote Access page.
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Secure Shell
Connect to your Smoothiall using a Java S5SH applet (requires S5H to be enabled).

Secure shell:

-

Connected to 192.168.72.26 222 anline

In order to use the Java SSH tool for changing Setup details, you will have to use a Java-enabled browser.
Later versions of both Internet Explorer and Netscape Navigator are suitable for this purpose.

Clicking the Shell link will start the SSH Java client. You will be presented with the prompt “SSH server/
Alias”, followed by the IP address of your SmoothWall Express. Simply press the ENTER key to connect
to SmoothWall. If a “Connection Refused” message is displayed, it is most likely that SSH has not been
enabled in the Services>Remote Access page.

The only users that are permitted to log in to the system using a secure shell are the ‘setup’ and ‘root’ users
— the admin and dial users are not Linux users and have no account. At the login prompt, type in either
setup or root as the user name and press ENTER. The message “File operations disabled, server identity
can’t be verified” will be displayed, which is an indication of the restricted access granted by SmoothWall.
In response to the following password prompt, type in the corresponding password and press ENTER
again.

Logging in as the ‘setup’ user will automatically run the Setup program to allow you to reconfigure the
network settings, make adjustments for different hardware, or just simply change the admin, ‘setup’ or ‘root’
user passwords. This Setup program is the same one that runs upon initial installation of SmoothWall, so it
should look familiar. When you have finished, select the Quit option. This will complete the Setup program
and log you out of the system.
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If you log in as the root user you will be presented with a command prompt. A full explanation of the
command prompt environment in SmoothWall is beyond the scope of this manual. There is little help
available, as all unnecessary facilities have been removed from SmoothWall to make it both smaller and
more secure. To log-off as root user type either Control-D or type exit and press RETURN.

2.10 Maintenance

There are six pages within the Maintenance page group: updates, modem, Alcatel Speedtouch usb
adsl modem firmware upload, passwords, backup and shutdown.

2.10.1 Updates

The updates page performs three tasks. It interrogates a server provided by SmoothWall Limited to
discover the current list of updates applicable to this SmoothWall Express system. Secondly, it provides a
facility to download updates onto a computer on your local network. Thirdly, it applies the updates to the
SmoothWall Express software.

Itis strongly advised that all SmoothWall systems are kept up-to-date with the latest updates. Vulnerabilities
are periodically discovered in the Linux components upon which SmoothWall Express is built. Often these
are theoretical vulnerabilities; ie nobody has actually constructed an exploit (code or procedure) to use the
vulnerability. However if SmoothWall Limited have deemed it necessary to produce and test a security
update then it would be negligent not to apply it to your SmoothWall Express system.

A description of the update, supplemented by the information available by clicking the Info link, will indicate
what is affected by the update and just how important it is considered to be.
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control

updates

. Updates
/ See the latest updates and fixes availahle for your Smoothvall, and an installation history of updates previously
applied.

Installed updates:
D Title Description Released Installed

Available updates:
All updates installed

Install new update:
Tainstall an update please upload the tar.gz file below:

Browse.. | upload |

Upload update file:

The Updates page
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The SmoothWall Express system must be connected “on-line” to the Internet for the
installation of Updates/Patches to work correctly - the software needs to access a list of
applicable updates and patches which is held on web servers provided by SmoothWall
Limited.

At the top of the page, the Installed updates section lists those updates that have already been applied to
the software on this SmoothWall Express. The information in the Available updates section is obtained
by interrogating a server at SmoothWall Limited to discover the current list of updates applicable to this
SmoothWall system. If there is a Proxy Server in front of your SmoothWall Express, this mechanism will
not work unless the details of the Proxy server have been configured in the SmoothWall Express Setup
program (see the SmoothWall Express Installation Guide, Web Proxy Configuration section). Click the
Refresh update list button to ensure the information is current.

The description of the update is supplemented by the information available by clicking the Info link. This
connects you to the update’s information page on a SmoothWall web server where further information will
be available and the download link is presented. Download and save the update to a convenient location
on a computer on your local network, normally the computer running the web browser.

Please read the available information carefully before applying the update to your system. The Install new
update section is where you apply a new update to the SmoothWall Express software. Please note that not
all browsers support this function very well, certainly problems have been experienced with Opera. As per
the standard SmoothWall way of updating software, click the Browse button and a Choose File dialogue
box will appear. Locate the file in your file-system and click the Open button. The name of the update
file will be loaded into the Upload update file text box. Alternatively, if you know the path and file name,
type it directly into the Upload update file text box. Updates are supplied in the form of a compressed
Unix tarball (like a ZIP file). There is no need to decompress the file; this is done automatically for you.
Click the upload button and the update tarball will be transferred to the SmoothWall Express’s file-system,
decompressed and the individual files and software modifications applied to the system. This will typically
take twenty or thirty seconds to complete, maybe a minute or more, during which time the browser display
may not change or may indeed even go blank (white). Do be patient, however, if the page does not refresh
after a couple of minutes, then the upload has probably failed. This may occur on systems that are running
on minimum memory (RAM). If this is the case then disable memory hungry services such as the Snort
Intrusion Detection System (IDS) and the Web Proxy Server, then re-try the update. Having completed the
upload details of the update just applied will be transferred from the Available updates to the Installed
updates section.

Some updates may need to reboot your system before they can take effect but normally updates can be
applied to SmoothWall Express whilst it is running and without having to disconnect all users. Updates that
require a reboot will mention this in their description. Nevertheless, it is recommended that after any update
the system is closed down and restarted. This may not be essential but it is good practice. If the update
process installs additional configuration pages, it may not be possible to access pages in the affected page
group until SmoothWall Express has been restarted. A ‘Page Not Found’ type error may be encountered
until this is done.

2.10.2 Modem configuration

In order to establish a modem connection to an ISP, it is necessary for SmoothWall to send the modem
a number of command strings, for instance to initialise the modem and turn the speaker on or off. These
commands are all from the Hayes AT command set. For the vast majority of modems, the default settings
used by SmoothWall will work perfectly well. However, some modem manufacturers have introduced minor
variations to the commands they use, which may require a change from SmoothWall's default command

49
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settings.

This screen allows for the modem command strings to be customised to suit the particular make and model
of modem in use. We suggest you use this facility only if SmoothWall fails to dial a connection to your ISP.
Check the manufacturer’s documentation to find the command strings the modem expects. Failing this, the
web site www.modemhelp.org may be of help; otherwise it's down to good old trial and error! However you
have the comfort feature of the Restore defaults button to reset everything if you really screw things up!

connection status = .
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vpn logs tools

Modem Configuration
Apnply specific AT string settings for your PSTR modem or ISDM TA.

Modem configuration:

Init: % [++aTZ Hangup: % [£THO
Speaker on: % |ATM1 Speaker oft % |ATMD
Tone dial: % |ATDT Pulse dial: % |ATDP
Connect tirmegut: |45

% These fields may be blank,

Modem configuration screen

The most likely cause of any problems will be the initialisation (Init) command string. The default string
contains two elements: +++ ensures the modem is in command rather than data mode, ATZ performs
a Reset. However, some modems have support for two stored profiles, which might require the use of
ATZ0 or ATZ1. The modem’s speaker is turned on whilst dialling by the use of the ATM1 command. A few
modems and external ISDN terminal adapters object to this command, so try blanking it out. As you might
figure out, ATMO turns the speaker off. The two dialling sequences contain ATDT for tone dialling and
ATDP for pulse dialling.

Clicking the Save button will save your changes to the modem command strings.
2.10.3 Alcatel Speedtouch USB ADSL Modem Firmware Upload

The sole function of this page is to upload to SmoothWall Express the Alcatel USB driver software for the
original Stingray (frog) modem and the new 330 model.
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USBE ADSL Firmware Upload

Upload firrmware to enable use of an AlcatelThomson Speedtouch Home USBE ADSL modem, nicknamed the frog'
or 'stingray’. Download the "Speedtouch USB Firmware’ tarball, unpack it, and upload the mamt.o file using this
farm.

Alcatel SpeedTouch USB ADSL driver upload:
To utilise the Alcatel SpeedTouch USB modern you must upload the firmware to your Smoothall box. Please download the tarball
from Alcatel and then upload the file mgmt.o using the form below.

Upload file; Browse... | Upload

Alcatel Speedtouch USB ADSL Modem Firmware Upload

The latest version of the Linux driver software should be obtained from the Thompson (Alcatel) web site:
http://www.speedtouch.com/support.htm or from: http://speedtouch.sourceforge.net/ SourceForge GPL
site. This driver works for both models of modem and is supplied in the form of a tarball from which must be
extracted the mgmt.o file. WinZip will process tarball files, so it is not necessary to have access to a Linux
or Unix system to do this. Extract the mgmt.o file onto the hard disk of the system where you are running
the browser. Click the Browse button, select/open the mgmt.o in Choose file, then click the Upload button.
The file will be copied up to SmoothWall Express and updated into its configuration. A success message
is displayed upon completion.

2.10.4 Password configuration screen

The passwords page allows you to set or change the passwords of the users who can gain access to
SmoothWall Express’s configuration and management facility.
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. Change Passwords
/ Change passwords for the 'admin' and 'dial' management interface users. This does not affect access by SSH.

Admin user password:

Password: | Anain: | Sawve |
Dial user password:
Password: | Anain: | Sawve |

Passwords setting screen

The most important SmoothWall Express user is the Administrator (or admin) user. The Administrator is
allowed to change all SmoothWall Express settings, can view the log files and perform maintenance on the
system. Obviously the password for the admin user should be chosen carefully, ideally it should contain a
mixture of upper and lower case letter and numbers — and likewise it needs to be kept confidential to as few
a people as possible. All SmoothWall Express passwords are case sensitive.

The Dial (dial) user is only allowed access to the Control Page to manage the Internet connection. They
can use the Connect, Disconnect and Refresh buttons to open or close the Internet connection.

Type the new password for the user in the appropriate box and confirm it by entering it again in the second
box, then click on the Save button to make the change. Any errors that are generated (such as the password
and its confirmation not matching), will be displayed in the error message panel. Note that unlike root and
setup users, these users are not actual Linux system accounts, they are only used by the SmoothWall
Express configuration and management facility.

2.10.5 Backup

The backup page is used to invoke a backup of SmoothWall Express’s configuration information to a
floppy disk. Should it prove necessary at some later time, the backup floppy disk can be used during the
installation process to create a new SmoothWall Express using the saved configuration information — so
avoiding the need to re-enter all the configuration information again.
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. Backup
/ Lse this page to create a backup floppy disk or loppy disk image file,

Instructions on creating a backup disk or disk image:

Please insert a blank, formatted floppy disk in the Smoothall carmputer's floppy disk drive before pressing the button to create the
hackup disk. This disk should be available when reinstalling or upgrading, in arder for the saved configuration to be restared. It may
take up to & minute to write the information to the floppy disk. Alternatively, you may create a floppy disk image file, which you can later
write to a floppy disk.

Create backup floppy disk Create backup floppy image file

Backup control page

The information is recorded to a floppy disk that should be loaded into the floppy disk drive of the SmoothWall
Express system, not the workstation PC running the web browser being used to initiate the backup. The
floppy disk should contain no existing data but must be DOS formatted.

Click the Create backup floppy disk button to create the backup disk. This may take some time to
complete and it is possible that the “Backup disk created successfully” message may appear before the
floppy disk write operations are complete. Do not remove the floppy disk from the SmoothWall Express until
the activity LED on the drive is no longer illuminated.

The Create backup floppy image file button is used to create a backup file on any device accessible to
the browser’s computer. This enables the administrator to take a back-up of a remote SmoothWall Express
system, the file can be saved on their computer and there is no need to insert a physical floppy disk in the
SmoothWall Express system. After clicking the Create backup floppy image file button the user will be
presented with a file save dialogue box allowing them to select the location where to save the file and also
enter a file name that is meaningful to them. The file created is a floppy disk image file.

To restore a SmoothWall Express system from an image file it is necessary to create a floppy disk from the
image file using either the RawWriteWin or RawWrite floppy disk creation programs. Use of these programs

is described in the SmoothWall Express Installation manual in the context of the creation of installation boot
floppy disks.

2.10.6 Shutdown

The function of this page is to cleanly shutdown SmoothWall Express.
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Shutdown / Restart
/ Shutdown or restart your Smoothvall — restarts are sometimes mandated by update installation.

Shutdown:

Reboot | Shutdown |

Shutdown Control Page

Click the Shutdown button to safely stop your SmoothWall Express or select the Reboot button to safely
close the system down and then restart it. Please allow a minute for SmoothWall Express to actually close
down, un-mount its file system etc, before powering-off the computer. Note that in regular use there will
be no requirement to reboot SmoothWall - it should run for many weeks or months without the need for a
reboot. It is however often necessary to reboot SmoothWall Express after the installation of Updates.
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3.1 Configuring Microsoft Windows XP

32 Configuring Microsoft Windows 98
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The final stage in protecting your network is to configure your desktop client systems to use the SmoothWall

system as their gateway to the Internet.

3.1 Configuring Microsoft Windows XP

The following text assumes that an Ethernet Adapter has already been installed in the PC running
Microsoft Windows XP, which will normally automatically configure the Local Area Networking. The default
configuration that XP applies should not need to be changed to work with SmoothWall Express but in order
to check that the configuration is correct then follow this simple procedure:

1. Click the Start button on the Windows taskbar. The contents of the Start menu, as shown at the
left below, will depend upon the software loaded on the PC and how XP has been configured.

i Internet
Internet Explorer

E-mail

Microsoft Cutlook
ﬁ Command Prompt
& i

%@ WinSCP2
WINZIP32

@ Microsaft Phota Editor
‘_g Paint
@ Tour Windows XP

Files and Settings Transfer
Wizard

@ Motepad

All Programs p

@ Printers and Faxes

@ Help and Support
p Search

ﬁﬂun...

@| Log Off |‘§| Turn Off Computer

p My Network Places
i Flle Edit View Favorites T

Farward

Network Tasks

i Add a network place
& View network
= :
connections

# Setup a home or small
office network

'é?d View workgroup
computers

Other Places

@ Desktop

g My Computer

5} My Documents
[ Shared Documents
2y Printers and Faxes

Details

2. Click My Network Places. This will display the users configured network places (network drives,
folders) - the left-hand menu links portion of this screen is shown at the right above.

3. Click View network connections and a list of the network connections will be displayed. This list
may contain Dial-up connection (eg Dial-Up to an ISP), LAN or High-Speed Internet and Virtual

Private Network (VPN) connections.

The screen will be similar in appearance to that shown



Fie Edt Vew Fovois Tooks A Heb F
M B E
Sexch  Fodes Vs

vm

=] Rename this connection
a E?mge__sehi'gsaféis

'& Setup & home or small
offioe netwark

W Deszhis thisntwark
device

Al Name Tyoe
Dal-up
§ BT Irermaondl Dp
b U Fantzsic Ddp

Lﬁm?ﬂraﬂwﬁo Daaup
'-Frmmrthe Didp

} BTIntemet Dp

b Speed Touch LB Didp

= B Freenet Ep
LAN or High-Speed Internet

Device Name

Corexant T HSF V02 MinPCT Modem
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Conexant Infl HSF V92 MnPCT Modem
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Corexant Tnf HSF V02 MinPCT Modem
Conexant Infl HSH Y92 MinPCT Modem
Corexznt Infl HSF V92 MinPCT Modem
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Double click Local Area Connection (or right click Local Area Connection and left click
properties) to display the Local Area Connection properties, which will be similar to that shown

below.



-i- Local Area Connection Properties

General | Authentication || Advanced |

Connect using:
‘ E® Realick RTLA139 C+ Fast Ethemet NIC |

This cannection uses the following items:

g[ﬂient for Microsoft Networles

.@ File and Printer Sharing for Microsoft Networks
=1 005 Packet Scheduler

S Intemet Protocal (TCP/IF)

Dlescription

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[#]iShow icon in notification area when cornected:

[ ok |[ cancel |

5. Double click Internet Protocol (TCP/IP) (or select it and click the Properties button) to display the
TCP/IP properties, as shown below.

Internet Protocol (TCP/IP) Properties

General | Altemate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate |P settings.

®3btain an JF address automatically:
(") Use the following |P address:

IP address I:I
Subnet mask I:I
i:_i;_'!ir.i:' galeway. I:I

(=) Obtain DNS server address automatically
() Use the following DNS server addresses:

[ ok J[ cancel |

6. The General tab is used to configure the IP address that the XP system will use. There are two
choices. The normal option is to let a DHCP server automatically assign an IP address. Alternatively
the user must configure a specific fixed IP address for the PC. The DHCP server can either be
SmoothWall Express’s DHCP server or for example could be a Microsoft DHCP server running on
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a Windows 2000 server. To use an automatically assigned IP enable the Obtain an IP address
automatically option. Otherwise, enable the Use the following IP address option and type in a
unique IP address within your network’s range. You will need to specify a Subnet mask (normally
255.255.255.0) and a Default gateway which must be the IP address of SmoothWall Express’s
Green NIC. The use of DHCP is usually a far more flexible option as the IP addressing is controlled
by a central server rather than each individual PC — so avoiding potential configuration errors and
conflicts as well as making a change to the IP addressing scheme a much simpler undertaking. If
DHCP is used then it is not necessary to configure a netmask, gateway or DNS server information
as this is all automatically passed to the user PC by the DHCP server.

7. If the Obtain an IP address automatically option has been selected then normally the Obtain
DNS server address automatically option will normally be selected. If a fixed IP address is to
be used (ie the Use the following IP address option) then the Use the following DNS server
addresses option should also be selected. Enter the IP addresses of the Preferred DNS server
and the Alternate DNS server in the text boxes below. These addresses are normally allocated
by the Network Administrator or by the Internet Service Provider (ISP).

8. If changes have been made to the TCP/IP configuration then click the OK button else click the
Cancel button to exit without changing any settings.

The first stage in connecting a Microsoft Windows ® PC to the Internet via your SmoothWall is to install
networking onto the PC. We will assume that you have already installed a network card (Ethernet adapter)
into your computer and that it is physically connected to SmoothWall via a LAN system. Follow these simple
steps, and you will have secure access to the Internet in no time.

1. Click the Start button on the Windows taskbar then click Settings followed by Control Panel from
the drop-down menu.

Programs
Favorites

Diocuments

Control Panel

B
I
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2. Choose the Network icon from the Control Panel and double-click it to open the “network” dialog
box.
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Control panel

3. Under the Configuration tab of the network dialog box there may be a list of networking components
already installed. This may especially be true if you have previously installed networking
components, or networking was set up when you installed Windows. SmoothWall needs you to
have installed an Ethernet Adapter / Network Card and its associated TCP/IP networking protocols.
If these are not already listed, or you are not sure they are set up correctly, you will need to follow
the steps below to install them.

Conliguiation | Identification | Aceess Santral |

The lallowng petwerk, components ame installed;
Llimnt tar Microsalt MNetwarks
CHat PROZ00 PO Fadt Faaiat Adaptar
TERAP
_..l File and printer sharing for Mismosaft Metwearls

Select Network Component Type

e RN (TR | Click the type of network component you want b install

RN
Primany Metwerk Logar; | Client Add... |
| Elient for Microzaft Metwarks =]

4~ Protocal Cancel |
File and Print Sharing... | G
Cimzcription
‘ & network adapter is & hardware device that physically
connects pour computer to a network,
OE | Carcel |
Network properties Add a new network adapter (NIC/LAN card)

4. To install your Ethernet Adapter / Network card, click the Add button on the Configuration tab of
the “Network” dialog box, choose Adapter from the list and click Add. You will be presented with
a list of supported adapters, sorted by brand. You can either select your adapter from the list or
select Have Disk and use the supplied driver diskette, CD, or a driver already on your hard disk
- for example an updated driver that you have previously downloaded from the Internet. To select
an adapter that is in the list, highlight it and click on OK. Windows will install its own driver. (Please
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have your Windows installation CD handy as Windows will probably require it to install some
networking components.) If you choose Have Disk, you will be prompted to tell Windows where it
will find the *.inf file that holds the information about your adapter. You can either type the path in
the box if you know it, or click Browse and locate the file yourself.

Select Network adapters

Click the Metwork adapter that matches vour hardware, and then click OK. If
you have an inztallation digk for thiz device, click Have Disk.

Manufacturers: Metwark Adapters:

B8 Pure Data ;I B8 Fealtek RTLA019 PrP LAMN adapter or compatible
B8 Racal EF Realtel: RTLA029 Ethemet Adapter and Compatib
EF Realtek B8 Realtek RTLE123 PCI Fast Ethemet

B ANS

Kl | »]
Have Disk.... |

ok | Cancel |

Choosing your network card type

Install From Disk

Inzert the manufacturer's installation disk into
the drive zelected, and then click OK.

Copy manufacturer's files fram:

Iﬁ ﬂ Browze. ..

Ed
_Brows.. |

Choosing a location of drivers to install

If the *.inf file contains the correct driver information, you will be presented with a list of compatible
drivers for your adapter. Select the closest match and click OK. If for any reason Windows does
not find driver information that matches your adapter in the *.inf file, the following error message will
be displayed: “The specified location does not contain information about your hardware”. Double-
check that the *.inf file you pointed the installer to does in fact belong to your adapter. If not, then
find the one that does, or obtain a newer copy of the drivers (most card manufacturers’ web sites
offer downloads of the latest driver software).

5. The next stage in setting up Windows networking is to install a network protocol. SmoothWall uses
a protocol called “TCP/IP”. To install this, choose the Add button from the Configuration tab of
the “Network” dialog box and then choose Protocol from the list in the next dialog box.
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Select Network Component Type

Click the type of network. companent you want ta install

Add...

-\'._ Protocal

Canicel

|

Protocol is & lanquage’ a computer uzes. Computers
must uge the same protocol to communicate.

Adding a new network protocol
Click Add. You will then be presented with a list of protocols, listed by manufacturer.

Choose Microsoft and then choose TCP/IP from the right hand side at the bottom of the list.

Select Hetwork Protocol X

Click the Metwork Protocal that you want to install, then click QK. |f you have
E an installation disk for this device, click Have Disk.

Manufacturers: Metwark Protocols:

[ Baryan [ Fast Infrared Pratocal =]
i I IPASP-compatible Protocal

T Micrazaft [ Microzaft 32-bit DLC

[ Movell M4 Micrasaft DLC

5 MetBELI

Choosing which protocol to install

Click OK and your new protocol will be listed. Again, please make sure your Windows installation
CD is available because Windows will probably need some files from the CD to complete the
installation.

6. Now we need to configure the TCP/IP protocol so your workstation can connect through
SmoothWall to the Internet. To do this, select from the “Network” dialog box the TCP/IP that was
installed with your network adapter and click Properties. You will be presented with the TCP/IP
Properties dialog box. Of the seven tabs on this dialog box; only three are needed to connect to
your SmoothWall, these are IP Address, DNS Configuration and Gateway.

7. Select by clicking the IP Address tab from the “TCP/IP properties” dialog box. You have two
choices in this box: you may either let SmoothWall's DHCP server assign you an |IP address, or
you may choose one yourself. If you wish to take advantage of SmoothWall’'s DHCP feature and
use an automatically assigned IP, then enable the Obtain an IP address automatically option.
Otherwise, enable the Specify an IP address option and type in a unique IP address within your
network’s range. You will need to specify your Subnet Mask, which is usually “255.255.255.0". If
you decide to specify your own IP address, you will have to then configure your DNS servers and
Gateway. This is not necessary if you have chosen to have SmoothWall assign you an IP address,
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as SmoothWall's DHCP server automatically passes this information to its client PCs.

TCP/IP Properties Kl

Bindings | Advanced | NetBIOS |
DS Configuration I Gateway I wiMS Configuration 1P Address

An IP address can be automatically assigned to this computer.
IF your network does not automaticallp azsign IP addresses, ask
wour network. administrator for an address. and then type it in
the space below.

= Obtain an P address automatically

% Specify an IP addieszs:

IPAddess [192.168. 0 . 10 |

SubnetMask:  |255.255.255. 0 |

oK I Cancel

Setting the IP address

8. If you have specified your own IP address, you will need to tell the PC where it can find a Domain
Name Server (DNS). To do this, please select the DNS Configuration tab from the “TCP/IP
properties” dialog box and follow these steps:

e Select Enable DNS

e Fill in the hostname of your computer in the box labelled Host. For consistency reasons,
this should be the same as the “Computer Name” you gave your computer when you
installed Windows (see the Identification tab of the initial “Network” properties dialogue
box).

e Fill in the name of your network’s domain in the box labelled Domain. This should be the
same domain as the other computers in your network. This is not normally important and
can be left blank.

e Type the IP address of the name server (Usually SmoothWall's IP address, because
SmoothWall acts as a name server) into the box labelled DNS Server Search Order and
click Add.



Setting DNS information

9. Likewise, if you have specified your own IP address, you will have to configure a default gateway,
as the client PC needs to know where to find its connection to the Internet. Click on the Gateway
tab in “TCP/IP properties” and type SmoothWall’'s IP address into the box labelled New Gateway,

then click Add.

192.168. 0 . 1] |

Flelilellest

Setting gateway information



Configuring Apple Macintosh systems to use SmoothWall

4 Express as their Internet Gateway

4.1 General
4.2 Using Open Transport or an iMac (newer systems)
4.3 Using Mac TCP (older systems)
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4.1 General

SmoothWall uses the common TCP/IP networking protocol so that a whole network of computers can share
a single protected connection to the Internet. Although the majority of this user guide has focused on the
installation and configuration of SmoothWall in combination with PCs using Microsoft Windows, the TCP/IP
protocol is universal and will also allow Apple Macintosh computers to be a part of the protected network.

In order to connect an Apple Macintosh computer to such a network it will have to be configured to use
the TCP/IP protocol. In addition, you will obviously have to have a network card present in your Macintosh
system.

The means to configure TCP/IP varies a little depending on the version of the MacOS operating system
that is installed on your Mac. More recent MacOS versions have TCP/IP support included as standard, but
earlier versions require the use of additional software to enable support for the TCP/IP protocol.

The first thing, therefore, is to determine is the type of TCP/IP support that is currently installed. Under
the Apple Menu, open the Control Panels menu item. Look to see if there is a menu item called either
MacTCP or TCP/IP. If you have the former you are using the older MacTCP software and should refer
to section 4.2.2 below, and if you see the TCP/IP menu option you are using the newer Open Transport
software and should instead refer to section 4.2.1 below for configuration details.

An alternative method to determine the type of TCP/IP support is based upon the version of MacOS that is
installed on your computer. Open the Apple Menu again, and select About this Computer/Mac. In the
window that appears you should see information that refers to either Version or System Software. If this
number is 7.6 or greater then you are using a version of MacOS that has the newer Open Transport software
installed as standard. For the purposes of these instructions additional numbers after the 7.6, 8.0, 8.1, 8.5,
8.6, or 9.0 (such as 9.0.4) do not matter.

If the version number of MacOS that is present is less than 7.6 you will most likely be using the older MacTCP
software. MacTCP is included with MacOS version 7.5.2 and greater, but versions previous to this require
either additional software or an upgrade to the operating system to be able to work properly with a TCP/IP
network. [f this is the case please obtain the appropriate upgrade to the version of your operating system.

4.2 Using Open Transport or an iMac (newer systems)

From the Apple menu, select the Control Panels menu item. Select the TCP/IP option from the Control
Panels pop-out menu, or alternatively double-click on the TCP/IP icon in the Control Panels window. If
you are asked to make TCP/IP active, click the Yes button.

& Control Panels Numbers
%5 Fetch 3.8.3 DDBC Setup
42 Find File OpenDoc Setup

PC Exchange
PPP
QuickTime™ Settings

<& Graphing Calculator
[H Jigsaw Puzzie

Keg! caps _ speech
& Mail Drop 1.2d3b alias startup Disk
% Microsoft Excel alias TCP/ 1P

Selecting TCP/IP Control Panel
In the TCP/IP Control Panel, confirm that the Connect via: option is set to use Ethernet. PowerBook users

may have to set this to use Alternate Ethernet if using a PCMCIA Ethernet card instead to connect to the
network.

66]
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Change the Configure option to Using DHCP Server to use SmoothWall’s built-in DHCP server. No
changes to other settings in this section should be necessary.

TCP/IP

=

Connect via: | Ethernet VI

— Setup

Configure : | Uzing DHCP Setwver b I

IF &ddress: < will be supplied by serwver »
Subnet mask: < will be supplied by serwver >

Router address: < will be supplied by serwer »

Search domains :

Narne zerwer addr.: < will be supplied by server »

=

Configuring TCP/IP to use DHCP

Close the TCP/IP Control Panel and save the current configuration. Close the Control Panels window if it
is still open.

It is highly recommended that you make use of the SmoothWall DHCP server, as this makes setting up
networked workstations far easier. However, if you choose not to use DHCP, then you will have to fill in
the details of the network configuration that you are using in the appropriate locations - ask your network
administrator for the necessary information.

At this point you will have to restart your machine. When your Mac restarts, you should be able to access
the SmoothWall configuration web pages by starting a web browser and entering http://smoothwall (or
whatever name you have chosen for your SmoothWall server) in the address bar.

4.3 Using Mac TCP (older systems)

The Mac TCP software needs to be at least version 2.04 or newer. Note that Mac TCP 2.04 is included
with MacOS System 7.5.2 and higher - if you do not have this software it will be necessary to obtain an
upgrade.

Open MacTCP from the Control Panels menu. Select PPP and click the More... button. Select Server
from the Obtain Address section on the left-hand side to use DHCP.

If you wish to use a static IP address, fill in the appropriate configuration details on the right hand side. Type
in the address of the SmoothWall server in the Domain Name Server Information section and also set it
to be the default. In addition, set the IP address of the SmoothWall server to be the Gateway address.

Close the MacTCP program. You may be asked to save the changes - if so, click Yes and exit the
program.



Configuring Client Computers to Use SmoothWall Express’s

5 Proxy Server in Non-Transparent Mode
5.1 Configuring Internet Explorer 5.x or 6.x to use Non-Transparent Proxy
Server
5.2 Configuring Netscape Communicator 4.6 to use Non-Transparent Proxy

Server
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5.1 Configuring Internet Explorer 5.x or 6.x to use Non-Transparent Proxy Server

1. Click the Start button on the Windows taskbar, then click Settings, followed by Control Panel from
the drop-down menu (see Section 3 above for illustration).

2. Choose the Internet options icon from the Control Panel and double-click it to open the “Internet
Options” dialog box.
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Control panel

3. Click the Connections tab and then the Setup button to start the Internet connection wizard.
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Internet properties

4. Select the option labelled “I want to set up my Internet connection manually, or | want to
connect through a local area network (LAN)”. Click Next to continue.



SmoothWall Express'2:0:"Administrator’s'Guide

Inteenel Connsection Wized ]

Welcome to the Intermel
Connection Wizard
Ties Inbairat Corngction vaaind helss pou conmsct pour computsi

iyt Il “imd G i Wk vaisiil 10 S0t s & v i
g Imleresl account

| wand b Jgm i Jor & ness Inbeemat accourd. [My iekachons ine
i Sarnasctead b g e,

1 | waard b ramaber mw gpdniing Intemet acoount in thin computer
[l ombcores e = w1 g e |

T | wanl 53 08l b oy Irbaares? Conmclaon sy, of | wind 5
cerrw] thicagh a kel ans etk [LAH]

T v o Iridwrrasd. oldbrge wnchanged, chci Carcsl
T lnaen moip abxnd the Inlemel, ol Tulonal Tusond I

[Her | concu |

Wizard: introduction

5. Select the option labelled “I connect through a local area network (LAN)”. Click Next to
continue.
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Choosing how to connect to the Internet

6. On the next screen you will be prompted to select whether you want to use a proxy server. It is
recommended that you use SmoothWall Express’s Transparent Proxy Server that saves the need to
configure any proxy settings in web browsers. To use the Transparent Proxy the three checkboxes
Automatic discovery of a proxy server (recommended), Use automatic configuration script
and Manual Proxy Server must all be un-checked. The only disadvantage of the Transparent
Proxy Server is that everybody will use it. The Non-Transparent Proxy requires the web browser on
each individual PC to be configured to use a proxy server, so it is possible to be selective as to who
uses the Non-Transparent Proxy and who doesn’t. To use the Non-Transparent Proxy un-check
(disable) the Automatic discovery of a proxy server (recommended) and check Manual proxy
server instead. Click the Next button to continue.



Setting up proxy, stage |

7. If Manual Proxy Server was enabled then the on the next screen there are spaces to fill in the
IP address and Port of the Proxy Server. Type SmoothWall Express’s local network (Green) IP
address in the top Proxy to use box, next to HTTP and put 800 in the Port box on the same
line. Now check the box at the bottom of the dialog labelled “Use the same proxy server for all
protocols”. Click the Next button to continue.

Setting up proxy, stage 2

8. Continuing with the configuration of the Non-Transparent Proxy, you are now presented with a
screen that gives you the option to exclude a list of Internet addresses from going through the
proxy server. Leave the top box blank and check the box labelled “Do not use a proxy for local
(intranet) addresses”. Click Next to continue.
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Setting up proxy, stage 3

9. The wizard’s next few steps are to do with setting up mail and news accounts; you may do this if you
wish. Please refer to the Windows documentation if you require help.

10. The last step of setting up the Internet connection gives you the option to connect to the Internet
right away. If you want to do this, check the box, otherwise just click Finish.
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Wizard: finished

5.2 Configuring Netscape Communicator 4.6 to use Non-Transparent Proxy Server
1. Start Netscape as you do normally.

2. Select Preferences from the Edit menu.
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Netscape Edit menu

3. Click the “+” symbol at the side of Advanced option at the left of the dialog box to expand the
options. Click proxies and the basic proxy setup information will appear in the right hand side of
the dialog box.
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Netscape preferences

Itis recommended that you use SmoothWall Express’s Transparent Proxy Server as amongst other benefits
it saves the need to configure any proxy settings in web browsers. To use the Transparent Proxy select the
Direct connection to the Internet radio button. The Non-Transparent Proxy requires the web browser on
each individual computer to be configured to use it, so it is possible to be selective as to who uses the Non-
Transparent Proxy and who doesn't.

4. To use SmoothWall Express’s Non-Transparent Proxy, select “Manual Proxy Configuration” from
the list of 3 options, then click the View button.



Proxy configuration

5. Fill in SmoothWall’'s local network (Green) IP address and port in the spaces for HTTP, FTP and
Gopher, you can safely leave the rest blank. When you have done this, click the OK button.



Client Applications and Protocols currently known to be
supported by SmoothWall




SmoothWall Express'2:0:"Administrator’s'Guide

Basic Services

Telnet
SSH

Ping
Traceroute
DNS
ICMP
NNTP
Gopher

Web

e Internet Explorer, Netscape Communicator, Opera and other browsers, connecting via HTTP,
HTTPS and SSL

Messaging
e |IRC clients including mIRC, pIRCh, X-Chat and BitchX
e |ICQ clients including ICQ99x, 1CQ2000x, Licq, and GnomelCU
e AOL Instant messenger, Gaim, Everybuddy
e H323 clients including NetMeeting (See Note 1)

Email

e All supported email clients work transparently regardless of protocol
e Outlook, Outlook SmoothWall Express, Eudora

Multimedia

NetMeeting (works, but has some limitations)
RealAudio

Napster, WinMX, Gnapster, Knapster
Gnutella, BearShare, KaZaA

Microsoft Streaming Multimedia

File Transfer

e FTP, both Active and Passive modes, including applications such as CuteFTP, WS_FTP, web
browser FTP capabilities and the recommended WIN_SCP software for Microsoft Windows PCs.

Security/VPN

e |PSec (Protocol 50)
PPTP Clients work from behind SmoothWall Express

Games

e Support to host Quake



H323, the protocol used by Microsoft NetMeeting and many other Voice over IP (VolP) programs,
is now supported by SmoothWall Express Version 2.0. This support manifests itself in two ways:

Firstly, without any specific configuration it is possible to make H323 “phone calls” to any external
IP address on the Internet from the Local (Green) or DMZ (Orange) network.

Secondly, it is possible to receive incoming “phone calls”. This requires setting up a portforward to
the H323 client machine on the Green or Orange networks using TCP port 1720. After setting up
this port forwarding rule, an incoming H323 call will be routed to the IP address with the associated
portforward.

SmoothWall Express’s implementation of H323 functionality also works well for voice and video
calls but does not extend to GateKeepers or other advanced configurations.



7 Maintenance

7.1 Day to day maintenance




Although your private network is now secured against unwanted outside intruders, it is always wise to keep
an eye on the activities of those trying to get in. A good practice to get into is to routinely check the status
of your SmoothWall Express, as with any other network server, to remain aware of and hopefully pre-empt
any problems that could crop up.

7.1 Day to day maintenance

It is suggested that you regularly view the system logs to keep an eye on the SmoothWall server. In the
event that you encounter any problems with SmoothWall you will find a reference in the system log files. In
addition the system information page allows you to keep an eye on the amount of disk space being used, so
that your system does not run out of storage space or inodes.

Checking the firewall logs on a regular basis can reveal the activity of any attempts to hack into your network
from the outside, detailing the attacker’s address and what they were trying to reach. Many times during
its development SmoothWall has been subjected to exhaustive penetration testing, which has shown no
insecurities in a standard SmoothWall system. You can remain safe in the knowledge that each of these
entries in the log file is evidence of a frustrated hacker.

One important maintenance activity is to apply all update patches that are released by SmoothWall Limited.
Vulnerabilities are periodically discovered in the Linux components upon which SmoothWall Express is
built. Often these are theoretical vulnerabilities; ie nobody has actually constructed an exploit (code or
procedure) to use the vulnerability. However if SmoothWall have deemed it necessary to produce and test
a security update then it would be negligent not to apply it to your SmoothWall Express system. A list of the
currently available/applied updates can be viewed for the Updates page.



A Troubleshooting

A.l Hardware Problems

A2 Software Problems




ASTroubleshooting

This appendix details methods of troubleshooting the installation and day to day operation of your SmoothWall
Express. There are three principal areas to consider — hardware support or failure, configuration and
network connectivity issues. The following sections provide a basic guide to troubleshooting hardware and
software issues. Detailed information on TCP/IP Networking is beyond the scope of this manual - therefore
either refer to one of the many books on the subject, or consult Appendix D that contains a list of reference
sources.

A.l Software

Once installed, SmoothWall systems are very stable and secure in normal operation, where there is little
that can go wrong beyond a hardware failure. In the event of any suspected problem the first thing to do is
to check the SmoothWall diagnostic log files. Details of all significant events, including errors, are recorded
to the appropriate log file, along with a time stamp. It is here that the first efforts to diagnose and solve the
problem should be focused. Depending on the nature of the error, the entry in the log file should normally
be self evident as to the cause of the problem, and therefore provide a means to obtain a solution.

Most common problems are caused by configuration errors, for example, the wrong parameter settings being
applied to an ISDN card, the wrong password being sent on connection to an ISP, and so on. Therefore,
the first thing to do is to identify the error — for example, is it a failure to connect to the Internet? Armed with
this information a diagnosis of the problem can then be attempted. In the previous example — a failure to
connect successfully to the Internet — the place to start looking would be the appropriate connection (PPP)
log files. Where an incorrect password authentication is taking place, details of the communication between
the ISP and the SmoothWall system will be recorded and can be checked for any errors. Try changing the
connection parameters, or try connecting to a different ISP if you have access to another provider.

If SmoothWall appears to establish an Internet connection yet you are unable to access any web sites from
aclient PC, itis possible that the PCs Gateway and DNS settings are incorrect. Windows users can run the
Windows IP Configuration program to display their TCP/IP settings.

For Microsoft Windows 98, click the Start button, then select the Run option, and type WINIPCFG into
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m IP Configuration

— Huost Infarmation

Hast Mame | MICKS_PC
OMS Servers| 192,168,801
MNode Twpe | Broadcast
NetBIDS Scoped |
IP Routing Enabled | WING Proxy Enabled |

MNetBIOS Resolution Uses DNS [

 Ethemet Adapter Information

|CHet PRO200 PCI Fast Ethemst x|
Adapter Addrezs | 00-80-A0-7D-0D-52
P Addiess | 192.162.80.104
SubnetMask | 256.255.255.0
Default Gateway | 192168.80.1
DHEP Server | 192.168.80.1
Prirary 'WwINS Server |
Secondary WINS Sewer|

Lease Obtained | 05 07 03 11:32:09
Lease Expires | 05 07 03 12:32:09
Releaze | Renew | Releaze All | Fenew Al |

the Open: text box and click the OK button. Select the correct communications adapter (ie not the PPP
adapter) and click the More Info >> button to display the complete set of information. The Release button
will release the currently assigned IP address and the Renew button will request a new DHCP lease and
IP address from the local network’s DHCP server. The new DHCP lease will also provide the information
about the Default (ie Internet) Gateway and DNS/WINS servers to be used.

Other systems, including Microsoft Windows 2000 and XP, only provide the text based IPCONFIG program
which should be run from the Command Prompt (DOS box).

On a Microsoft Windows XP system, click Start > All Programs > Accessories > Command Prompt to
display a window allowing text (DOS) commands to be entered. The command: IPCONFIG /ALL will display
the current IP address in use along with Netmask, Gateway, DNS server and WINS server information for
the workstation.
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ommand Prompt N ﬂEiﬂ

C:~Documents and Settings™George>IPCONFIG ~ALL ':J

Jindows IP Configuration

Host Mame
Primary Dns Suffix
MNode Type
IF Routing Enahled
WINS Proxy Enabhled

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . :
Description : Realtek RIL813% C+ Fast Ethernet HIC

Physzical Addre : @8—@AB-CD-15-3F-BE
Dhcp Enabled H

fiutoconf iguration Enabhled H -

IP Address. . . .« & =« & o« o « « « = .168.868.2008
Subnet Mask H .255.255.8
Default Gateway H .168.88_1

DHCF Server H .168.88.1

DHS Servers . . . = & & = =« « - - = 192.168.88.1

Lease Obtained : @7 May 2083 13:84:52
Lease Expires . . . . . . . . . . = A7 Hay 2883 14:84:52

C:~Documentsz and Settings“George>IPCONFIG ~RELEASE :j

For PCs set to use a DHCP (automatically provided) IP address, the IPCONFIG /RELEASE command will
release the currently assigned IP address whereas the IPCONFIG /RENEW command will request the
assignment of a new IP address (DHCP lease).

Use the SmoothWall Express’s Ping tool on the ip tools page to test connectivity. It should be possible to
PING other PC’s on the local network and the IP addresses of SmoothWall Express’s Green and Red NICs.
Alternatively this can be done from the Command Prompt (DOS box or text window). It should be possible
to Ping the IP addresses of your ISP’s DNS servers; type PING, a space, followed by the IP address and
then press ENTER. For a dial-up connection these IP addresses will be listed in the PPP Diagnostics Log
File (see section 3.1.10). If the DNS server responds to the Ping then you have an Internet connection from
your client PC, so perhaps the DNS settings are wrong. If the PING command fails then check the PC’s
Gateway setting.

Note that it is not possible to Ping SmoothWall Express’s Orange NIC from a computer within the De-
Militarized Zone (DMZ). This restriction is designed to protect SmoothWall Express from being accessible
from the inside in the event of a public facing server being hacked. It must be borne in mind that although
SmoothWall Express would normally be configured to open only the minimum necessary ports through to
a DMZ server, if that server has not been kept up-to-date with all available security patches it may still be
vulnerable to being compromised. “Buffer overflow” style attacks are often directed at normal data ports
such as Port 80 used for normal HTTP web browser traffic. Hence the reason that we have tried to protect
SmoothWall Express from a possible attack from a compromised server within the DMZ. SmoothWall
Limited strongly recommends that all computers, especially public Internet facing servers, are kept up-to-
date with all available security patches from the suppliers of the system software.

Some browsers may not correctly execute functions that involve transferring and updating software on
SmoothWall Express. Opera has been known to cause problems, if problems like this are encountered then
try using another browser. Microsoft Internet Explorer Version 6 is recommended but any version of Internet
Explorer or Netscape Navigator at versions 4 and above should work fine.

Troubleshooting your VPN Setup

Here is a list of items to check if you are having problems bringing up your VPN tunnels.



1. Does your ISP allow VPN traffic across its routers? Some ISPs choose to block VPN protocols and so it
is not possible to use VPN software with them. The following ports and protocols must be allowed through:
UDP port 500, and IP protocols 47, 50 and 51. If any of these are not available, the VPN will not function.

2. Is the Internet link between the two SmoothWall servers operating? Each SmoothWall must be able to
see each other across the Internet for the tunnel to work. If you cannot PING the remote SmoothWall, do
not even bother trying to setup a VPN between them until this is resolved first.

3. You can gain more diagnostic information from the /var/log/secure log file. You must SSH into your
SmoothWall to view this log file.



B Reference Sources




SmoothWall Express'2:0:"Administrator’s'Guide

Note: Neither the SmoothWall Open Source Project Team nor SmoothWall Limited has verified the
information provided by the following sources and cannot be held responsible for any errors or omissions
in such information.

Microsoft TCP and UDP Port Usage Information:

http://www.microsoft.com/windows2000/techinfo/reskit/en-us/default.asp?url=/WINDOWS2000/techinfo/
reskit/en-us/cnet/cnfc_por_rbjg.asp

http://www.microsoft.com/windows2000/techinfo/reskit/samplechapters/cnfc/cnfc_por_simw.asp
General TCP and UDP Port Usage Information:

http://www.iana.org/assignments/port-numbers
http://www.networkice.com/advice/Exploits/Ports/

Ports Used by Trojan horse viruses/programs:
http://www.austin.rr.com/rrsec/computer_ports.html
Games usage of TCP and UDP Ports: http://www.u.arizona.edu/~trw/games/ports.htm

Information on SmoothWall Limited’s commercial products, partners, general news, security news and
services: http://www.smoothwall.net/

The FreeS/WAN homepage. In depth information on the IPSec stack used by SmoothWall for its VPN
functionality: http://www.freeswan.org

Homepage for the OpenH323 project: http://www.openh323.org

Homepage for Microsoft’s NetMeeting: http://www.microsoft.com/windows/netmeeting/
Homepage for the GnomeMeeting program: http://www.gnomemeeting.org

SpeakFreely’s home page: http://www.speakfreely.org

List of IP Protocols: http://www.openbsd.org/cgi-bin/cvsweb/src/etc/protocols?rev=1.8
Understanding IP Addressing: http://www.3com.com/other/pdfs/infra/corpinfo/en_US/501302.pdf
GNU General Public Licence (GPL) version 2: www.gnu.org/copyleft/gpl.html

Information on modems: www.modemhelp.org

Linux DHCP min-HowTo: http://www.linuxdoc.org/HOWTO/mini/DHCP/

Linux IP Sub-Networking min-HowTo: http://www.linuxdoc.org/HOWTO/mini/IP-Subnetworking.html



