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Abstract

Theprotectionmechanismsf currentmainstreanop-
eratingsystemsare inadequatdo supportconfidential-
ity andintegrity requirementdor end systems. To ad-
dresghis problem,the NationalSecurityAgeng/ (NSA)
worked with SecureComputing Corporation(SCC) to
develop a strong, flexible mandatoryaccesscontrol ar-
chitecturebasedn Type EnforcementThearchitecture,
now calledFlask,wasprototypedn the MachandFluke
researchoperatingsystems. The NSA is now integrat-
ing the Flask architecturanto the Linux operatingsys-
temto transferthe technologyto a larger developerand
usercommunity NAI Labs, SCC,andMITRE are as-
sistingthe NSA in this integration. This paperpresents
the designandimplementatiorfor integratingthe secu-
rity mechanismsef the Flaskarchitecturanto the Linux
kernel.

1 Intr oduction

End systemsmust be able to enforcethe separation
of informationbasedon confidentialityandintegrity re-
quirementsto provide systemsecurity Operatingsys-
temsecuritymechanismarethefoundationfor ensuring
suchseparationlUnfortunately existing mainstreanop-
eratingsystemdack thecritical securityfeaturerequired
for enforcingseparation:mandatoryaccessontrol [4].
As a consequencepplicationsecuritymechanismsre
vulnerableto tamperingand bypass,and malicious or
flawed applicationscan easily causefailuresin system
security

To addresshis problem theNationalSecurityAgenoy
(NSA)workedwith SecureComputingCorporationSC-



2 OVERVIEW

2.1 Encapsulatiomf SecurityPolicy

C)toresearclastrong flexible mandatoryaccesgontrol
architecturdbasecbn TypeEnforcemen{1], amechanis-
m first developedfor the LOCK system[6]. The NSA
and SCC developedtwo Mach-basedrototypesof the
architectureDTMach[2] andDTOS[5]. TheNSA and
SCCthenworkedwith the University of Utah’s Flux re-
searchgroupto transferthe architectureo the Fluke re-
searchoperatingsystem. During the transfer the archi-
tecturewas enhancedo provide bettersupportfor dy-
namicsecuritypolicies[8]. This enhancedrchitecture
wasnamedFlask TheNSA is now integratingthe Flask
architecturanto the Linux operatingsystemto transfer
thetechnologyto a larger developerandusercommuni-
ty.

Researcherm the NSA's Information AssuranceRe-
searchOffice have implementecdthe architecturein the
majorsubsystemsf the Linux kernel,includingmanda-
tory accesscontrolsfor operationson processesfiles,
andsoclets. The SecureExecutionEnvironments(SEE)
groupat NAI Labsis working with the NSA in further
developing and configuringthis security-enhancedin-
ux system. SCCand MITRE are assistingthe NSA in
developingapplicationsecuritypoliciesandenhanced-
tility programs.

This paperdescribesvork by the NSA andNAI Labs
in integrating the securitymechanism®f the Flask ar
chitectureinto the Linux kernel. The paperbegins by
providing an overview of the Flaskarchitectureand its
Linux kernelimplementationn Section2. The design
andimplementatiorof two new operatingsystemcom-
ponentsthe securitysener andthe access/ectorcache
(AVC), arethendescribedn detailin Section3 andSec-
tion 4. Then,the designandimplementatiorof securi-
ty enhancement® eachof the existing Linux operating
systemcomponentgaredescribedn detail.

2 Overview

This sectionprovidesan overview of the Flaskarchi-
tectureandits Linux kernelimplementation. It begins
with a discussionof how the security policy is encap-
sulatedin Flask. The sectionthendiscusse$iow Flask
supportdlexibility in labelingandaccesslecisions.The
ability of Flaskto supportpolicy changess then de-
scribed. It thendescribeghe mandatoryaccessontrols
providedfor processedijles, andsoclets.

2.1 Encapsulationof Security Policy

In the Flask architecture the security policy logic is
encapsulatedithin a separateomponentf the operat-
ing systemwith agenerainterfacefor obtainingsecurity
policy decisions.This separateomponents referredto
asthe securityserverdueto its origins asa userspace
sener running on a microkernel. In the Linux imple-
mentationthe securityseneris merelya kernelsubsys-
tem. The otherkernelsubsystemsarereferredto asob-
jectmanaersin thearchitecture.

The Flaskarchitecturespecifieghe interfacesprovid-
ed by the securitysener to objectmanagers.The im-
plementatiorof the securitysener, includingary policy
languagdt may support,are not specifiedby the archi-
tecture. The Linux implementatiorof the Flasksecuri-
ty sener definesa securitypolicy thatis a combination
of TypeEnforcemen{TE), role-basedccesgontrol (R-
BAC), and optionally multi-level security (MLS). The
Linux securitysener hasanassociategbolicy language.
A configurationwritten in this languagds compiledby
a separatg@rogramcalledcheckpolicy  into abinary
representationeadby the securitysener atboottime.

Sincethe contentandformatof securitylabelsarede-
pendenton the particular security policy, the Flask ar-
chitecturedefinestwo policy-independentlatatypesfor
securitylabels: the securitycontext and the securityi-
dentifier A securitycontext is a variable-lengthstring
representationf the securitylabel. Internally, the secu-
rity sener storesa securitycontext asa structureusinga
privatedatatype. A securityidentifier(SID) is aninteger
thatis mappedby the securitysener to a securitycon-
text. Flaskobjectmanagersareresponsibldor binding
securitylabelsto their objects,sothey bind SIDsto ac-
tive kernelobjects.Thefile systemobjectmanagemust
alsomaintaina persistenbinding betweerfiles and se-
curity contexts. Sincethe objectmanagersiandleSIDs
andsecuritycontexts opaquelyachangean theformator
contentof securitylabelsdoesnotrequireany changeso
theobjectmanagers.

In the Linux implementationa securitycontext con-
sistsof a useridentity, a role, a type, and optionally a
MLS level or range.Rolesareonly relevantfor process-
es,sofile securitycontexts have a genericobjectr role.
The securitysener only providesSIDsfor securitycon-
textswith legalcombination®f userrole, type,andlevel



2 OVERVIEW

2.4 Supportfor Policy Changes

or range.Theindividual attributesof the securitycontext
arenot manipulatedy the objectmanagers.

2.2 Flexibility in Labeling Decisions

When a Flask object managerequiresa label for a
new object,it consultsthe securitysener to obtaina la-
belingdecisionbasednthelabelof thecreatingsubject,
thelabel of arelatedobject,andthe classof the new ob-
ject. For programexecution,the Flaskprocesamanager
obtainsthelabelfor thetransformegrocesdasednthe
currentlabel of the processaandthelabel of the program
executable For file creationthe Flaskfile systemobject
managembtainsthe label for the new file basedon the
label of the creatingprocessthe label of the parentdi-
rectory andthekind of file beingcreated.The security
sener may computethe new labelbasedn theseinputs
andmayalsouseotherexternalinformation.

In the Linux implementationthe securitysener may
be configuredio automaticallycausechangesn therole
or domainattributesof a processhasedon the role and
domainof the processandthe type of the program. By
default, the role anddomainof a processs not changed
by programexecution. The Linux securitysener may
also be configuredto use specifiedtypesfor new files
basedon the domainof the processthetype of the par
entdirectory andthekind of file. A new file inheritsthe
sametype asits parentdirectoryby default. For object-
swherethereis only onerelevantSID, objectmanagers
typically do not consultthe securitysener. Insteadthey
merelyusethis SID asthe SID for thenew object.Pipes,
file descriptionsandsocletsinheritthe SID of thecreat-
ing processandoutputmessageherit the SID of the
sendingsoclet.

2.3 Flexibility in AccessDecisions

Objectmanagersonsultthe Flask securitysener to
obtainaccesslecisionsbasedon a pair of labelsandan
objectclass.Thelabelpair is usuallythe label of a sub-
jectandthelabel of anobject,but someaccesslecisions
may controlrelationshipsamongobjectpairs. Eachob-
jectclasshasa setof associategpermissionsTheseper
missionsetsare representedyy a bitmap called an ac-
cessvector Flaskdefinesa distinct permissiorfor each
service,and when a serviceaccessesnultiple objects,
Flaskdefinesa separatgermissionto control accesgo

eachobject. For example,whenafile is unlinked, Flask
checksemore namepermissiorto thedirectoryandun-
link permissiorto thefile.

Theuseof objectclasse$n accessequestallowsdis-
tinct permissiorsetsto bedefinedfor eachkind of object
basednthe particularserviceghataresupportedy the
object. It also allows the security policy to make dis-
tinctionsbasedon the kind of object,sothataccesgo a
device specialfile canbe distinguishedrom accesgo a
regularfile andaccesgo araw IP soclet canbe distin-
guishedirom accesd$o a UDP or TCPsoclet.

2.4 Support for Policy Changes

TheFlaskarchitecturéncludesanaccesyectorcache
(AVC) componenthat storesthe accessdecisioncom-
putationsprovided by the securitysener for subsequen-
t useby the objectmanagers.An objectmanagemay
furtherreducethe costof a permissioncheckby storing
referencego the appropriateentry in the AVC with its
objects. As a result, mostpermissioncheckscanoccur
withoutevenincurringthe costof anextrafunctioncall.

The Flask AVC provides an interfaceto the securi-
ty sener for managingthe cacheas neededfor policy
changes.Sequenceumbersareusedto addresghe po-
tentialinterleaving of accesslecisioncomputationsand
policy changenotifications. Whenthe AVC recevesa
policy changenotification, it updatesits own stateand
theninvokescallbackfunctionsregisteredby the object
managerso updateary permissiongetainedn the state
of the objectmanagers.For example,permissiongnay
be retainedin the accesgightsin pagetablesor in the
flagson an openfile description. After updatingthe s-
tate of the objectmanagerandthe stateof the AVC to
conformto thepolicy changethe AVC notifiesthesecu-
rity senerthatthetransitionto the new policy hasbeen
completed.

In the Linux implementatiorof Flask, mary permis-
sions are revalidated on use, such as permissionsfor
readingandwriting files and permissiondor communi-
catingon an establishedonnection.Consequentlypol-
icy changedor thesepermissionareautomaticallyrec-
ognizedand enforcedwithout the needfor objectman-
agercallbacks.Permissionganbe efficiently revalidat-
ed by objectmanagersisingreferencego entriesin the
AVC. However, therevalidationof permission®n useis
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2.6 File Controls

notadequatdor revoking accesso mappedile pagesn

the Linux pagecache.The currentimplementatiordoes
invalidatethe appropriatgpagecacheentrieswhenafile

is relabeledbut a callbackhasnotyetbeendefinedto in-

validatetheappropriatgpagecacheentrieswhenapolicy

changenotificationis receved.

The Linux implementatiorof the Flasksecurityserv-
er providesaninterfacefor changingthe securitypolicy
configurationat runtime. The securityload_policy call
may be usedto reada new policy configurationfrom a
file. After loadingthe new policy configuration the se-
curity sener updatests SID mapping,invalidatingary
SIDsthatareno longerauthorized andresetghe AVC.
Subsequenpermissioncheckson processesndobject-
s with invalid SIDs always fail, preventingary further
accessedy suchprocessesndary further accesseto
suchobjects. Supportfor automaticallyrelabelingthese
processesndobjectsto a labelthatis accessiblgo ad-
ministratorshasnotyet beenimplemented.

2.5 ProcesLontrols

Flask provides several controls over the ability to
changethe label of a process. The securitylabel of a
processs only allowedto changeuponprogramexecu-
tion sothatthe inheritanceof stateandthe initialization
of the processn the new labelcanbe controlled. Flask
controlsthe ability of a processto transitionto a new
securitylabeluponprogramexecutionthroughthetran-
sition permissionandit controlswhatprogramsmaybe
usedto performsuchtransitionsthroughthe entrypoint
permission. It also controlsthe ability of a processto
inherit openfile descriptionsacrossatransition.

Flaskprovidesstrongcontrolsoverthefull setof code
thatcanbeexecutedby aprocesghroughtheprocessex-
ecutepermission. This permissionis checled between
the label of the transformedprocessand the label of
the executableon every programexecution. It is also
checledwhenan ELF or scriptinterpreteris executed,
andwhena file is memory-mappedvith executeaccess
(i.e. asharedibrary). This processxecutepermission
differs from the separateentrypoint permission,which
only controls what programsmay be usedto entera
new label. It alsodiffers from the file executepermis-
sion,which only controlswhat programsmay beinitiat-
ed by a processyregardlesof whetherthe procesdabel

is changedy the execution.

Flaskcontrolsthe sendingof signals,includingthe a-
bility to indirectly senda signal via asynchronous/O.
It also controlsthe ability to traceanotherprocess|n-
cluding the ability to continuetracinga processvhena
transitionoccurs. Flask controlsseveral additional pro-
cessmanagemenservices,suchas fork, wait, setpgid
getpgid getsid setpriority, getpriority, and the sched
calls. Thesecontrolsaredescribedurtherin Sectionb.1.

Flaskprovidesanequialentpermissiorfor eachLin-
ux capability This allows the security policy to con-
trol the useof capabilities. Flask could be extendedto
provide a finer-grainedreplacemenmechanisnfor ca-
pabilities. Sucha mechanisnwasdevelopedfor oneof
Flask’s predecessorshe DTOS system.This mechanis-
m permittedprivilegesto be grantedbasedon both the
attributesof the processandtheattributesof therelevant
object,e.g. discretionaryreadoverridecould be granted
to aparticularsetof files. Sincethe mechanisnobtained
privilege decisionsfrom the Flask securitysener, man-
agementof privilegeswas centralizedand verification
that privilegeswere grantedappropriatelywas straight-
forward.

2.6 File Controls

Sinceopenfile descriptionsmay be inheritedacross
execveor transferredthrough UNIX soclet IPC, Flask
labelsand controlsopenfile descriptions.An openfile
descriptioris labeledwith the SID of its creatingprocess,
sinceits stateis usuallytreatedaspartof theprivatestate
of theprocesslt is importantto distinguishbetweerthe
label of anopenfile descriptionandthe label of the file
it referencesA readoperationon afile changeshefile
offsetin theopenfile descriptionsoit maybenecessary
to preventa processfrom readinga file usingan open
file descriptionreceived or inheritedfrom anotherpro-
cesseventhoughthe processs allowedto directly open
andreadthefile.

Flasklabelsfile system@&ndcontrolsserviceghatma-
nipulatefile systems,ncluding calls for mountingand
unmountingdfile systemsthe statfscall andthefile cre-
ation calls. Flaskcontrolsthe mountingof file systems
throughsereral permissionchecks. It requiresthat the
proceshave mountonpermissiorto the mountpoint di-
rectory and mountpermissionto the file system. It al-
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2.7 SoclketControls

sorequiresthatthe mountassociatpermissiorbe grant-
ed betweenthe root directory of the file systemandthe
mountpoint directory Flask doesnot yet performary
check betweenthe device specialfile and the moun-
t point.

Flaskbindssecuritylabelsto files anddirectoriesand
controlsaccess$o them.Flaskstoresa persistentabeling
tablein eachfile systemthat specifieshe securitylabel
for eactfile anddirectoryin thatfile system For efficient
storage,Flask assignsan integer value referredto asa
persistentSID (PSID) to eachsecuritylabel usedby an
objectin afile system. The persistenfabelingtableis
partitionedinto a mappingbetweeneachPSID and its
securitylabel and a mappingbetweeneachobjectand
its PSID. Sincethe tableis storedin eachfile system,
file labelsarepreseredif thefile systemis mountedat
a differentlocation or if the file systemis movedto a
differentsystem.

In the Linux implementation,the mappingbetween
eachPSID andits securitylabel is implementedusing
regularfilesin afixed subdirectoryof theroot directory
of eachfile system.This mappingis loadedinto memo-
ry whenthefile systemis mounted,andis updatedboth
in memoryand on the disk when a new securitylabel
is usedfor an objectin the file system. The mapping
betweeneachobjectandits PSIDis implementedoy s-
toring the PSID in anunusedield of the on-diskinode.
Sincethe PSIDis availablein the on-diskinode,no ex-
traoverheads incurredeitherto obtainthe PSIDwhena

file is accessedr to setthe PSIDwhenafile is created.

Additionally, sincethemappingbetweereachobjectand
its PSIDis inode-based;hangedo thefile systermame
spacedo not affectthe mapping.

Whenanunlabeledile systemis first mounted a per
sistentlabeling table is createdfor the file system,us-
ing adefaultlabelfor all files obtainedfrom the security
sener. Subsequentlyexisting files may be relabeledus-
ing new systemcalls. A programcalled setfiles is
usedto initially setfile labelsfrom a configurationfile
that specifiedabelsbasedon pathnameregular expres-
sions. This programand configurationfile may alsobe
usedto reseffile labelsto awell-definedstate.However,
unlessthe configuratiorfile is updatedo reflectruntime
changedn file labels,thesechangeswill be lost when
the programis executed Runtimechangesnayoccuras

a resultof new files being created,existing files being
relabeledpr changedo thenamespace.

Flaskprovidesa separatgermissiorfor eachfile and
directoryservice.For example,Flaskdefinesanappend
permissionfor files in additionto the write permission,
andit definesseparateadd.nameandremoe.nameper
missionsfor directoriesto supportappend-onlyiles and
directories.Flaskalsodefinesa reparent permissiorfor
directorieghatcontrolswhetherthe parentdirectorylink
canbechangedy arename

Flask provides control over eachobject affected by
a file or directory service. For example,in additionto
checkingaccesso theparendirectory, Flaskdefineper
missiondor controllingaccesso theindividualfile itself
for operationssuchasstat, link, rename unlink, andr-
mdir.

2.7 Socket Controls

FlaskprovidescontroloversocletIPCthroughasetof
layeredcontrolsover soclets,messagesiodesandnet-
work interfaces. At the soclet layer, Flask controlsthe
ability of processeto performoperationsn soclets. At
thetransportayer, Flaskcontrolstheability of socletsto
communicatewith othersoclets. At the network layer,
Flask controlsthe ability to sendand receve messages
on network interfacesandit controlsthe ability to send
messaget nodesandto receve messagefrom nodes.
Flaskalsocontrolsthe ability of processes$o configure
network interfacesandto manipulatethe kernelrouting
table.

Soclets effectively sene as communicationproxies
for processef the Flaskcontrolmodel. Consequently
socletsarelabeledwith thelabelof the creatingprocess
by default. A processnay createandusea soclet with
a differentlabel to performsoclet IPC with a different
sourcesecuritylabel. A processmay setup a listening
soclet sothat sener socletscreatecby connectionsare
labeledwith eithera specifiedlabel or with the label of
theconnectingclientsoclketto actasasenerfor multiple
labels.

Flaskallowsthesecuritypolicy to distinguishbetween
clientsandsenersfor streansocletconnectionshrough
the connecttcandacceptfronmpermissionsFlaskallows
thesecuritypolicy to basedecisionsonthekind of sock-
etthroughthe useof objectclassesandit allows the se-
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3.1 ArchitectureTypesandConstants

curity policy to basedecisionson the messag@rotocol
throughthe perprotocolnodeandnetwork interfaceper
missions.

Flask provides control over the associatiorbetween
INET domainsockets and port numbersand the asso-
ciationbetweenJNIX domainsocletsandfiles. Hence,
the security policy canrestrictthe useof port numbers
andpathnames$or useby particularprocessesk-laskal-
soprovidescontroloveropenfile descriptiortransfervia
UNIX domainsoclets.

In Flask,messageare associatedvith boththe label
of their sendingsocletanda separatenessagéabel. By
default, this messagdabel is the sameas the sending
soclet label. A processmay explicitly label individu-
al message# theunderlyingprotocolsupportamessage
boundariesj.e. datagramsoclets. Messagesenton a
streamsoclet all have the samelabel,which is the label
of thestreamsoclet.

Supportfor communicatingnessagéabelsacrosshe
network hasnot yet beenimplementedn the Linux im-
plementationof Flask. The Fluke implementationof
Flask used IPSEC/ISAKMP both to label and protec-
t messagestoringthelabelinginformationin theIPSEC
security association. During an ISAKMP negotiation,
the appropriatesecuritycontexts aresentacrosshe net-
work andthe peerobtainsSIDs for thesesecuritycon-
texts and storesthemin its IPSECsecurityassociation.
When messagesire subsequentlyeceved that usethe
IPSECsecurityassociationthe messagesre validated
andthenlabeledwith the SIDsfrom theassociation.

3 Security Sewer

The securitysener is a new operatingsystemcom-
ponentthat providessecuritypolicy decisiongo the ob-
jectmanagerspermittingthe objectmanagers$o remain
independentf the specificsecuritypolicy thatis used.
This sectiondescribeghe setof interfacesprovided by
the security sener for kernel object managersand the
set of systemcalls provided by the security sener for
security-avareapplications.This sectionthendescribes
the policy configurationlanguageand the implementa-
tion of the currentLinux securitysener prototype.

3.1 Architecture Typesand Constants

The basic Flask types and constantsare definedin
the headeffile include/linux/flask/flaskypes.h The se-
curity context type (securitycontext.t) is definedas a
string. The security identifier type (securityid_t) is
defined as an unsigned32-bit integer value. A nul-
| SID, SECSIDNULL, is definedto usewhenno particu-
lar SID is specified. A wildcard SID, SECSIDWILD,
is definedthat matchesarny other SID when usedfor
certainaccessvector cache(AVC) operations. Certain
SIDs (specifiedin flask/initiaLsidg are predefinedfor
systeminitialization. The correspondingconstantsare
definedin the automaticallygeneratedheaderfile in-
clude/linux/flask/flask.h

The accessvector type (accessvectort) is defined
as an unsigned 32-bit integer value. Each objec-
t class is identified by an unsigned 16-bit integer
value, with the securityclasst type. The set of
security classesis specifiedin flask/securityclasses
with the correspondingconstantsin the automatical-
ly generatecheadeffile include/linux/flask/flask.nThe
permissionsfor each security class are specified in
flask/accessectos, andthecorrespondingonstantsare
definedin the automaticallygeneratedheaderfile in-
clude/linux/flask/aypermissions.h

3.2 |Interfacesfor the Kernel

The function prototypesfor the securitysener inter-
facesprovidedfor the kernelobjectmanagersrein the
include/linux/flask/securitiheadefile. Thissubsection
describegachof thesenterfaces.For eachinterface the
function prototypeis listed followed by a descriptionof
theinterfaceanda discussiorof how theinterfaceis cur-
rently usedby thekernelobjectmanagers.

int  security_init(void);

Thesecurityinit functioninitializesthe securityserv-
er. Thekernelcallsthis function after the root file sys-
temis mounted(fs/superc:mountroot) sothatthe secu-
rity sener mayreadconfigurationdatafrom therootfile
system.

int  security_compute_av(
security_id_t
security_id_t

ssid,
tsid,
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3.2 Interfacedor theKernel

security_class_t tclass,
access_vector_t requested,
access_vector_t *allowed,
access_vector_t *decided,

#ifdef CONFIG_FLASK_AUDIT
access_vector_t *auditallow,
access_vector_t *auditdeny,

#endif

#ifdef ~ CONFIG_FLASK_NOTIFY
access_vector_t *notify,

#endif

__u32 *seqno);

The securitycomputeav function computesaccess
vectors basedon a SID pair for the permissionsin
a particular class. The accessvector cache (AVC)
componentcalls this function when no valid entry ex-
ists for the requestedpermissionsin the cache (in-
clude/linux/flask/avc.h:avbaspermrefaudit). The
first SID parameterssid is referredto asthe souice SID
andthe secondSID parametertsid, is referredto asthe
target SID. Thereturnedaccesyectorsmustcontainde-
cisionsfor every permissionspecifiedin the requested
acceswyector

Thesecuritysenermayoptionallyreturndecisiongor
otherpermissionsn the sameclass.The decidedaccess
vectorcontainsthe setof permissiongor which a deci-
sionwasreturned.Theotherreturnedaccesyectoramay
only be usedfor permissionsn this set. The security
sener may chooseto defercomputationof permissions
until they areexplicitly requested.

The allowedacceswsectorcontainsthe setof granted
permissions.The segnoparametercontainsa sequence
numberassociatedvith the accesgyranting. If the se-
guencenumberprovided by the latestpolicy changeis
greaterthanthis value,thenthe accesgrantingmay be
invalid andmustbediscardedThesequencaumberad-
dressesheissueof aninterlearing of anaccesgranting
andapolicy change.

Two additional accessvectorsare returnedif audit-
ing supportis enabledin the kernel configuration. The
auditallow andauditdenyaccesssectorscontainthe set
of permissionghat shouldbe auditedwhen grantedor
whendenied,respectiely. Thesevectorsenablethe se-
curity sener to precisely control the auditing of per
missionchecks. The AVC componentensureghat au-

diting is performedin accordancewith thesevectors
(avchaspermref.audit).

One additional accessvector is returnedif notifica-
tion supportis enabledn the kernelconfiguration.The
notify accessvector containsthe setof permissionsor
whichthesecuritynotify_permfunctionshouldbe called
whenthe operationassociatedvith the permissionhas
successfullycompleted. This vector permitsthe securi-
ty sener to requestthatthe AVC componennotify the
security sener of the successfulcompletionof opera-
tions so that the securitysener may baseits decisions
on the history of operationsin the system. This differs
from merely basingdecisionson the history of granted
permissionssinceanoperationmay still fail dueto oth-
er conditionseven if permissionis grantedfor that op-
eration. To supportthis functionality, the kernelobject
managersnust be changedto notify the AVC compo-
nentof the successfutompletionof operationshy call-
ing the include/linux/flask/avc.h:avnotify_permref in-
line function. The AVC componeninay thennotify the
securitysenerif ary of therequestegermissionarein
the correspondingiotify vector The necessarghanges
to thekernelobjectmanagerso notify the AVC compo-
nenthave notyetbeenimplemented.

int  security_notify_perm(

security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
access_vector_t requested);

Thesecuritynotify_permfunctionnotifiesthe security
sener thatan operationassociateavith the permissions
in therequeste@cceswectorhascompletedsuccessful-
ly. The AVC componentcalls this function whenit is
called by an objectmanagetto indicatethat the opera-
tion hascompletedsuccessfullyif any of the requested
permissionsarein the correspondingotify vector (in-
clude/linux/flask/avc.h:avnotify_permref). Sincethe
kernelobjectmanagersave notyet beenchangedo no-
tify the AVC of operationcompletion, this function is
currentlynever called.

int  security_transition_sid(

security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
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security_id_t *out_sid);

The securitytransitionsid function computesa SID
for a new objectbasedon a SID pair anda class. The
kernel objectmanagersall this function when objects
arecreatedf a SID wasnot specifiedfor the objectand
thereis morethanonerelevantSID thatmightbeusedas
input in determiningthe SID of the new object. In par
ticular, the file systemcodecallsthis functionto obtain
the SID of a new file basedon the SID of the creating
processandthe SID of the parentdirectory andthe pro-
cessmanagementodecalls this function to obtainthe
SID of a procesgransformedy an execvebasedon the
currentSID of the processaandthe SID of the executable
program.

int  security_member_sid(

security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
security_id_t *out_sid);

The securitymembersid function computesa SID to
usewhen selectinga memberof a polyinstantiatecbb-
ject basedon a SID pair anda class. Certainfixed re-
sourcessuchasthe/tmpdirectoryor the TCP/UDPport
numberspacesneedbe polyinstantiatedo restrictshar
ing amongprocessesEachinstantiationis referredto as
amember Thekernelobjectmanagerall this function
whenapolyinstantiateabjectis accessedndthentrans-
parentlyredirectthe procesgo the appropriateanember
The necessarghangedo the file systemcodeand the
networking codeto supportpolyinstantiateddirectories
andport numberspacesarenotyetimplementedsothis
functionis currentlynever called.

int  security_change_sid(

security id_t ssid,
security_id_t tsid,
security _class_t tclass,
security id_t *out_sid);

The securitychange sid function computesa SID to
usewhenrelabelinganobjectbasedon a SID pairanda
class.Thelogin programwill be modifiedto call this
interfaceto obtaintheSID to usewhenrelabelingdevices
for a usersessionpasedon the SID for the usersession

andthe currentSID of the device. This modificationto
login hasnotyetbeenimplemented.

int  security_sid_to_context(
security_id_t sid,
security_context_t
_u32 *scontext_len);

*scontext,

The securitysid_to_contet function returnsthe secu-
rity context associatedvith a particularSID. The AVC
componentallsthisfunctionto obtainbothsecuritycon-
textsfor aSID pairwhenwriting anauditrecord. Thefile
systemcodecalls this function to obtaina securitycon-
text to usewhenaddingan entry to the persistentabel
mapping.Theprocfscodecallsthisfunctionto obtainthe
securitycontext of a procesdo includein its statusfile.
The scontet parameteis setto point to a dynamically-
allocatedstring of the correctsize. The scontet_len pa-
rameteris setto thelengthof the securitycontext string,
including the terminatingNULL character The stringis
allocatedusingkmallocandmustbe freedwith kfreeby
thecaller.

int  security_context_to_sid(

security_context_t scontext,
_u32 scontext_len,
security_id_t *out_sid);

The security context_to_sid functionreturnsa SID as-
sociatedwith a particularsecuritycontext. Thefile sys-
temcodecallsthis functionto obtainthe SID thatcorre-
spondso a securitycontext storedin the persistentabel
mapping.Thescontet_lenparametespecifieghelength
of the securitycontet string, including the terminating
NULL character

int  security_fs_sid(

char *dev,
security_id_t *fs_sid,
security_id_t *file_sid);

Thesecurityfs_sid functionreturnsSIDsto usefor an
unlabeledile systemmountedfrom the device specified
by dev. Thefile systemcodecallsthis functionwhena
processattemptso mountanunlabeledile system.The
valuefor the dev parameteis a string of the form “ma-
jor:minor’ whereboththe majorandminor numberare
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in hexadecimalandareright justifiedin a two character
field, asreturnedby thekdevnamefunctiononthedevice
number Thefs_sid parameteis setto the SID to usefor
thefile systemandthefile_sid parameteis setto the SID
to usefor ary existingfilesin thefile system.

int  security_port_sid(
__ul6 domain,
__ulé type,
__u8 protocol,
__ulé port,
security_id_t *out_sid);

The securityport_sid function returnsthe SID to use
for the port numberport in the protocolspecifiedby the
triple (domain type protocol). The networking code
callsthis functionwhena processattemptgo bind a port
outsideof therangeusedto automaticallybind soclets.

int  security_netif_sid(

char *name,
security_id_t *if_sid,
security id_t *msg_sid);

Thesecuritynetif_sid functionreturnsSIDsto usefor
anetwork interface. Thenetworking codecallsthisfunc-
tion whena procesdirst attemptgo configurea network
interface. The valuefor the nameparameteis typical-
ly the driver namefollowed by the unit numbere.g. the
nameethOwould be usedfor thefirst Ethernetinterface.
Theif_sid parameters setto the SID to usefor theinter-
face,andthe msgsid parameteis setto the SID to use
for any unlabelednmessagescevvedontheinterface.

int  security_node_sid(
__ul6 domain,
void *addr,
__u32 addrlen,
security id_t *out_sid);

The securitynodesid functionreturnsthe SID to use
for the nodewhoseaddresds specifiedby addr. The
addrlenparametespecifieshe length of the addressn
bytes,andthe domainparametespecifieshe communi-
cationsdomainor addressfamily in which the address
should be interpreted. The networking code calls this
functionwhenpacletsaresentto anodeor recevedfrom
anode.
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int security_nfs_sid(
__ul6 domain,

void *addr,

__u32 addrlen,
security_id_t *fs_sid,
security_id_t *file_sid);

The securitynfs sid function returnsthe SIDs to use
for thefile systemsandfiles providedby the NFS sener
whoseaddresss specifiedby addr. Theaddrlenparam-
eterspecifiesghe lengthof the addressn bytes,andthe
domainparametespecifieshe communicationglomain
or addresgamily in which the addressshouldbe inter-
preted. The NFS client codecalls this functionwhena
NFSfile systems mounted.

3.3 SystemCalls for Applications

Security-avare applicationsin the systemrequirethe
ability to convert betweenSIDs andsecuritycontets in
orderto usethe extendedsystemcalls provided by the
kernel object managers. Furthermore,some security-
awareapplicationsactasobjectmanagersor theabstrac-
tionsmanagedy theapplication,e.g. awindowing sys-
tem actsasthe objectmanageifor its windows. These
applicationgequireaccesso mostof the securitysener
interfaces. Consequentlythe securitysener providesa
setof systemcallsfor security-avareapplications.

Thefunctionprototypedor the securitysener system
callsusedby applicationsarein theinclude/ss.theader
file in the syscallspackage Currently the securityserv-
er systemcalls are implementedusing a separatentry
point for eachcall. All of the calls could alternatively
be implementedusing a single entry point, asis done
for socletswith the sodketcall systemcall. Sincethe se-
curity sener systemcallsarederivedfrom theinterfaces
providedto thekernel,thissubsectiotomparesindcon-
traststhe systemcall interfacewith the interfacefor the
kernel.

Several of the system calls are identical to the
corresponding interface:  securitynotify_perm se-
curity_transitionsid,  securitymembersid, securi-
ty_change_sid and securitycontext to_sid. Thesecalls
are not discussedfurther in this subsection. There
are currently no systemcalls that correspondto the
interfacesthat provide SIDs for kernel objects: se-
curity_fs_sid, securityport_sid, securitynetifsid, and



3 SECURITYSER/ER

3.4 Policy ConfigurationLanguage

securitynodesid.  Calls could be added for these
interfacesf applicationgequirethe sameinformation.

Two of the systemcalls, securitycomputeav andse-
curity_sid_to_context, differ from the correspondingn-
terface only in the way in which their parametersare
passedFor eachof thesesystemcalls, the functionpro-
totypeis listed belov followed by a descriptionof the
call anda discussiorof how the call shouldbe usedby
applications.

struct  security_query {
security_id_t ssid;
security id_t tsid;
security_class_t tclass;
access_vector_t requested,;
3
struct  security_response {
access_vector_t allowed;
access_vector_t decided;
access_vector_t auditallow;
access_vector_t auditdeny;
access_vector_t notify;
__u32 seqno;
3
int  security_compute_av(
struct  security_query *query,
struct  security_response *response);

Theinput parameterso the securitycomputeav sys-
temcall areprovidedin astructsecurityquerystructure,
andthe outputparametersrereturnedin a structsecu-
rity _responseatructure Lik e thekernelobjectmanagers,
applicationobjectmanagershouldusean AVC compo-
nentto cachethe resultsof a securitycomputeav cal-
I. Like thekernel AVC componentthe applicationAVC
componentnustprovideaninterfaceto thesecurityserv-
er for managinghe cacheasneededor policy changes.
An applicationAVC componentibrary hasnotyetbeen
implemented.

int  security_sid_to_context(
security id_t
security_context_t
__u32 *scontext_len);

sid,
scontext,

Whereasthe securitysid to_context interfacefor the
kernelreturnsadynamically-allocatedtring, the system

11

call interfacerequiresthe applicationto provide a buffer
for scontet andto initialize the scontet_len parameter
with the size of the buffer. If the buffer is not large e-
nough,thenthe scontat len parameteis setto the cor-
rectlength,-1 is returnedanderrnois setto ENOSPC
In this case the applicationmay allocatea buffer of the
specifiedlength andinvoke the call againwith the new
buffer.

Two othersystencalls,securityload policy andsecu-
rity _get sids do nothave a correspondingnterfaceused
by kernelobjectmanagerskor eachof thesesystencall-
s, the function prototypeis listed belov followed by a
descriptionof thecall.

int  security_load_policy(
char *path,
__u32 pathlen);

Thesecurityload_policy systemcall loadsa new poli-
cy configurationfrom afile containingabinaryrepresen-
tation of the configuration.The pathlenparametespec-
ifies the lengthof path, including the terminatingNULL
characterlf pathlenis zero,thenthe default policy con-
figurationfile is reloaded.After the new policy config-
urationhasbeenloaded,the securitysener invokesthe
avc.ssresetinterfaceof the AVC component.

int  security_get_sids(
security_id_t
__u32 *nel);

*sids,

Thesecurityget sidssystemcall returnsthe setof ac-
tive SIDs. The nel parameteis initialized by the appli-
cationto the numberof elementsn the arrayassociated
with the sidsparameterand modifiedon returnto indi-
catethe numberof active SIDs. If the arrayis not large
enoughthennelis setto the numberof active SIDs,-1
is returnedanderrnois setto ENOSPC

3.4 Policy Configuration Language

The current Linux security sener prototypeimple-
mentsasecuritypolicy thatis acombinatiorof threesub-
policies: type enforcemen{TE), role-basediccesson-
trol (RBAC), andmulti-level security(MLS). The MLS
policy is only includedif the CONFIG.FLASKMLSker-
nel configurationoptionis enabled.The TE andRBAC
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policiesarealwaysincludedin the currentimplementa-
tion. This subsectiordescribeghe policy configuration
languagdhatmaybe usedto customizehesepolicies.

The policy configurationfiles arelocatedin the poli-
cy directory Them4macroprocessors appliedto these
configurationfiles during the policy build, with the out-
put written to policy.conf and this outputfile is then
compiledby the chedpolicy programinto a binary rep-
resentatiorstoredin policy. The policy file is installed
as/sspolicy, andthis file is readby the securitysener
duringinitialization.

3.4.1 TE configuration The all.te file containsthe
configurationinformationfor thetype enforcementTE)

policy. This file is automaticallygeneratedrom a col-

lectionof files. Themacios.tefile containglobalmacros
usedthroughoutheconfiguratiorfor commongroupings
of classesandpermissionandfor commonsetsof rules.
Theassert.tdile containsassertionshatarechecledaf-

ter evaluatingthe entire TE configuration.

Thetypessubdirectorycontainssereralfiles with dec-
larationsfor generaltypes(typesnot associatedvith a
particulardomain)andsomerulesdefiningrelationships
amongthosetypes. Relatedtypesare groupedtogether
into eachfile in this directory, e.g. all device typedecla-
rationsarein the devicetefile.

The domainssubdirectorycontainssereral subdirec-
torieswith aseparatdile containingthedeclarationsand
rulesfor eachdomain. Relateddomainsaregroupedto-
getherinto eachsubdirectorye.g.all domaindefinitions
for systenmprocessearein thedomains/systesubdirec-
tory. Thedomains/eeryte file containsrulesthat apply
to everydomain.

In atraditional TE policy, eachsubjectis labeledwith
a domain, and eachobjectis labeledwith a type. A
domaindefinitiontable(DDT) specifieghe permissions
grantedbetweendomainsand types,and a domainin-
teractiontable (DIT) specifiesthe permissionsggranted
betweendomainpairs. In contrast,the security sener
prototypememesthe conceptof domainsandtypesinto
asingletypeabstractionandmaintainsasingletablethat
specifieghepermissiongrantedbetweerpairsof types.
To the securitysener, adomainis simply atypethatcan
be associatedvith a processThe TE configurationcon-
tains seven kinds of statementstype declarationstype
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type syslogd_t, domain;

type syslogd_exec_t, file_type,
exec_type;

type devlog_t, file_type;

Figurel: Typedeclarations.

transitionrules, type memberrules, type changerules,
accessrectorrules, cloningrules,andaccess/ectoras-
sertions.

A typedeclaratiorspecifiesaprimarynamefor atype,
anoptionalsetof aliasnamesandan optionalsetof at-
tributes. Theprimarynameis alwaysreturnedasthetype
by the security sid_to_contet call. The primary nameor
ary of thealiasnamesmay be usedfor thetypein a se-
curity_context_to_sid call. An attribute may be usedto
identify a setof typeswith similar properties.Whenan
attribute nameis usedin arule, it is expandedo the set
of typeswith thatattribute. Primarynamesaliasnames,
andattribute namesall exist in the samenamespace.

Althoughdomainsarenotdistinguishedrom typesby
the securitysener, they canbe optionally distinguished
in the policy configuratiorusinga “domain” attribute. A
“domain” attributehasnointrinsicmeaningo thesecuri-
ty sener, andis only meaningfulto the extentthe policy
configurationusesheattributein rules.

Sampletype declarationdor the syslagyd daemonare
shown in Figurel. The syslagd.t typeis the domainof
the daemonprocessso a domainattribute is associated
with it. The sysl@gd exect typeis the type of the dae-
mon programexecutable soit is associatedavith botha
file_typeattribute anda exectypeattribute. The devlog_t
typeis the type of the/dev/log socletfile createdoy the
daemorfor receving local log messagesoit is associ-
atedwith a file_type attribute. Theseattributeshave no
intrinsic meaningto the securitysener, but they canbe
usedin rulesin the configuration.

A type transitionrule specifiesthe default type of a
transformedprocessor the default type of a new file
basedon the type of the creatingsubjectand the type
of arelatedobject.For aprocesstherelatedobjectis the
programexecutable.For a file, the relatedobjectis the
parentdirectory If noruleis specifiedthenthe default
typeof atransformegrocesss the sameasits type prior
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type_transition
initrc_t
syslogd_exec_t:process
syslogd_t;

type_transition
syslogd_t
device_t:sock_file
devlog_t;

Figure2: Typetransitionrules.

to theexecvecall, andthedefaulttypeof anew file is the
sameasthetype of its parentdirectory Thedefaulttype
is returnedby the securitytransition.sid call.

Eachtype transitionrule hasa creatingsubjecttype
field, a relatedobjecttype field, a classfield, anda de-
faulttypefield. To permitconcisespecificatiorof multi-
ple typetransitionsthe typefields otherthanthe default
type field may containa setof types,andthe classfield
may containa setof classes.An attribute namemay be
usedto indicatethe set of typeswith that attribute. A
tilde may precedea setof typesto indicatethe comple-
mentof the set. An asteriskmay be usedto indicateall
types. If multiple type transitionrules are specifiedfor
a giventype pair andclass,thenwarningsareissuedby
thepolicy compilerandthelastsuchrule is used.

Sampletype transitionrules for the syslagd daemon
are shown in Figure 2. The first transitionrule speci-
fiesthatwhenanrc scriptexecuteghe sysl@d program
executable the transformedprocessshouldbe assigned
the syslad.t type by default. The secondransitionrule
specifieshat whensysl@d createsa soclet file in /dev,
the soclet file shouldbe assignedhe devlog_t type by
default. Thedevice t typeis thetypeassignedo the/dev
directory andthe sod file classis the securityclassfor
socletfiles.

A type memberrule specifiesthe type of the mem-
berobjectin a polyinstantiatedbjectthatshouldbe ac-
cessedy defaultbasedn thetype of theaccessingro-
cessandthetypeof thepolyinstantiateabject.If norule
is specified thenthe type of the polyinstantiatedbjec-
t is usedfor the member A type memberrule hasthe
samesyntaxasa type transitionrule exceptthatit uses
thetypemembetkeyword.
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allow
domain init_t:process
sigchld;

allow
syslogd_t  device_t:dir

{ read getattr access search
add_name remove_name };

allow
syslogd_t
create;

devlog_t:sock_file

Figure3: Accessvectorrules

A type changerule specifiesthe type to usefor rela-
belinganobjectbasedn thetype of theprocessandthe
currenttype of the object. If no rule is specified,then
the type of the objectis unchangedA type changerule
hasthe samesyntaxasa type transitionrule exceptthat
it usegthetype change keyword.

An accessvectorrule specifiesthe permissionsn an
access/ectorbasedon a sourcetype, a targettype, and
aclass. Therearefour kinds of accessiectorrules: al-
low, auditallow, auditdeny andnotify. Theserulesde-
fine the correspondingaccessrectorsreturnedby secu-
rity_computeav. If noruleis specifiedthenno permis-
sionsarereturnedin allowed auditallow, or notify, and
all permissionsare returnedin auditdeny All permis-
sionsare always returnedin the decidedaccessvector,
sincethe TE policy doesnot deferthe computationof
ary permissions.

Eachaccessvectorrule hasa sourcetypefield, a tar-
gettypefield, a classfield, anda permissiondield. As
with type transitionrules, setsof typesandclassesnay
be specifiedin the correspondindields,andthe asterisk
andtilde charactersnay be used.Asteriskandtilde may
alsobe usedin the permissiorfield. The nameself may
be usedin the target type field to indicatethat the rule
shouldbe appliedbetweereachsourcetypeanditself. If
multiple acceswvectorrulesarespecifiedor agiventype
pair andclass,thenthe union of the permissiorfieldsis
used.

Sampleallow accessvectorrules are shawvn in Fig-

ure 3. Thefirst rule grantsevery domainthe ability to
senda SIGCHLDsignalto init, sothatinit canreapev-
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clone
user_t sysadm_t;
neverallow
syslogd_t
"{ syslogd_exec_t
execute;

ld_so_t shlib_t }:process

Figure4: Domaincloningandaccessectorassertions.

ery process.The secondrule grantssyslad the ability
to accesddev to replace/dev/log. The third rule grants
syslayd the ability to createthe/dev/log socletfile.

A cloning rule specifiesthat the type transitionand
accesyectorrulesdefinedfor a specifiedsourcedomain
shouldbe clonedfor a specifiedtargetdomain. A type
transitionrule for a processs not clonedif the default
typein theruleis equalto the sourceor targetdomainin
the clone statement.Hence,transitionsfrom the source
domainto itself or to thetargetdomainarenot clonedfor
thetargetdomain. An acceswectorrule is not clonedif
thetargettypein therule is equalto the sourceor target
domainin the clone statement.Hence,permissionde-
tweenthesourcedomainanditself or betweerthesource
domainandthe targetdomainarenot clonedfor thetar-
getdomain.

An accessvector assertionspecifiespermissionghat
shouldnotbein anacceswectorbasedn asourcetype,
atamet type, and a class. If ary of the specifiedper
missionsarein the correspondingccesyector thenthe
policy compilerwill rejectthepolicy configuration.Cur
rently, thereis only onekind of access/ectorassertion,
neverallow, but supportfor the other kinds of vectors
could be easilyadded. Accessvectorassertionsisethe
samesyntaxasacceswectorrules.

A sampledomaincloning rule and a sampleaccess
vectorassertiorareshovn in Figure4. Thecloningrule
cloneghetypetransitionrulesandtheaccessectorrules
of the usert domainfor the sysadmt domain. The ac-
cessvector assertionrule verifiesthat the sysl@gd dae-
mon processmay only executecodefrom its program
executable the dynamicloader and the systemshared
libraries.
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role system_r
init_t getty t L

role user_r types user_t;

role sysadm_r types sysadm_t;

types {

Figure5: Roledeclarations

role_transition
role_transition
ed_exec_t user_r;

system_r
sysadm_r

login_exec_t
untrust-

login_r;

Figure6: Roletransitionrules

3.4.2 RBAC configuration The rbac file contains
the configurationinformation for the role-basedaccess
control (RBAC) policy. Although roles could be im-
plementeddirectly using TE domains,this policy pro-
videsan additionallayer of abstractiorfor groupingTE
domainsinto rolesandfor expressinga role hierarchy
Rolesareonly relevantfor processesFiles arelabeled
with agenericobjectr role.

The RBAC configurationcontainsfour kinds of state-
ments:role declarationsrole transitionrules,role allow
rules,androle dominancelefinitions.A role declaration
specifiesa namefor therole anda setof typesthatmay
be associateavith thatrole. This limits the setof types
thatmaybe enteredby a processn therole. Thegener
ic objectr role may be associatedvith ary type, since
objectrolesarenotrelevantto the policy.

Samplerole declarationsare shovn in Figure5. The
first declarationdefinesa systenr role for systempro-
cessesuchasinit andgetty. Theseconddeclaratiorde-
finesa userr role for ordinaryusers.Thethird declara-
tion definesa sysadnr role for systemadministrators.

A role transitionrule specifiesthe default role of a
transformedprocesshasedon its prior role andthe type
of the programexecutable.If norule is specified,then
the default role of a processs the sameasits role pri-
or to the execvecall. Samplerole transitionrules are
shown in Figure 6. The first rule specifiesthatwhena
systemprocessexecutesthe login programexecutable,
the transformedprocessshouldbe assignedhe login_r
role by default. The secondrule specifiesthat whena
systemadministratorexecutesan untrustedexecutable,
the transformedprocessshould be assignedhe userr
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allow
allow
allow

system_r
system_r
system_r

user_r;
sysadm_r;
secadm_r;

Figure7: Roleallow rules

role.

A role allow rule specifiesallowable transitionsbe-
tweenroleson anexecve If noruleis specifiedthenthe
changan roleswill notbepermitted.Additional controls
overroletransitiondhasednthetypeof the processnay
be specifiedthroughthe constaintsfile, asdiscussedn
Section3.4.5. Samplerole allow rulesareshown in Fig-
ure7. Thefirst rule grantsprocessem thesystemr role
the permissiorto transitionto the userr role. The sec-
ond and third rules provide similar permissiongo the
sysadnmr andsecadnr roles.

A role dominancedefinition specifiesa hierarchya-
mong a setof roles. A role automaticallyinherits ary
typesthatcanbeassociateavith any roleit dominatesn
the hierarchy As discussedn Section3.4.5,this domi-
nancerelationshipmayalsobe usedto defineconstraints
on specificpermissionsRole dominancedefinitionsare
not currentlyusedin the samplepolicy configuration.

3.4.3 MLS configuration The misfile containsthe
configurationinformation for the multi-level security
(MLS) policy. This policy is an extensionof the Bell

LaPadula(BLP) modelof multi-level securityin which
eachsubjectandobjectarelabeledwith arangeof levels.
If asubjectis multi-level,i.e. its low level differsfrom its
highlevel, thenit is trustedto handledataat ary level in

its rangewhile maintainingproperseparatioramongthe
differentlevels. Multi-level objectsmay be usedfor the
private stateof multi-level subjectsandfor datasharing
betweermulti-level subjects.

The MLS configurationbeginsby declaringthe sensi-
tivities anddefiningthe dominanceorderingfor them. It
thendeclaredhe categgories,anddefinedevels by speci-
fying whatcategoriesmaybeassociateavith eachsensi-
tivity. SampleMLS declarationgreshowvn in Figure8.

After the declarationspachaccesssectorpermission
is mappedo asetof MLS basepermissiongread write,
readby andwriteby). ThereadMLS basepermissioris
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sensitivity unclassified alias u;
sensitivity top_secret alias ts;
dominance { u ts }

category  nato;

category  usuk;

level u;

level  ts:nato,usuk;

Figure8: MLS declarations

class tcp_socket {

connectto : { read write }
acceptfrom : { readby writeby }

Figure9: MLS basepermissions

only grantedf thehighlevel of thesourceSID dominates
thehighlevel of thetargetSID. Thewrite MLS baseper
missionis only grantedif the target SID is single-level
andit dominatesthe low level of the sourceSID, or if
therangeof thetargetSID is a subsebf therangeof the
sourceSID. Thelatterrestrictionon writesto multi-level
targetsprotectgheintegrity of suchobjects.

The readbyandwriteby MLS basepermissionshave
the samerequirementasthe read andwrite MLS base
permissions,respectiely, with the source and target
SIDs exchangedo reflectthe target SID acting on the
sourceSID. An access/ectorpermissionis only grant-
edif all of the MLS basepermissionsassociatedvith it
aregranted.SampleMLS basepermissiormappingsare
shavn in Figure9.

The current policy configurationlanguagedoesnot
supportspecificationof MLS rangetransitionrules. A
MLS rangetransitionrule would specifythe rangeof a
new objectbasedntherangeof thecreatingsubjectand
therangeof arelatedobject. By default, the MLS range
of a processdoesnot changeacrossan execve andthe
MLS rangeof anobjectis inheritedfrom its creator

The currentpolicy configurationlanguagealso does
notsupportspecificatiorof MLS rangememberrulesfor
polyinstantiateabjects. The MLS rangeof the member
is currentlyalwaysinheritedfrom the process Hence,a
separatanemberis createdor eachdistinctMLS range
thataccessetheobject.
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user system_u roles system_r
ranges u-ts;

user sds roles { secadm_r wuserr }
ranges { u s }

user pal roles user_r

ranges { u sts }

Figurel0: userdeclarations.

3.4.4 Userconfiguration Theusesfile, or theuser
s.misfile if the MLS policy is enabledcontainsone or
moredeclarationgor usersasshovnin Figurel0. Each
userhasa correspondingset of allowed rolesthat may
be associateavith thatuser This limits the setof roles
that may be enteredby a processwith that useridenti-
ty. If the MLS policy is enabled,then eachuseralso
hasa correspondingetof allowed MLS rangeghatmay
be associatedvith the user This limits the setof MLS
rangeghatmaybeenteredy theuserandthesetof ML-
Srangeghatmaybeusedfor objectsownedby theuser
Any MLS rangethatis a subsetof one of the specified
MLS rangess allowed.

The current policy configurationlanguagedoesnot
supportspecificationof usertransitionrules. It is ex-
pectedthat the user identity of a processwill only
changehroughuserauthenticatioprogramshatexplic-
itly specifythenew identity. By default, theuseridentity
of aprocessloesnotchangeacrossanexecveandtheus-
er ownerof afile is inheritedfrom the creatingprocess.
Controlsover explicit useridentity transitionsbasedon
thetypeof theprocessnaybespecifiedhroughthecon-
straintsfile, asdiscussedn Section3.4.5.

The currentpolicy configurationlanguagealso does
not support specification of user member rules for
polyinstantiatedobjects. The userowner of the mem-
beris currentlyalwaysinheritedfrom the polyinstantiat-
ed object. Hence,separatanembersare not createdfor
differentusersof processethataccessheobject.

3.4.5 Constraints configuration Theconstaintsfile
definesadditionalconstrainton permissionsn theform
of booleanexpressiongshatmustbe satisfiedn orderfor
specifiedpermissiongo be granted. Theseconstraints
areusedto furtherrefinethetypeenforcementablesand
role allow rules. Constraintsnaycomparethe useriden-
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constrain process transition
(ul == u2 or
t1 == privuser );
constrain process transition
(rl =12 or
tl == privrole )
Figurell: Processransitionconstraints.
sid kernel system_u:system_r:kernel_t:u
sid init  system_u:system_r:init_t:u

sid kmod system_u:system_r:kmod_t:u

Figurel2: securitycontexts for initial SIDs.

tity, role, or type of the sourceandtarget SIDs. Con-
straintsmay alsocomparethe useridentity, role, or type
of either SID againsta set of specifiedusers,roles or
types.Rolecomparisonsnayalsobebasednarny dom-
inancehierarchieglefinedin the RBAC configuration.

Sampleconstraintsfor changesin useridentity and
role for processeareshavn in Figurell. Thefirst con-
straint requiresthat the useridentity remainthe same
acrossan execveunlessthe processs in atype with the
“privuser” attribute. ul andu?2 refer to the useridenti-
tiesof the sourceandtargetSIDs, respectiely. t1 refers
to the type of the sourceSID. The “privuser” attribute
would typically belimited to the domainfor login.

Thesecondonstraintrequireghattherole remainthe
sameacrossanexecveunlessheprocesss in atypewith
the“privrole” attribute.rl andr2 referto therolesof the
sourceandtargetSIDs,respectiely. Thisconstrainis in
additionto the requirementhatary role changebe au-
thorizedby arole allow rulein the RBAC configuration.
The“privrole” attribute would typically belimited to the
domainfor login. It might also be associatedvith the
domainfor a newrole programto allow usersto change
roleswithin a session.

3.4.6 Security context configuration The ini-
tial_sid_contexts file, or the initial _sid_contexts.misfile
if the MLS policy is enabled, containsthe security
context for each SID that was predefinedfor system
initialization. Eachsecuritycontext consistsof a user
arole, atypeand,if the MLS policy is enableda MLS



3 SECURITYSER/ER

3.5 Prototypedmplementation

3 2 system_u:object_r:public_t:u
system_u:object_r:public_t:u

Figure13: Securitycontets for unlabeledilesystems.

tcp 21 system_u:object_r:ftp_tiu

eth0 system_u:object_r:netif_ethO_t:u
system_u:object_r:netmsg_ethO_t:u

127.0.0.1 255.255.255.255
system_u:object_r:node_lo_t:u
10.33.1.2 255.255.255.255

system_u:object_r:nfs_clipper_t:u
system_u:object_r:nfs_clipper_t:u

Figure14: Securitycontets for network objects.

range,as shavn in Figure 12. Sincethe initial SIDs
do not correspondto authenticatedusers,they use a
systeru useridentity.

The fs_contets file, or the fs_contexts.misfile if the
MLS policy is enabledcontainsthe securitycontexts to
usewhenanunlabeledile systems mountedrom ade-
vice, asshown in Figure 13. For eachfile system,the
majorandminor device numberf thedevice arespeci-
fied, followedby thefile systemsecuritycontext andthe
securitycontext for existing filesin thefile system.f no
entryis specifiedfor a device, thenthe securitycontexts
associatedvith theinitial SIDsfsandfile areused.These
initial SIDs arealsousedfor the root file systemif it is
unlabeled sincethe securitysener is not yet initialized
whentherootfile systemis mounted.

Thenet.contetsfile, or the net contexts.misfile if the
MLS policy is enabledgontainghe securitycontexts for
portnumberspetwork interfacesnodesandNFSsener-
s, asshawvn in Figure14. The currentpolicy configura-
tion languageonly supportsports and addresse the
AF_INET addres$amily, althoughthe securitysenerin-
terfacesare more general. For eachport, the protocol
(tcp or udp) andportrangearespecifiedfollowedby the
port securitycontext. If no entryis specifiedfor a port,
thenthe securitycontext associatedvith the initial SID
port is used.

For eachnetwork interface theinterfacenameis spec-
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ified followed by the interfacesecuritycontext andthe
securitycontext for ary unlabeledmessagesecevedon
theinterface.lf noentryis specifiedfor a network inter-
face thenthesecuritycontexts associateavith theinitial
SIDs netif and netmsgare used. For eachnode,a net-
work addresanda network maskarespecifiedfollowed
by the nodesecuritycontext. The maskis appliedto the
node addresgpassedo the securitynodesid interface,
andthe resultis thencomparedo the network address.
In thecurrentimplementationtheentriesarechecledfor
a matchin the sameorderthat they are specifiedin the
configuration.If no matchingentryis specifiedfor a n-
ode, thenthe securitycontext associatedvith theinitial
SID nodeis used.

For eachNFSsener, anetwork addresanda network
maskare specified followed by the file systemsecurity
context andfile securitycontext. The maskis appliedto
thenodeaddrespassedo the securitynfs_sid interface,
andthe resultis thencomparedo the network address.
In the currentimplementation the entriesare checled
for a matchin the sameorderthatthey are specifiedin
the configuration.If no matchingentryis specifiedfor a
node thenthesecuritycontext associatedvith theinitial
SID nfsis used.

3.5 Prototype Implementation

This sectiondescribeghe implementatiorof the cur-
rentLinux securitysener prototype.The securitysener
sourcecodeis locatedin the security subdirectory In
additionto being usedto build the securitysener, this
codeis usedin combinationwith policy_scan.landpoli-
cy_parsey to build the chedkpolicy program.The chedk-
policy programis usedto compile the policy configu-
ration datainto a binary representatiorfor the security
sener. The -d option to the chedpolicy programmay
be usedto interactiely testthe securitysener functions
ona policy configuration.This option permitstestingof
a policy configurationprior to loadingit into a running
securitysener or prior to bootinga kernelwith it.

The securityinit interface of the security sener
is implementedin init.c. This function calls pol-
icydhc:policydhread to create an in-memory repre-
sentation of the policy configuration data (policyd-
b.h:policydht) from the /sspolicy file. It then call-
s policydhc:policydhload.isids to load the initial SID-
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s from the policy configurationinto the SID table
(sidtabh:sidtaht).  Finally, it sets a global flag,
ssinitialized, to indicatethatthe securitysener hasini-
tialized.

All of theotherinterfacesof thesecuritysenerareim-
plementedn services.cwith the correspondingystem
call functionsin syscalls.c Eachof the interfacefunc-
tionsdisablednterruptslocally andtakesa singleglobal
spinlock (sslock) on entryusingspinlock_irgsave and
eachfunction usesspin.unlodcirgrestoe beforereturn-
ing. Thislocking schemas likely to changeto onethat
usesreaderwriter spinlocks,sinceseveral of the securi-
ty senerfunctionsonly requirereadaccesgo its global
datastructures.Several of thesefunctionsare split into
a small stub function that handleslocking and a sepa-
rate function with the prefix unlodked. thatimplements
the interfacefunctionality. Although this separations
notcurrentlyused,t couldbeusedto permitthesecurity
senerto call oneof theunloded. functionsfrom another
functionwithout doublylocking.

3.5.1 computeav The un-
locked_securitycomputeav function setsthe sequence
numberto the valueof latestgranting, a global counter
thatis incrementedy the securityload policy function
whena new policy configurationis loaded. Then, the
function setsthe decidedvectorto containall permis-
sions, since none of the policies implementedby the
security sener prototypedeferthe computationof any
permissions.

If the securitysener hasnot yet initialized, thenthe
unloded. securitycomputeav function simply returns
therequestegbermissionsn boththedecidedvectorand
theallowedvector Hence all requesteghermissionsare
granteduntil theinitialization of the securitysener has
completed. This is necessarypecausesomepermission
checksoccurbeforethe securityinit functionis called,
e.g. fork permissionfor kernelthreadsand create per
missionfor the ICMP soclet andthe TCP resetsoclet.
Additionally, asearch permissiorcheckoccurswhenthe
securityinit functionopensthe policy configuratiorfile.

A moresecuresolutionwould beto preloadthe secu-
rity sener stateor the acceswectorcachestatewith the
exact set of permissionghat are requiredto initialize.
This initial statecould thenbe includedin the analysis
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of theoverall securitypolicy. However, sincethesystem
is still underdevelopmentthe full initial stateis notyet
known.

If the security sener has initialized, then the un-
locked.securitycomputeav function looks up the secu-
rity contexts for the SID pair in the SID hashtable
(sidtahh:sidtaht). Thesesecurity contets are stored
using a structurethat is private to the security serv-
er (contet.h:contet structt). The function then look-
s up the attributes associatedwith the class (policyd-
b.h:classdatumt).

The function setsthe valuesof the accessvectorsto
theirdefaultvalues.It thenlooksfor anaccessectorrule
in the TE accessvectortable (avtahh:avtaht) for the
typepairandclass.If arule exists,thenthefunctionsets
thecorresponding@cceswectorsto thevectorsspecified
by therule.

If the MLS policy is enabled the function thencalls
the MLS policy (mls.c:mlscomputeav) to remove ary
permissiongrom the allowed vectorthat are prohibited
by the MLS policy. The MLS policy removesary per
missionsfrom allowed that are mappedto a MLS base
permissiorthatwould be denied.

The functionthenchecksthe list of constraintsasso-
ciatedwith the classfor any constraintghatapplyto the
permissionsn allowed The constaint_expr_eval func-
tion is invoked on eachsuchconstraint.If the constrain-
t evaluatesto false,thenthe function removesthe con-
strainedpermissiongrom allowed

If the procesdransitionpermissioris beingcomputed
andthe role is changing,thenthe function looks for a
role allow rule that authorizeghe role transition. If no
suchrule exists,thenthe procesgransitionpermissioris
denied.

3.5.2 computesid The un-
locked securitycomputesid function is used for
the securitytransitionsid, securitymembersid, and
securitychange sid interfaces. It returnsthe current
processSID or the related object SID if the security
sener is not yet initialized dependingon the security
class. Although thereare currently no situationswhere
thefunctionis calledprior to initialization, it is possible
that future developmentwill introducesuch cases. If
suchcasedlo arisein the future,a bettersolutionwould



3 SECURITYSER/ER

3.5 Prototypedmplementation

beto preloadthe securitysener statewith the SIDsthat
arerequiredto initialize.

If the security sener has initialized, then the un-
locked_securitycomputesid functionlooks up the secu-
rity contets for the SID pairin the SID hashtable. The
function then setsthe useridentity for the new context
basedon which interfaceis beingused,andit initializes
the role andtype basedon the securityclass. The func-
tion thenlooksfor atyperule in thepolicy configuration.
If atyperuleexists,thenthetypeis changediccordingly

The function then appliesclass-specifidogic. For a
processijf a transitionis beingrequestedthe function
checksfor a role transitionrule and changeshe role if
aruleis found. If thereis no changein the processa-
tributes,thenthe function simply returnsthe SID of the
process.For an object,if thereis no changein the ob-
ject attributesfrom the relatedobject, thenthe function
simply returnsthe SID of therelatedobject.

The function then sets the MLS attributes from
the process context. It then calls the policyd-
b.c:policydhcontect.isvalid function to verify that the
security contet is valid. If the contect is not valid,
thenthefunctionreturnsanerror. Otherwisejt callsthe
sidtah contet to_sid functionto obtaina SID thatcorre-
spondgo thecontext andreturns.

3.5.3 sid_to_context The un-
locked securitysid_to_context function panics if it
is calledbeforethe securitysener hasinitialized, unless
the SID is predefined.In this case this functionreturns
a string containingthe nameof the initial SID. This
permits the AVC to call this function for a SID pair
whenwriting anauditrecordprior to theinitialization of
thesecuritysener.

If the security sener has initialized, then this
function looks up the security contet for the SID
in the SID hash table. It then calls the ser
vices.c:contet_structto_string function. This function
computeghe lengthof the securitycontext string, call-
ing mis.c:mlscomputecontect len to obtain the length
of the MLS fields of the string if the MLS policy is en-
abled.It thenallocatesabuffer of thatlengthusingkmal-
loc, copiesthe user role, andtype namesnto the buffer,
and calls mls.c:mlssid to_contet to write the MLS at-
tributesinto the buffer. Thefunctionthenreturns.
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3.5.4 contexttosid The un-
locked securitycontext to_sid function panics if it
is calledbeforethe securitysener hasinitialized, unless
the contet is simply the nameof aninitial SID. In this
case this functionreturnsthe correspondingnitial SID.
This is not necessarybut it is provided to parallelthe
unloded securitysid to_context function.

If the securitysener hasinitialized, then this func-
tion createsa copy of the securitycontet string that it
canmodify asit parseghe string. It thenlooks up the
username,role name, and type namefrom the string
and setsthe valuesin a security context structurefor
thesefields. This function calls mis.c:mlscontext to_sid
to setthe MLS fields in the security context structure
basedon the remainderof the string. Then, it call-
s policydh contet.isvalid to verify that the context is
valid. If the contet is valid, the function calls the
sidtah contet to_sid function to obtaina SID that cor-
respondso the context andreturns.Otherwisejt returns
anerror.

3.5.5 load_policy The securityload_policy function
calls policydhreadto createan in-memoryrepresenta-
tion of the new configuration. It then appliesthe ser
vices.c:validateclassfunctionto eachentryin the class
hashtableto verify thateachclassthatis definedunder
theexistingpolicy is still definedwith thesameattributes
in the new policy. Sincethe classand permissionval-
uesarecompiledinto the objectmanagersthe security
sener cannotpermit its valuesfor existing classesand
permissiongo changeduringsystemoperation.

After checkingthe classesthe securityload_policy
function appliesthe services.c:covert contet function
to eachentry in the SID hashtableto corvert the val-
uesof users,roles,types,sensitvities and categyoriesin
the securitycontext structurefor eachSID to the corre-
spondingvaluesin the new policy. This function call-
smls.c:mlscorvert context to corvertthe MLS fields of
thestructure After corvertingall of thevaluesthisfunc-
tion alsocalls policydh contet.isvalid to verify thatthe
contetis still valid underthenew policy. If it is not,then
the SID is removedfrom the SID hashtable.

Thesecurityload_policyfunctiontheninstallsthenew

policy configurationasthe active policy, incrementshe
latestgranting counter and calls the avc ssresetinter-
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PERMISSION(S) | DESCRIPTION
computeav Computeaccesyectors
notify_perm Notify aboutpermissions
transitionsid Computenew objectSID
membersid ComputememberSID
changesid ComputerelabelSID
sid.to_context Obtaincontext
contet_to_sid ObtainSID

load policy Load new policy

getsids Getactve SIDs

Tablel: Permissiongor thesecurityobjectclass.

faceof the AVC componento resetthe AVC. Theglobal
spin lock (sslock) is releasedefore calling the AVC.

Thisis necessarpecauseéhe AVC invokesary callback
functions registeredby the object managerdor reset-
s, andthesecallbackfunctionsmay performpermission
checksto revalidatepermissionghat areretainedin the
stateof the objectmanagers.

3.5.6 Other interfaces Sincenoneof theimplement-
ed policies basetheir decisionson the history of com-
pletedoperationsthe securitynotify_permfunctionsim-
ply returnsimmediatelywhen called. This function is
currently never called sincethe kernelobjectmanagers
have not yet beenchangedo notify the AVC of opera-
tion completion.

The securityfssid, securityportsid, securi-
ty_netifsid, securitynodesid, and securitynfssid
functions look for a matching entry from the policy
configuration.If no entryis found, thenthesefunctions
returnthe appropriatenitial SIDs. If anentryis found,
then thesefunctionscheckto seeif a SID hasalready
beenallocatedfor eachsecuritycontext in the entry. If
not, then thesefunctions call sidtabcontet to_sid to
obtaina SID for eachsecuritycontet in the entry and
cachethe SID in the entry. Thesefunctionsthenreturn
thecachedSIDs.

3.5.7 SystemCall Controls Thesecuritysener pro-

totypedefinesa securityclasswith a setof permissions
to control the ability of applicationsto usethe security
sener systemcalls,asshavn in Tablel. The predefined
securityinitial SID is usedas the target SID for most
of thesepermissionchecks.Theload_policy permission
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CONTROL REQUIREMENT(S)

CALL(S) CLASS | PERM SSID TSID
computeav security | computeav current | security
notify_perm security | notify_perm current | security
transitionsid | security | transitionsid | current | security
membersid security | membersid current | security
changesid security | changesid current | security
sid_to_context | security | sid.to_contet | current | sid
context_to_sid | security | contet_to_sid | current | security
load_policy security | load policy current | file
getsids security | getsids current | security

Table2: Controlrequirementsor securitycalls.

checkusesthe SID of the configurationfile asthe tar-
get SID to permit control over the files usedfor policy
configurationsThesid_to_contet permissiorcheckuses
the SID parameternsthetargetSID to permitindividual
controloveraccesso securitycontets. Thepermissions
currentlyrequiredto invoke eachsystemcall areshavn
in Table2. Thesepermissiorchecksareimplementedn
thesystemcall functionsin syscalls.c

Thecontet to_sid permissiorcheckcouldbechanged
to similarly usethe SID associatedvith the contet pa-
rameterasthe target SID. However, this is not current-
ly useful, sincethe SID hasalreadybeenallocatedat
thatpoint. If SID descriptorsareimplementedthenthis
checkshouldbe changedo usethe SID descriptor In
thatcasethe SID descriptorcanbereleasedf thecheck
fails.

4 AccessVector Cache

Theacceswectorcachg/AVC) is anew operatingsys-
tem componenthat providescachingof accesslecision
computationgo minimize the performanceoverheadof
the Flask securitymechanisms.This sectiondescribes
the setof interfacesprovided by the AVC to the kernel
objectmanagers.It thendescribeshe setof interfaces
providedby the AVC to the securitysener. Finally, this
sectiondescribesheimplementatiorof the AVC.

4.1 Interfacesfor the Kernel

The datatypesand function prototypesfor the AVC
interfacesprovided for the kernel object managersare
in the include/linux/flask/avc.headeffile. Theseinter-
facesareusedby the kernelobjectmanagerso perform
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permissionchecksandto notify the AVC of completed
operations. This subsectiordescribeseachof the data
typesandinterfacesusedby the kernelobjectmanager
s. For eachdatatype andfunction prototype thetypeor

prototypedefinitionis listedfollowedby a descriptionof

thetypeor function.

void avc_init(void);

The avcinit functioninitializesthe AVC. The kernel
callsthis functionafterthe supportfor dynamicmemory
allocationhasbeeninitialized (init/main.c:startkernel)
so that the AVC may allocate memory using kmalloc
Alternatively, the AVC could be changedo resere low
memoryfor its useduringthe kernelinitialization.

struct
avc_entry_t
} avc_entry ref t;

typedef avc_entry_ref {

*ae;
#define  AVC_ENTRY_REF_INIT(h) \
{ (h)->ae = NULL; }

#define
(dst)->ae

AVC_ENTRY_REF_CPY(dst,src) \
= (src)->ae

The AVC entry referencetype (avcentry.reft) con-
sists of a pointer to an entry in the AVC. The AVC
returnsa referenceto the entry usedfor a permission
check. An objectmanagemay save this referencewith
the correspondingobject for subsequenuse in other
permissioncheckson the object. An object manager
mustinitialize a referencebeforeits first usewith the
AVC_ENTRY_REF.INIT macro.An objectmanagemay
copy areferencavith the AVC_ENTRY_REF.CPYmacro.
AVC entryreferenceshouldonly bedereferencety the
AVC functions.

typedef struct avc_audit_data {
char type;
#define AVC_AUDIT_DATA FS 1
#define  AVC_AUDIT_DATA_NET 2
union {
struct  {
struct  dentry  *dentry;
struct inode *inode;
} fs;
struct  {
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*netif;
struct  sk_buff
struct sock *sk;
__ulé port;
__u32 daddr;
} net;
J VK

} avc_audit_data_t;

char
*skb;

#define  AVC_AUDIT_DATA_INIT(_d,_t) \
{ memset((_d), o, \
sizeof(struct avc_audit_data)); \
(_d)->type = AVC_AUDIT_DATA_##_t, }

The AVC audit datatype (avcaudit datat) consists
of object or parameterinformation provided by the
objectmanageffor the AVC to usewhena permission
check is audited. This data supplementsthe audit
information directly available to the AVC (i.e. the
SID pair, the class, the requestedpermissions,and
information aboutthe currentprocess). The type field
indicateswhat type of datais being provided by the
object managerto the AVC. Currently two types
are supported: file system (AVC_AUDIT_DATA_FS)
and networking (AVC_AUDIT_DATA_NET). The
AVC_AUDIT_DATALINIT macromay be usedto initial-
ize the datawith a specifiedtype.

If thefile systentypeis usedthentheobjectmanager
may seteitherof thefieldsin the fs structureto identify
the file involvedin a permissioncheck. If a dentryfor
thefile is available,thenthe dentryfield shouldbe set.
Otherwisetheinodefor thefile maybeset.

If thenetworkingtypeis usedthentheobjectmanager
may setary of thefieldsin the net structure. The netif
field maybe setto identify a network interface. The skb
field may be setto identify a packet. The sk field may
be setto identify a soclet. The port field may be setto
identify a port number The daddr field may be setto
identify anlPv4 address.

inline int avc_has_perm_ref_audit(
security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
access_vector_t requested,
avc_entry_ref _t *aeref,

avc_audit_data_t *auditdata);
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The avchaspermrefaudit inline function deter
mineswhethertherequestegermissionaregrantedor
the specifiedSID pairandclass.If aeref refersto avalid
AVC entryfor this permissiorcheck thenthereferenced
entryis used.Otherwisethisfunctionobtainsavalid en-
try andsetsaeref to referto this entry. To obtainavalid
entry, this functionfirst searcheshe cache.If this fails,
thenthis functioncallsthe securitycomputeavinterface
of the securitysener to computethe access/ectorsand
addsa new entry to the cache. If the appropriateaudit
acceswyector(auditallowor auditdeny in the entryindi-
catesthat the permissioncheckshouldbe audited,then
this function auditsthe permissioncheck,usingthe au-
ditdataparameteto supplementheauditinformation.

This function returns O if permissionis granted.
If the security sener returnsan error upon a securi-
ty_computeav call, thenthis function returnsthaterror.
If the securitysener returnsa sequenceumberthatis
lessthanthelatestpolicy changesequenc@&umberthen
thisfunctiondiscardghesecuritysenerresponsandre-
turns-EAGAIN. If permissioris denied,thenthis func-
tion returns-EACCES

The kernel objectmanagersall this function to per
form permissionchecks. Kernel object managersnay
alsousevariantsof this function, suchasavc.hasperm
avc_has permaudit, and avc_has permref, in orderto
omit the referenceor audit dataparametersKernelob-
jectmanagersnay alsousemacroversionsof this func-
tion, suchas AVC_ HASPERMREF, AVC HAS PERM
and AVC_HAS PERMAUDIT, in orderto automatically
includethe classnamein the permissiorsymbol.

inline int avc_notify_perm_ref(
security_id_t ssid,
security id_t tsid,
security _class_t tclass,
access_vector_t requested,
avc_entry_ref t *aeref)

The avcnotify_permref inline function notifies the
AVC componenthatanoperatiorassociatedvith there-
guestedpermissiondhascompletedsuccessfully If ary
of therequestegbermissionsarein the notify accesvec-
tor of the correspondingAVC entry; thenthis function
calls the securitynotify_perm interface of the security
senerto notify the securitysener thatthe operationhas
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completedsuccessfully If aeref refersto a valid AVC
entry for therequestegermissionsthenthe referenced
entryis usedto obtainthe notify vector Otherwise this
function obtainsa valid entry and setsaeref to referto
thisentryin thesamemannerasavc haspermrefaudit

This function returns0 if the notificationis success-
ful. If the securitysener returnsan error upona secu-
rity_computeav call or a securitynotify_permcall, then
this function returnsthaterror. If the securitysener re-
turnsasequencaumberthatis lessthanthelatestpolicy
changesequenc@umberthenthis functiondiscardshe
securitysenerresponsandreturns-EAGAIN.

Thekernelobjectmanagerfiave notyetbeenchanged
to call this function. Kernelobjectmanagersnay also
usea variantof this function, avc notify_perm in order
to omit thereferenceparameterKernelobjectmanager
s may alsousemacroversionsof this function, suchas
AVC_NOTIFY_.PERMREFandAVC_NOTIFY_PERM in
orderto automaticallyincludethe classnamein the per
missionsymbol.

#define AVC_CALLBACK_GRANT1
#define  AVC_CALLBACK_TRY_REVOKE
#define AVC_CALLBACK_REVOKE 4
#define  AVC_CALLBACK_RESET 8
#ifdef ~ CONFIG_FLASK_AUDIT
#define  AVC_CALLBACK_AUDITALLOW_ENABLEL6
#define  AVC_CALLBACK_AUDITALLOW_DISABLB2
#define  AVC_CALLBACK_AUDITDENY_ENABLE 64
#define  AVC_CALLBACK_AUDITDENY_DISABLE28
#endif
#ifdef ~ CONFIG_FLASK_NOTIFY
#define  AVC_CALLBACK_NOTIFY_ENABLE 256
#define  AVC_CALLBACK_NOTIFY_DISABLE 512
#endif
int avc_add_callback(
int  (*callback)(
__u32 event,
security id_t ssid,
security_id_t tsid,
security _class_t tclass,
access_vector_t perms,
access_vector_t *out_retained),
__u32 events,
security_id_t ssid,
security_id_t tsid,
security_class_t tclass,



4 ACCESSVECTORCACHE

4.2 Interfacedfor the SecuritySener

access_vector_t perms);

The avcadd.callbadk function registers an objec-
t managecallbackfunctioncallbadk with the AVC com-
ponentfor policy changenotifications. Whenthe secu-
rity sener callsan AVC interfacethatcorrespond$o an
eventin the seteventswith a SID pair, classand per
missionghatmatchssid tsid, tclassandperms the AVC
componentallstheregisteredcallbad functionwith the
parametersprovided by the security sener. The call-
bad functionmaythenupdateary affectedpermissions
thatareretainedin the stateof the objectmanager The
wildcard SID, SECSIDWILD, may be usedfor the ssid
andtsid parameterso matchall SID values.Permission
vectorsmatchif they have a non-nullintersection.The
meaningof eacheventvalueis explainedin the descrip-
tion of the correspondingnterfacein the next subsec-
tion. Callbackfunctionshave not yet beenimplemented
for the kernel object managersso this function is not
currentlycalled.

4.2 Interfacesfor the Security Serer

The function prototypes for the AVC interfaces
provided for the security sener are in the in-
clude/linux/flask/avss.hheaderfile. Theseinterfaces
are usedby the securitysener to managethe cacheas
neededfor policy changes. This subsectiondescribes
eachof theseinterfaces. For eachinterface, the func-
tion prototypeis listed followed by a descriptionof the
interface.

int avc_ss_grant(

security_id_t ssid,
security id_t tsid,
security_class_t tclass,
access_vector_t perms,

__u32 seqno);

The avcssgrant function grants previously denied
permissiongor a SID pair andclass.Thewildcard SID,
SECSIDWILD, maybeusedfor thessidandtsid param-
etersto matchall SID values.This functionaddstheper
missionsin permsto the allowedvectorin any matching
entriesin thecache lt thencallsary callbacksegistered
by anobjectmanageffor the AVC_CALLBACK_GRANT
eventwith a matchingSID pair, classand permissions.

23

Permissionvectorsmatchif they have a non-nullinter-

section. This function updatesthe latestpolicy change
sequenceumberto the greaterof its currentvalueand
theseqgnovalue.

int avc_ss_try revoke(

security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
access_vector_t perms,

__u32 seqgno,

access_vector_t *out_retained);

The avcsstry_revoke function tries to revoke previ-
ously grantedpermissiondor a SID pair and class,but
only if they arenotretainedn the stateof anobjectman-
ager If ary of thepermissionsn permsareretainedthe
retainedpermissionsare returnedin outretained The
wildcard SID, SECSIDWILD, may be usedfor the ssid
andtsid parameterso matchall SID values. This func-
tion calls any callbacksregisteredby an objectmanag-
er for the AVC_CALLBACK_TRY_REVOKE eventwith a
matchingSID pair, classand permissions. Permission
vectorsmatchif they have a non-nullintersection.Each
callbackis expectedto identify which matchingpermis-
sionsareretainedn the stateof the objectmanagerThe
setof retainedpermissionseturnedby eachcallbackis
addedto outretained This functionthenremovesary
permissionsn permsthatwerenotretainedfrom the al-
lowedvectorin ary matchingentriesin the cache.This
functionupdateghelatestpolicy changesequenc&um-
berto thegreaterof its currentvalueandthe segnovalue.

int avc_ss_revoke(

security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
access_vector_t perms,

__u32 seqno);

The avc.ssrevoke function revokespreviously grant-
ed permissiondor a SID pair andclass,evenif they are
retainedin the stateof an objectmanager The wildcard
SID, SECSIDWILD, may be usedfor the ssid andtsid
parameterg¢o matchall SID values. This function re-
movesary permissionsn permsfrom the allowedvec-
tor in ary matchingentriesin the cache. It thencall-
s ary callbacksregisteredby an objectmanageffor the
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AVC_CALLBACK_REVOKE eventwith a matchingSID
pair, classandpermissions Permissiorvectorsmatchif
they have a non-nullintersection. Eachcallbackis ex-
pectedto revoke ary matchingpermissionghat arere-
tainedin the stateof the objectmanager This function
updateghe latestpolicy changesequenceumberto the
greaterof its currentvalueandthe segnovalue.

int avc_ss_reset(__u32 seqno);
Theavcssresetfunctionflushesthe cacheandreval-
idatesall permissiongetainedin the stateof the objec-
t managers.This function invalidatesall entriesin the
cache.lt thencallsary callbacksregisteredby anobject
manageffor the AVC_CALLBACK_RESETevent. Each
callbackis expectedto revalidate permissionghat are
retainedin the stateof the object managerby calling
avc has permref audit or oneof its variants.This func-
tion updateghelatestpolicy changesequenc@umberto
thegreaterof its currentvalueandthe segnovalue.

int avc_ss_set_auditallow(

security id_t ssid,
security_id_t tsid,
security_class_t tclass,
access_vector_t perms,
__u32 seqno,

__u32 enable);

Theavc sssetauditallowfunctionenable®r disables
auditingof grantedpermissiongor a SID pair andclass.
The wildcard SID, SECSIDWILD, may be usedfor the
ssidandtsid parameterto matchall SID values.Theen-
ableflag shouldbe 1 to enableauditingandO to disable
auditing. This function addsor removes,dependingon
the value of enable the permissiondgn permsfrom the
auditallowvectorin ary matchingentriesin thecache.lt
thencallsary callbacksregisteredby an objectmanag-
er for the AVC_CALLBACK_AUDITALLOW_ENABLE or
AVC_CALLBACK AUDITALLOW_DISABLE event with
amatchingSID pair, classandpermissionsPermission
vectorsmatchif they have a non-nullintersection.This
functionupdateghelatestpolicy changesequenc@&um-
berto thegreaterof its currentvalueandthesegnovalue.

int avc_ss_set_auditdeny(

security id_t ssid,
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security_id_t tsid,
security_class_t tclass,
access_vector_t perms,

__u32 seqgno,
__u32 enable);

Theavc sssetauditdenyfunctionenableor disables
auditingof deniedpermissiondor a SID pair andclass.
It hasthesamebehavior asavc ss setauditallow, excep-
t thatit modifiesthe auditdenyvectorandit is associ-
atedwith the AVC_CALLBACK_ AUDITDENY.ENABLE
andAVC_CALLBACK_AUDITDENY.DISABLEevents.

int avc_ss_set_notify(

security_id_t ssid,
security_id_t tsid,
security_class_t tclass,
access_vector_t perms,
__u32 seqgno,

__u32 enable);

The avc ss setnotify function enablesor disablesno-
tification of completedoperationsfor a SID pair and
class.It hasthe samebehaior asavc ss setauditallow,
exceptthat it modifiesthe notify vectorandit is asso-
ciatedwith the AVC_CALLBACK_NOTIFY_ENABLEand
AVC_CALLBACK_NOTIFY_DISABLEevents.

4.3 Implementation

This subsectiordescribeghe implementationof the
AVC. The include/linux/flask/avc.iheaderfile contains
the inline AVC functionsthat are called by the kernel
objectmanagers.The kernel/avc.csourcefile contains
therestof theimplementatiorof the AVC.

The avcinit interfaceis implementedn avc.c This
function allocates memory for all of the cache en-
tries using kmalloc and addsthem to an internal free
list. This function also allocatesa page of memo-
ry using __getfreepage to use as a huffer for the f-
s/dcatec:d_pathfunctionwhencreatingpathnamesor
auditrecords.

Both avc has permref.audit andavc.notify_permref
are implementedas inline functionsin avc.h Each
of thesetwo functions disablesinterruptslocally and
takes a single global spin lock (avclock) on en-
try using spinlock.irgsave and each function uses
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spinunlodcirgrestoe before returning. The avclock
is releaseeforecalling securitycomputeav andreac-
quireduponthe returnfrom that call sothatthe AVC is
not locked during the accessrectorcomputationby the
securitysener. Similarly, the avclock is releasede-
fore calling securitynotify_perm The two inline AVC
functionscall avc.c:avclookupto searchthe cacheand
avc.c:avcinsertto add a new entry to the cache. The
avc has permrefaudit functioncallsavc.c:avcaudit to
auditpermissiorchecks.

The avc.c:avcaudit function uses printk to log
whetherpermissionwas grantedor denied,the names
of therequesteghermissionsthe securitycontexts of the
SID pair, andthenameof theclass.If thecurrentprocess
hasa nonzeroPID, thenthe PID andexecutablepathof
thecurrentprocessarealsologged. The executablepath
is determinedby using the fs/dcate.c:d_path function
ontheexecutables dentry,

If file systemaudit datais set, thenthe path, device
numberandinodenumberarelogged. The pathis like-
wise determinedusingd_path If networking audit da-
tais set,theninformationabouteachfield thatis setin
the net structureis logged. If the soclet field is setto
an AF_INET soclet, thenthe local andforeign address-
esof the soclet arelogged. If the soclet field is setto
an AF_UNIX soclet, thenthe path or abstractnameis
logged. If the abstractnamespacewas used,thenthe
initial NULL characteiis replacedwith an“@” charac-
ter. If the pacletfield is setto anIPv4 paclet, thenthe
sourceanddestinationaddressearelogged. If the net-
work interfacefield is set,thenthe nameis logged.

The avcssgrant, avcsstry_revoke, avcssrevolke,
avcsssetauditallow, avcsssetauditdeny and
avcsssetnotify functions are implementedin avc.c
Eachof thesefunctionscalls avc.c:avccontol with the
correspondingevent value. The avccontol function
calls avc.c:avcupdatecadhe to updateary matching
entriesin the cache,and avc.control calls eachof the
callbacksregisteredfor the eventwith matchingparam-
eters. If the eventis AVC_CALLBACK_TRY_REVOKE,
then avcupdatecache is not called until after the
callbacks have been called, since the function must
obtainthe setof retainedpermissiongrom the callbacks.
The avcupdatecache function disables interrupts
locally and takes the global spin lock (avclock) on
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entry, releasingthe lock and enablinginterruptsbefore
returning. The avc.control function disablesinterrupts
andtakesthelock only to updatethelatestpolicy change
sequencaumber

The avcssreset function is also implementedin
avc.c This function disablesinterruptsand takes the
global spin lock to invalidate the cache. Then, af-
ter enabling interrupts and releasing the lock, this
function calls each of the callbacks registered for
the AVC_CALLBACK RESET event. Finally, the
avc.ssresetfunction disablesinterruptsand takes the
lock againto updatethe latestpolicy changesequence
number

5 ProcesdManagement

This sectiondescribeghe designandimplementation
of theFlasksecuritymechanisméor Linux processnan-
agement.

5.1 Design

In this section,the designof the Flasksecuritymech-
anismsin the Linux processmanagementomponenis
described.This sectionbegins by discussinghe object
classeshatrequirecontrol. Next follows a discussiorof
the new permissions.Thenthe control requirementdor
the processmanagemensystemcalls are outlined. Fi-
nally, the changego the API aredescribed.

5.1.1 Object Classes Processesare the major ab-
stractionin the processmanagementomponent. The
processobject class was defined for this abstraction.
Whena processs created,t is assignedhe SID of its
parent.ThatSID mayonly be changedvhena new pro-
gramis executed. Unlessotherwisespecified,the new
SID depend®ntheold SID andthe SID of thenew pro-
gram.Sincethe computatiorof the new securitycontext
may involve policy-specificlogic, it mustbe computed
by the securitysener.

An additionalobjectclass,capability, was definedto
control the useof Linux capabilities. It is sufficient to
only checkcapabilityuse,but it could alsobe usefulto
placecontrolsover their distribution that could augment
thecurrentapproach However, atthistime thatwill not
bedone.



5 PROCESSMANAGEMENT

5.1 Design

PERMISSION(S)| DESCRIPTION
execute Execute
transition SID Transition
entrypoint Entervia program
sigkill Signal

sigstop

sigchld

signal

fork Fork

ptrace Trace

getsched Getschedulanfo
setsched Setschedulenfo
getsession Getsession
getpgid Getprocesgroup
setpgid Setprocesgroup
getcap Getcapabilities
setcap Setcapabilities

Table3: Permissiongor the procesmbjectclass.

5.1.2 Permissions Table3 shavsthepermissionsle-
finedfor the procesamanagementomponent.The pro-
cessxecutepermissions usedto controltheability of a
procesgo executefrom agivenexecutablemage.Thisis
distinctfrom thefile executepermissionwhichis usedto
controltheability of aprocesgo initiate the executionof
aprogram.SinceLinux onthex86 doesnotsupportread
without executepermission®©n memorypagesthe best
degreeof control that can be obtainedin secureLinux
will befrom the processxecutepermissiorcheckthatis
done. The implication of this is thatit will be possible
for a processo be tricked into executingmemorythat
waswritten asdata. This problemwould not be present
onotherarchitectureshatdo not have this limitation.

Thetransitionpermissions usedto controltheability
of a procesdo transitionfrom one SID to another The
entrypointpermissionis usedto control what programs
may be usedasthe entry point for a given processSID.
This permissioris similar to the procesexecutepermis-
sion, exceptthatit is only checledwhena procesdran-
sitionsto anew SID. Hence the securitypolicy candis-
tinguishbetweernwhatprogramsmay be usedto initially
entera given processSID andthe full setof programs
thatmay be executedby thatprocessSID.

This entrypointpermissionis especiallynecessaryn
an ervironmentwith sharedlibraries, since most pro-
cessesnustbeauthorizedo executethesystendynamic
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loader Without separatecontrol over entry point pro-
grams,ary securitylabel could be enteredcby executing
the systemdynamicloader Separatentry point control
is alsonecessaryn orderto supportsecuritylabel tran-
sitions on scripts, sincethe new securitylabel mustbe
authorizedo executethe interpreterandthe script.

Separatgermissiongor eachsignal could easily be
defined but until empiricalevidencesuggestshisis nec-
essarythis will notbedone. Separatg@ermissionsvere
definedfor the SIGKILL and SIGSP signals,sigkill,
sigstoprespectiely, sincethesesignalscannotbecaugh-
t or ignored. A separatepermission,sigcld was also
definedto control the SIGCHLD signal becausesxperi-
encedemonstratethatit wasusefulto controlthis signal
separately A single permissionsignal, will be usedto
controltheremainingsignals.

Theptracepermissioris usedo controltheability of a
procesgo traceanothemprocessThegetshed setsted
getsessiongetpgid setpgid getcap and setcappermis-
sionsare usedto control the ability of a procesgo ob-
sene or modify the correspondingattributes of anoth-
er process. Additional potentialcontrolsfor scheduling,
sessionsprocessgroups,and capabilitiesare discussed
in Section10.

Currently a separatepermissionfor eachLinux ca-
pability is definedfor the capability objectclass. This
allows control over all of the abstractiongor which ca-
pabilities are currently defined. In the future, the con-
trol pointsfor eachcapabilitywill requirereexamination
to determindf the capability permissionis sufficient to
controltheresource.

5.1.3 Control Requirements Table4 shovsthecon-
trol requirementgor processmanagemensystemcalls.

In it, the control requirementdor eachsystemcall are
specified,where eachcontrol requirementis described
by theclasspermissionsourceSID, andtargetSID used
in apermissiorcheck.Sincemultiple callsmayhave the
samerequirementsmorethanonecall may be listedin

theleftmostcolumnof a singletableentry. In this case,
all of therequirementsn thattableentry applyto all of

thecalls. In thetable,the pathtarget SID indicatesthat
thepermissiorcheckshouldbe appliedto eachdirectory
in the path prefix, andthe directoryclassis abbreviated
by dir.
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CONTROL REQUIREMENT(S)
CALL(S) Class Permission| SourceSID | TamgetSID
execwe Dir search Current Path
File execute Current File
Process| transition Current New
Process| entrypoint | New File
Process| execute New File
Process| ptrace Parent New
FD inherit New FD
kill Process| sigkill Current Tamget
sigstop
sigchld
signal
wait Process| sigkill Child Current
sigstop
sigchld
signal
fork Process| fork Current Current
clone
uselib Process| execute Current File
ptrace Process| ptrace Current Tamet
getpriority Process| getsched Current Tamet
getscheduler|
getparam
setpriority Process| setsched Current Tamet
setscheduler
setparam
getsid Process| getsession| Current Tamet
getpgid Process| getpgid Current Tamet
setpgid Process| setpgid Current Tamet
capget Process| getcap Current Tamet
capset Process| setcap Current Tamet
Table4: Processvanagemen€ontrolRequirements.
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The execvesystemcall is the mostcomplicatedpro-
cessmanagementall to control. Therearetwo relevant
file systempermissiorchecksthesearch checkbetween
theprocessSID andSID of eachcomponenbf the path-
nameto verify thatthe programcanbe accessedndthe
executecheckbetweenrthe currentprocessSID andnew
programs SID to verify thatthe programcanbeinitiated
by a procesawith that SID. Thefile systemcontrolsare
describedn Section 6.1. A processexecutecheckbe-
tweenthe new processSID andthe new programSID is
doneto verify thatthe new processmagecanexecutein
thesecuritycontext of theprocess.

SinceLinux supportsa variety of binary formatsthat
mustbe handledduring the execvesystemcall, not on-
ly mustaccesgo the programthatis to be executedbe
controlled,but accesgo whateser programsare usedto
supportthe executionof that programmustalsobe con-
trolled. An exampleof thisis thatwhenascriptis execut-
ed,accesso thescriptmustbe checledaswell asaccess
to theinterpreterof the script. Similarly, executecheck-
s for sharedibrariesareneeded.In addition,execution
checkswill be placedin the Linux-specificsystemcall,
uselib to controlaprocessability to specifyaparticular
sharedibrary duringexecution.

Theability of aprocesso changéts SID mustbecare-
fully controlled.Thisis doneduringthe execveprocess-
ing sincethisis theonly placewhereaprocessSID may
changeWhetherthenew SID is specifiedor resultsfrom
adefault transition,the transitionpermissionis checled
betweenthe old andnew SIDs, andthe entrypointper
missionis checled betweenthe new SID andthe pro-
gram SID. SID transitionson executablescriptsare not
preventedasis currentlydonein Linux with setuidtran-
sitions. Transitionsare prevented,however, if the pro-
cessis sharingpartsof the processstate,suchasthefile
descriptortableor signalhandlersascould be the case
whencertainvaluesfor theflagsaresuppliedto clone If
theprocesss beingtraced thenthe ptracepermissioris
checledbetweerthe parentprocessandthenew SID.

Whena SID transitiondoesoccurit is alsonecessary
to revalidateary descriptorsThe needto controlfile de-
scriptorsis further discussedn section 6.1. Theinherit
permissiorfor file descriptords checledfor eachopen
descriptor Any descriptorthat doesnot passthe check
will beclosed.Oneconsequencef thisis thatit is quite
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possiblethatstdin stdout andstderrcould be unexpect-
edly closedon anexecve Thisis only anincorvenience
exceptin theconstructiorof commandipelines.Several
optionsto minimizethisimpactexist. It maybe possible
to addresghis solely within the currentframewnork with
correctpolicy specification.lt may prove worthwhile to
controlthesedescriptorseparatelfrom therest. It may
alsobe practicalto modify the shell or constructspecial
wrapperprogramsto handledescriptorinheritanceand
securitytransitionsproperly The issueis still being s-
tudied.

The sigkill, sigstop sigchld and signal permissions
wereaddedto controlwhetherparticularsignalsmay be
sentto a processwith a given SID. As signalsareonly
generatedrom within thekernelor local processeer
missioncheckingwill only be donewhenthe signalis
sentandwill notberequiredwhenit is receved. Before
a signal can be deliveredthe appropriatepermissionis
checledbetweerthe sendeandrecever SIDs. Because
thefcntl call canbe usedto setthe recipientof a signals
generatedrom asynchronoufO, theSID of theprocess
mustbesavedin thedescriptiorto allow appropriatesig-
nal checkingto be donewhenthe kernelgenerateshe
signal.

The ability of one processto wait on anotherneeds
to be controlledbecausénformationcanbe passedvith
theexit status.Originally, thedesigncalledfor aprocess
wait permissionlt wasplannedhatwheneerasecurity
contet transitionwasto occur, this permissiorwould be
checledto determinef the parentprocessvould beable
to wait onthe child. If so,thennormalprocessingould
proceed.However, if the parentwasto be forbiddento
wait on the child, the child would have beenreparent-
edto the init processandthe parentawakenedwith an
appropriateerror status. This approachhadto be aban-
donedbecausd proveddifficult to guarante¢heprocess
groupsemantic®of Linux.

The sameeffect can be more cleanly achieved with
the signalpermissionsWhenthewait systemcall is ex-
ecuted the procesawill only beallowedto wait if there
is a child procesghat matcheghe argumentto the cal-
| thatis permittedto sendits exit signalto the process.
Thisexit signalis setduringprocessreationandcannot
be changed. If the permissioncheckfails and no oth-
er matchingchildren processeshat can sendtheir exit
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signalto the parentexist, the calling processs givenan
errormessagéndicatingthatno child wasfound.

Whena procesaindegoesa SID transition,it is possi-
blethatthepolicy will nolongerpermitasignalto bede-
liveredto any processewaiting onthatprocessvhenthe
transformedprocesgerminates.To ensurehatawaiting
processs notleft waiting in suchsituations SID transi-
tions causewaiting processe$o be awakened. Waiting
will continueonly if it is in accordancevith thepolicy.

Control of the exit systemcall is not required. The
two issuesassociatedvith it, receving exit statusinfor-
mation and being signaledby a child processare han-
dled by the checkingdonefor the wait call and signal
mechanismA sideeffect of this decisionis thata zom-
bie procesanay beretainedin the procesdableuntil its
parentdiessinceits parentmay be preventedfrom reap-
ing it. In thatcase the zombiedprocesswill have to be
reparentedo the init processfor reaping,a mechanis-
m alreadypresentin Linux. To make this designwork
properly it mustbe possiblefor all processeggegardless
of their securitydomain,to signaltheinit procesgo en-
surethatit will beableto reaporphanedgrocessesThis
couldbeguaranteedsingthesecuritypolicy mechanism
or throughcodemodificationsto the signalmechanism.

An additionalramificationof usingsignalcontrolsto
handlewait and exit notificationscomesas a result of
aPOSIXrequiremen{POSIX3.2.2.2)to signalary pro-
cesgroupwith stoppedobswhichbecomesrphaneds
aresultof anexit. If aprocessasundegoneaSID tran-
sition afterit hasdoneone or more forks, its deathwill
causea signalto be sentto thosechildren eventhough
thepolicy might prohibitit.

Linux presentsan additionalissuewith regardto sig-
nalsandexiting. It is possiblefor a procesdo setthesig-
nalthatit will recevewhenits parentexits. Thechecking
in the signalmechanisnwill determinef this signalcan
bedelivered but it maybedesirabldo controltheability
to usethe prctl systemcall which setsthis signal. This
issueis still beingexplored.

BecauseSID transitionsdo not occurduring the fork
systemcall, mostsecuritypolicieswould not requirethe
explicit controlof this call. Somepolicies,however, may
have a needto restricta process’ability to createa new
process.Thefork permissiorwasaddedto supportsuch
policies. It is checledduring callsto fork andits Linux-
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specificgeneralizatiortlone

The ptrace call is controlled using the ptrace per
mission. This permissionis initially checled upon
a PTRACEATTACH or PTRACE.TRACEME request.
In the caseof PTRACE_.TRACEME, the permissionis
checledbetweenthe parentprocessandthe calling pro-
cess. Otherwise,it is checled betweenthe calling pro-
cessandthetargetprocessThepermissioris alsoreval-
idatedon the otherptracerequestsincethe calling pro-
cessmay have changedts SID or the policy may have
changed.As describedearlier the ptrace permissionis
alsochecledduringexecvef the SID of atracedprocess
changesFinally, the ptracepermissioris checledwhen
aprocesattemptgo accesshe menfile of anotherpro-
cessn theprocfsfile system.

The  getpriority, schedgetsheduler and
sched getpaam calls are controlled using the getsthed
permission. The setpriority, schedsetsteduler and
sched setpaem calls are controlled using the setstied
permission. The getsid getpgid and setpgidcalls are
controlled using the getsession getpgid and setpgid
permissionsrespectiely. The capget and capsetcalls
are controlledusingthe getcapand setcappermissions,
respectiely. Thesepermissionsare checled between
the calling processaandthetargetprocessf they differ.

Most systemcalls thatrequiresuperuseprivilegesto
run shouldalso be controlledby the policy. For these
calls, it may only be necessaryo assigna permission
thatdeterminesf aprocessith agivenSID canexecute
the call. Sincethe Linux capabilitymechanisralready
controlsmary of thesecalls, the capability permissions
areusedto make themsubjectto the centralsecuritypol-
icy. The sourceandtarget SIDS usedin the capability
permissiorcheckingareboththatof the currentprocess.
Capabilitiesarediscussedurtherin Sectionl10.

Systemcalls that only permita procesgo obsere its
own private stateor to modify its own unprivilegedpri-
vatestatetypically donotrequirecontrols.Someof these
calls arelisted in Table5. Otherprocessmanagement
systemcalls may needto be controlledby the policy. A
review of the systemcall interfaceto determinethe set
of callsthatneedadditionalcontrolsis describedn Sec-
tion 10.

Editorial Note:
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DESCRIPTION
Obtaincurrentprocessnformation

CALL(S)
get*uid
get*gid
getgroups
getitimer
getpgrp
getpid
getppid
getrlimit
getrusage
signal
sigaction
sigalstack
sigprocmask
sigpending
sigsuspend
nanosleep
pause

Signalhandling

Pauseexecution

Table5:

quirements.

ProcesdManagemenBystemCalls without Control Re-

execve _secure(..., sid)
Executeafile with a specifiedSID.

getsecsid()
GettheSID of currentprocess.

getosecsid()
Getthe SID of currentprocesgrior to thelastexecve

Figure 15:  New Linux processmanagemensystemcalls for
security-avare applications.

Tables4 and5 respectiely will be augmentedo include
all PM systemcallsthatdo or do notrequirecontrol.

5.1.4 API extensions Figure 15 lists the new pro-
cessmanagemensystemcalls for security-avareappli-
cations. A new call, execvesecue, wasaddedto allow
a security-avare applicationto specify a new SID for
thetransformedrocessesultingfrom theexecutionof a
new program.Currently thistheonly wayto allow apro-
cessto specifya SID to whichit will transition. The ex-
ecvecall will beawrapperaroundthis call thatrequests
thetransitionSID to be calculatedoy the securitypolicy.
Two other systemcalls, getsecsidand getosecsidwere
addecto allow a procesgo getits SID andits SID prior
to thelastexecvecall respectiely.
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STRUCT FIELD
task sid
osid
avc_ref
linux_binprm | sid
fown_struct sid

Table6: Changego processnanagemendatastructuresfor label-
ing.

5.2 Implementation

In this section,the implementatiorof the Flasksecu-
rity mechanism#n theLinux processnanagementom-
ponentis described. This sectionbegins by discussing
theimplementatiorof supportfor labelingprocessnan-
agemenbbjects. Then,the implementatiorof the new
systemcalls is described. Finally, the mappingof the
controlrequirementso the codeis specified.

5.2.1 Labeling Only minimalmodificationgo Linux

datastructuresarerequiredto supportthe processnan-
agementabelingrequirementsasshovn in table6. New

fields for the SID of a processandits SID prior to the
last call to exec were addedto the task structure. To

allow the systemto function properly, the INIT_TASK

definedin include/linux/sbed.hhadto be modified to

initialize thesenew fields to the initial SID definedin

flask/initial_sids A pointerinto the accessectorcache,
avc ref, wasalsoaddedo thetaskstructureto beusedas
a performanceenhancingint to theaccesvectorcache
entry likely to containthe resultsof permissioncheck-
ing for that process. A SID field wasrequiredin the
linux_binprm structurewhich is usedduring exec pro-
cessingto preparethe transformecdbinary imageof the
process. Lastly, a SID field was also requiredin the
fown_structto allow properpermissiorcheckingon sig-

nalsgeneratedby asynchronou§O.

5.2.2 API Extensions The existing Linux APl was
extendedto includean execvesecue systemcall which
hasoneadditionalparameteto specifythe securitycon-
text for the transformedprocess. The main routine for
execveprocessingdo_execvein fs/exec.G wasrenamed
to bedo_execvesecuk, andanadditionalparametewas
addedfor the SID of the specifiedcontext. A new
do_execvethat calls do_execvesecue with a null SID
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was addedto handlethe existing execvecall. Whena
null SID is encounterediuring processingthe security
sener is consultedvia the securitytransitionsid inter-
facefor adefault SID thatwill beused.

The two new processnanagemensystemcalls were
straightforvardly implementedn the sysgetsecsidand
sysgetosecsidroutinesaddedto kernel/sted.c Like
other similar calls, thesetake no argumentsand return
the appropriateelementof the task structureas pointed
to by current As theinformationis requesteanly in the
context of the calling processno securitycheckingwas
requiredfor thesecalls.

All threecallswereaddedto the new securitylibrary
libsecue anda new headefile, proc_secue.hwascreat-
ed. Additionally, new _secue versionsof theotherforms
of execwhich allow the specificationof a securitycon-
text wereaddedo thislibrary. Alternatively, thesecould
have, andprobablyshouldhave, beenplacedin the C Ii-
brary They wereaddedto this new library for easeof
implementatiorandfor portability reasonandwill like-
ly bemovedto theC library in thefuture.

5.2.3 Control Requirements The processmanage-
ment permissionswere definedin flask/accessectors

andinterpretedfor eachcomponenpolicy in the appro-
priatefiles in policy. It is throughthesepolicy files that

theneedto allow every procesdo signaltheinit process
wasaddressedPermissiorchecksusingthe AVC inter-

facewereaddedat variousplacesthroughoutthe kernel
asneeded.

A convenient location to place the execve access
checkswas in the prepare_binprm kernel routine used
in the implementationof the execvecall. This routine
was the natural choice becausdt is usedfor loading
the executablerequestedn the systemcall aguments
and also ary other executablesindicatedby the bina-
ry image header The specifiedSID for the new pro-
cessimagewas madeaccessibldrom the linux_binprm
structurebuilt for the call. The other SID valuesnec-
essaryfor permissioncheckingwere alreadyaccessible
from within this routine. In general placingthe access
checksin this routine madeit unnecessaryo placead-
ditional checksin all of the individual binary handler
s. However, it wasnecessaryo addprocessexecuteand
file_executecheckdn theELF binaryhandlersinceit was
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possiblethatit couldcall otherinterpretershatotherwise
would have goneunchecled. Thesecheckswereadded
to do_load_elf_binaryin fs/binfmtelf.c.

Sincesharedibrariesareloadedusingmmap a pro-
cessexecutecheckwasneededn the old_.mmaproutine
definedin arch/i386/lernel/sysi386.c Section6.1.3de-
scribegshecompletecontrolrequirementsf mmap This
check,however, is not sufficient on the x86 architecture
sincea file may be mmappedeadonly andstill be exe-
cuted.Thisis actuallyaninstanceof thegeneraproblem
of not beingableto control executionof anything thata
processcanread. The securityimpactof this particular
problemandthe bestway to minimizeit arestill being
investigated.

Wheneeracall to execves goingto resultin achange
in security context, additionalaction must be taken to
ensurethat the policy cannot be violated. The call is
abortedwith the global variable errno setto EPERM
when thereis inappropriatesharingthat resultedfrom
a previous call to clone Similarly, the call is aborted
with EPERMIf the processs beingtracedandthe par
ent procesdacks ptrace permissionto the new SID for
the process.Opendescriptoranustbe revalidatedwith
the inherit permissionandclosedwhennecessaryThis
is donein a new function, revalidate fds which is mod-
eled after the flushold_files routine usedto checkthe
closeon_exec flag, called from the flush.old_exec rou-
tine. Finally, the computecreds routine was modified
to updatethe sid andosid fields of thetaskstructureand
to call walke_up_interruptible on the parentto force per
missioncheckingif the parentwaswaiting on the trans-
formedprocesslf the processs notwaiting, this action
is harmless.A small side effect to this approacthis that
it is possiblefor a parentprocesgo noticethatits child
hasundegonea SID transitionwhich preventsit from
waiting.

Linux currentlychecksif signalsmay be deliveredin
thesendsig.info routinedefinedn kernel/signal.avhich
is thecentralcontrolpointfor thesignalmechanismThe
appropriatesignal permissioncheckswere placedim-
mediatelyafter the existing checks. When the checks
fail, theglobalvariableerrnois setto EACCES.Linux’s
signalcheckingfor signalsresultingfrom asynchronous
I/O is donein the sendsigio routinedefinedin fs/fcntl.c
Heretoo, the permissioncheckingis donefollowing the
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existing checks.Onfailure,no signalis sent.

Signalcheckingis alsousedto controla processabil-
ity to wait on another Checksto determineif a child’s
exit_signal canbe deliveredto the parentwere addedto
the syswait4 routinein kernel/it.c. Whenever a pro-
cessis awakened,Linux checksto seeif the wait call
shouldreturnor if the processshouldbe placedbackto
sleep. At this time, the permissionchecksare repeated
to ensurethat the waiting processcan continueto wait.
If not,thewait call returnswith the globalvariableerrno
setto ECHILD. Thisensureshatthewaiting proceswill
not be blockedindefinitely. In this case whenthe child
eventuallyexits, it will remainazombiedprocessuntil it
canbereapedy theinit process.

The execute permissioncheck for a sharedlibrary
specifiedin uselib was placedin sysuselih Failure
abortsthe call with theglobalvariableerrno setto EAC-
CES.

No specialchangego fork or clone were necessary
to handlethe initialization of the new fields of the task
structure. Whenthe init processs properly initialized
during systemstartup, those fields are inherited from
the parentprocessduring processcreationautomatical-
ly without modification to the existing code. Since
fork is implementedasa specialcaseof clong only the
clonecall actuallyneedednodification. The permission
checkingwasaddedto the do_fork routinedefinedin k-
ernel/fork.c The SID of the currentprocesswas used
twice in the call to the AVC. Failure abortsthe call with
theglobalvariableerrno setto EACCES.

The ptrace permissioncheck was addedto the p-
tracesystemcall (arch/i386/lkernel/ptacec:sysptrace),
theexecvecall (fs/exec.c:musinot trace execflask), and
the accessroutines for the mem file in procfs (f-
s/proc/mem.c:gttask. The scheduling,session,and
processgroup permissioncheckswere addedto the
correspondingsystemcalls in kernel/sted.c and ker-
nel/sys.c The setcapand getcap permissionchecks
were addedto the correspondingsystemcalls in ker-
nel/capabilityc.

Thecheckingfor all of the capabilitypermissionsvas
centralizedn asinglelocation,the capablefunctionde-
fined in include/linux/sbed.h Becausethe capability
checksaredonehere,not all of the context information
thatmight make moreinterestingsecuritypoliciespossi-
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OBJECTCLASS
pipe

directory
regularfile
symboliclink
charactedevice
block device
FIFO
socletfile

file system

file description

Table7: Objectclassedor theLinux file systemcomponent.

bleis available. This limits the checkto only the current
processSID and preventsthe ability to limit the use of
a capabilityon a perobjectbasisaswaspossiblein the
DTOS system.The AVC referencdn thetaskstructure
wasusedfor thesepermissiorchecks An importantnote
is thatthe capabilitypermissiongorrespondo the capa-
bility definitionsin linux/include/linux/capabilityh. The
implementatiorof thecheckingmechanisnis dependent
onthecorrectorderingof the permissiordefinitionswith
respecto thecapabilitydefinitions.

6 File System

This sectiondescribeghe designandimplementation
of the Flasksecuritymechanismgor the Linux file sys-
tem.

6.1 Design

This sectiondescribesour designfor integrating the
Flask security mechanismdnto the Linux file system
component. It begins with a discussionof the object
classesaandpermissionglefinedfor thefile systemcom-
ponent. This is followed by a descriptionof the con-
trol requirementdor the systemcalls usedto manage
andperformdirectoryandfile operations.Then,the ap-
proachfor providing persistentabelsfor files, directo-
ries,andfile systemsds discussedFinally, the new file-
relatedsystemcalls definedfor security-avare applica-
tionsaredescribed.

6.1.1 Object Classes The logical abstractionspro-

vided by the Linux file systemcomponeniverestudied
to determinethe setof objectclasseghat neededo be
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labeledandcontrolledby the FlaskmechanismsThe set
of objectclassedor thefile systemcomponents shavn
in Table7. Threeabstractionshatneedto be controlled,
pipes files,anddirectorieswereimmediatelyevidentin
the Linux API. Files were further refinedinto separate
objectclassegor eactfile typedefinedoy theLinux API,
i.e. regularfiles, symboliclinks, charactedevices,block
devices,FIFOs,andUnix domainsocletfiles.

Whena pipeis createdjt inheritsthe SID of the cre-
ating processhy default. When a directory or file is
created,it is assignecda SID that representshe securi-
ty contet in whichit is createcby default. This context
dependon the securitycontet of the creatingprocess
and the securitycontext of the parentdirectory Since
thecomputatiorof the new securitycontext mayinvolve
policy-specificlogic, it mustbecomputedy thesecurity
sener.

Althoughfile systemsarenot treatedasfirst-classob-
jectsin the Linux API, a separateobject classwas de-
finedfor thefile systemabstraction.Entire file systems
arelabelednotonly to controloperationsuchasmount-
ing and unmountingbut alsoto representhe aggreyate
labelof all files within thefile system.

Finally, an object classwas definedfor the file de-
scription abstraction. The term file descriptionis used
by POSIX]3] to describethe informationreferencedy
afile descriptore.g. thefile offset,file statusandfile ac-
cessmodesfor anopenfile. File descriptoranaybein-
heritedacrossexecvecalls, andthey may be transferred
throughIPC. Consequentlyit is necessaryo labeland
controlfile descriptions.The SID of afile descriptionis
inheritedfrom the SID of the procesghatcreatedt.

6.1.2 Permissions Foreachobjectclassasetof per
missionswasdefinedto controlaccesgo objectsin that
class.Thesepermissionsvereidentifiedby studyingthe
servicesprovided by the Linux file systemcomponent.
For eachservice,the objectswhosestateis obserned or
modifiedby the servicewereidentified,andpermissions
for thecorrespondingbjectclassesveredefined.

Table8 shows the permissionglefinedfor controlling
accesso thepipeobjectclassandto thefile objectclass-
es.Unlike theexisting Linux file permissionswhich on-
ly control the ability to opena file, the Flaskread and
write permissionsare definedfor the actualservicesof
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PERMISSION(S)| DESCRIPTION PERMISSION(S)| DESCRIPTION
read Read mount Mount
write Write or append remount Changeoptions
append Append unmount Unmount
poll Poll/select getattr Getattributes
ioctl 10 control relabelfrom Relabel
create Create relabelto
execute Execute transition
access Checkaccessibility associate Associatdile
getattr Getattributes
setattr Setattributes
unlink Remave hardlink Table10: Permissionsor thefile systemobjectclass.
link Createhardlink
rename Renaméhardlink
Tock Cock or uniock PERMISSION(S) | DESCRIPTION
relabelfrom Relabel create Create -
relabelto getattr Getattr_ltutes
transition _setatt_r Setat.tnbjtes

inherit Inheritacrossxecwe
receve Receve viaIPC

Table8: Permissiongor the pipeandfile objectclasses.

PERMISSION(S)| DESCRIPTION
add.name Add aname
remove_name Remae aname
reparent Changeparentdirectory
search Search

rmdir Remae

mounton Useasmountpoint
mountassociate

Table9: Additional permissiongor thedirectoryobjectclass.

readingfrom afile or writing to afile. Theimplication-
s of this stricterdefinition are discussedurtherin Sec-
tion 6.1.3. A separat@appendpermissionvasdefinedto
supportappend-onhaccesgo afile. Whereaghe exist-
ing Linux accessontrolspermit certainservicesbased
only on the attributesof the directory suchasthe ser
vice for obtaininga file's attributesandthe servicesfor
adding,removing or renaminga hardlink to afile, Flask
providesfiner-grainedcontrolthroughcorrespondindile
permissionssuch as getattr, link, unlink, and rename
Threepermissionsaredefinedfor the relabelservice,s-
inceit is usefulto control the relationshipbetweenreach
pairing of the threeSIDs involved: the SID of the sub-
ject, theold SID of thefile, andthe new SID for thefile.

Table 9 shaws the additionalpermissionsdefinedfor
manipulatingdirectories. Threeseparat@ermissiongire
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Tablell: Permissionsor thefile descriptionobjectclass.

provided for addingentriesto directories,removing en-
triesfrom directoriesandchangingthe parententry (the

entry) of a directory during a rename. In contrast,
the Linux accesgontrolsusethe write accessnodefor
all threeservices. Two permissionsare definedfor the
mount service,where the mountonpermissionis used
to control the ability of a subjectto mounton a given
mountpointand the mountassociat@ermissionis used
to controltherelationshipbetweerthe mounteddirecto-
ry andthe mountpoint.

Permissiongor controlling accesso file systemsare
shavn in Table 10. Permissionsare provided for con-
trolling mountingandunmountingandfor obtainingfile
systemattributes,suchasthe numberof free blocks. As
with files, threepermissionsare definedfor the relabel
service.Theassociatgpermissiorcontrolswhatfiles are
permittedin thefile system.

Tablel1lliststhe permissiongor controllingaccesso
file descriptionobjects.Eachof thesepermissionss im-
plicitly grantedor file descriptionobjectswith thesame
SID asthe subject. The getattr and setattr permissions
controlserviceghatobsene or modify the flagsandthe
file offsetof thefile description.Theinherit andreceive
permissiongontrol the serviceof inheriting descriptors
acrossan execveandthe serviceof receving descriptors
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throughlPC, respectiely.

6.1.3 Control Requirements After definingpermis-
sionsfor the servicegprovided by the Linux file system
componentcontrol requirementsvere definedfor each
Linux systemcall thatprovidesoneor moreof theseser
vices. The controlrequirementspecifythe permissions
that mustbe grantedfor the systemcall to successfully
execute.

In the following tables,the control requirementdor
eachsystemcall are specified,where eachcontrol re-
guirementis describedby the class,permission,source
SID (SSID),andtargetSID (TSID) usedin apermission
check. Sincemultiple calls may have the samerequire-
ments,morethanonecall may be listed in the leftmost
columnof a singletableentry In this case,all of the
requirementsn thattableentryapplyto all of thecalls.

In thetables the pathtargetSID indicateshattheper
missioncheckshouldbe appliedto eachdirectoryin the
pathprefix. File systenclassesindSIDsareabbreviated
by fs, file descriptiorclassesindSIDsareabbreviatedby
fd, anddirectoryclassesindSIDsareabbreviatedby dir.
A file permissioncheckusesthe classof the file being
accessedso thefile classin the tablesmay be the pipe
classthedirectoryclass,or ary of thefile objectclasses.

Several of the systemcalls listed in the tableshave
two forms, one of which takes a pathnameparameter
andthe othertakesa file descriptorparametere.g. stat
andfstat In thetables,this is expressedas(f)stat The
correspondingontrol requirementsreidentical except
thatthe descriptorbasedcall naturallydoesnot have the
search requirement.

Table 12 shows the control requirementdor system
callsthatmanipulatdiles. Thecontrolrequirementsist-
edin this tablefor the opensystemcall arethe require-
mentsfor openinganexistingfile ratherthantherequire-
mentsfor creatinga new file. The procesamustbe able
to searchthedirectoriesn the pathprefix, andit mustbe
ableto createthefile description.Theread write andap-
pendrequirement®n the opensystemcall areenforced
in accordancevith the flagsto open Thewrite permis-
sion grantseither write accessor appendaccess. The
appendpermissioris only checledif write permissioris
notgrantedandthe O_APPENDflag is specified.

Sincetheread write, andappendpermissionsarein-
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CONTROL REQUIREMENT(S)

CALL(S) CLASS | PERM | SSID TSID

open dir search | current | path
fd create | current| fd
file read current | file
file write current | file
file append | current | file

read, fd setattr | current | fd

ready file read current | file

pread

write, fd setattr | current | fd

writev, file write current | file

pwrite file append | current | file

sendfile fd setattr | current | in_fd
file read current | in_file
fd setattr | current | outfd
file write current | outfile
file append | current | outfile

mmap fd setattr | current | fd

mprotect file read current | file
file write current | file
file append | current | file
process | execute | current | file

(f)stat dir search | current | path

Istat file getattr | current | file

(f)chmod, dir search | current | path

(Hchown, file setattr | current | file

Ichown,

(Htruncate,

utime(s)

access file access | current | file

poll, file poll current | file

select

fentl: file lock current | file

F_GETLK,

F_SETLK,

F_SETLKW

flock

ioctl: file getattr | current | file

FIBMAP

ioctl: fd getattr | current | fd

FIONREAD file getattr | current | file

ioctl: file getattr | current | file

FIGETBSZ

ioctl: file getattr | current | file

GETFLAGS,

GETVERSION

ioctl: file setattr | current | file

SETFLAGS,

SETVERSION

ioctl file ioctl current | file

Tablel12: Controlrequirementsor manipulatingfiles.
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tendedto control the actualservicesof readingfrom a
file andwriting (or appending}o afile, it is necessaryo

verify thatthe permissionsare still grantedwhenthose
serviceareperformed.Theprior checksduringtheopen
call may no longerbevalid, sincethe procesanay have
changedID, thefile mayhave changedID, adifferent
processmay be usingthefile descriptionor achangen

the securitypolicy may have occurred. Hence,the sys-
tem calls which implementthoseservices,suchas the
read write andsendfilesystemcalls, mustrevalidatethe
permissionsobtainedduring open The calls mustalso
verify that setattr permissionto the file descriptionpa-
rameterss granted,sincethe file offsetis modified by

thesecalls.

Whenafile is mappednto memoryvia themmapcall,
theread write, andappendpermissionsarerevalidated.
However, the permissionsnay becomanvalid while the
file is still mapped.Consequentlythe permissionsnust
berevalidatedwhenpagesarereadfrom thefile or writ-
tento the file, andthe pagedor afile in the pagecache
mustbeinvalidatedwhenthefile is relabeledor a policy
changethat would affect accesgo the file occurs. The
mmapcall mustalsocheckthe processexecutepermis-
sion to control the ability of a processo executefrom
a particularsharedibrary. The mpiotectcall mustalso
revalidatethesepermissionsvhenthe currentprotection
is changed.

Table 13 shaws the control requirementdor system
callsthatmanipulatedirectories.In additionto requiring
seach permissionto directoriesin the path prefix, the
chdir, fchdir, andchroot systemcallsrequiresearch per
missionto the last componenif the path. The control
requirementdisted in this table for the openand creat
systemcallsaretherequirementgor creatinga new file.
The procesanusthave seach permissiorto the directo-
riesin the path prefix, create permissionto the file de-
scription, add_namepermissionto the parentdirectory
andcreatepermissiorto the new file. Furthermorethe
file must have associatepermissionto the file system.
Therequirement$or mkdir, mknod andsymlinkonly d-
iffer from the requirementdor openin thatthereis no
file description.

Therenamesystemcall requiressearch permissiorto

both paths,remase_ namepermissionto the old paren-
t directory renamepermissiorto thefile andadd.name
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CONTROL REQUIREMENT(S)
CALL(S) | CLASS | PERM SSID TSID
(f)chdir, dir search current | path
chroot dir search current | dir
open, dir search current | path
creat fd create current | fd
dir addname current | parent
file create current | file
fs associate file fs
mkdir, dir search current | path
mknod, dir addname current | parent
symlink file create current | file
fs associate file fs
rename dir search current | oldpath
dir remo/e_-name | current | oldparent
file rename current | file
dir reparent current | file
dir search current | newpath
dir addname current | newparent
dir remose_name | current | newparent
file unlink current | newfile
dir rmdir current | newfile
link dir search current | path
dir addname current | parent
file link current | file
unlink dir search current | path
dir remove_name | current | parent
file unlink current | file
rmdir dir search current | path
dir remove_name | current | parent
dir rmdir current | dir
getdents, | fd setattr current | fd
readdir dir read current | dir
readlink | file read current | file
Table13: Controlrequirementsor manipulatingdirectories.
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CONTROL REQUIREMENT(S)
CALL(S) | CLASS | PERM SSID TSID
remount | dir search current | path
fs remount current | fs
mount dir search current | devpath
dir search current | dirpath
fs mount current | fs
dir mounton current | dir
dir mountassociatg root dir
umount dir search current | path
fs unmount current | fs
ustat fs getattr current | fs
(f)statfs dir search current | path
fs getattr current | fs
Tablel14: Controlrequirement$or manipulatingfile systems.
CONTROL REQUIREMENT(S)
CALL(S) CLASS | PERM | SSID TSID
Iseek, fd setattr | current | fd
llseek
fentl: fd setattr | current | fd
F_SETOWN,
F_SETSIG
fentl: fd setattr | current | fd
F_SETFL file write current | file
fentl: fd getattr | current | fd
F_GETFL,
F_.GETOWN,
F_GETSIG
ioctl: fd setattr | current | fd
FIONBIO,
FIOASYNC

Table15: Controlrequirementsor manipulatingdescriptions.

permissiorto the new parentdirectory If thefile being
renameds adirectory, andits parentdirectorywould be
changedby the rename thenrepaent permissionmust
be grantedto thefile. If afile alreadyexists at the new
pathnamethenremoe.namepermissiormustbe grant-
edto the new parentdirectoryandunlink permissionor
rmdir permissionmustbe grantedto the existing file or
directory

Table 14 shaws the control requirementdor system
calls that manipulatefile systems.The remountcall in
thetablerepresentshe mountsystemcall usedwith the
MS_REMOUNT flag. The mountcall in the table rep-
resentghe mountsystemcall usedto mounta file sys-
tem. Mountingafile systemrequiresseach permission
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to boththedevice speciafile pathnamendto themount
point pathnamemountpermissiorto thefile systemand
mountonpermissionto the mount point directory The
root directoryof thefile systemmusthave mountassoci-
ate permissiorto the mountpointdirectory

Table 15 shaws the control requirementdor system
callsthatmanipulatefile descriptionslf afile is opened
with the O_APPENDflag, andthis flag is subsequently
clearedvia the F_.SETFLcommandof the fcntl system
call, thenwrite permissionmustbe grantedto the file.
Theothersystenmcallsin thistableonly obsene or mod-
ify the stateof thefile descriptionitself, sothey only re-
quire getattr or setattrpermissiorto thefile description.
The F_.SETOWN and F_SETSIGcommandgo the fentl
systemcall mustalsobe checled againstprocessman-
agementontrol requirementgo ensurethat the calling
processnay causesignalsto besentto the owner.

Note that Table 15 does not include entries for
fcnt.LF . SETFD fcntl.F.GETFD, ioctl.FIONCLEX or
ioctl.FIOCLEX Theseoperationsmay be usedto ob-
sene or modify the close-on-&ecflag of afile descrip-
tor. The close-on-gecflag of afile descriptoris private
to thatfile descriptorandis not partof thefile description
state.Hence this flag is not sharedandaccesdgo it does
notrequireary permissions.

6.1.4 Persistent Labeling Sincefile systemsfiles,
and directoriesare persistentobjects, an approachfor
providing persisteniabelsfor theseobjectswas devel-
oped. To ensurethat the securityattributesof theseob-
jects are presered even if the file systemis moved to
anothersystem,the Linux file systemcomponentmust
maintainatablewithin eachfile systenthatspecifieghe
securitycontext of the file systemand eachfile anddi-
rectorywithin that file system. This approachalsoen-
suresthatthe securityattributesarepreseredovertime,
evenif thepolicy changesandthatthesecurityattributes
canbeinterpretedby a userif amanualranslationof at-
tributesfor anew policy is required.

The Linux file systemcomponentanhandlesecurity
contets without sacrificingpolicy flexibility or perfor
manceby treatingsecuritycontextsasopaquestringsand
by mappingtheselabelsto SIDs by a queryto the secu-
rity senerfor internaluseby thefile systemcomponent.
For efficient storagethefile systemcomponentnay as-



6 FILE SYSTEM

6.2 Implementation

open _secure(..., fd sid, f _sid)
Opena file with a file descriptionlabeledfd_sid. If creating,
createthe new file with labelf_sid.

mkdir _secure(..., sid)
Createadirectorylabeledsid.

mknod_secure(..., sid)
Createanodelabeledsid.

symlink _secure(..., sid)
Createa symboliclink labeledsid.
stat _secure(..., sidp)

Getfile SID of pathname

Istat _secure(..., sidp)

Getsymboliclink SID of pathname
fstat _secure(..., sidp)

Sameasabore, exceptusinga fd.
statfs  _secure(..., sidp)

GetfilesystemSID of file systemfor pathname
fstatfs  _secure(..., sidp)

Sameasabore, exceptusinga fd.
chsid(pathname, sid)

Relabelffile pathnameto sid.
fchsid(fd, sid)
Sameasabore, exceptusinga fd.

Ichsid(pathname, sid)
Relabelsymboliclink pathnameto sid.

chsidfs(pathname, fs _sid, f _sid)
Relabelthefilesystemfor pathname

fchsidfs(fd, fs _sid, f _sid)
Sameasabove, exceptusinga fd.

Figure 16: New Linux file-relatedsystemcalls for security-avare
applications.

signafixed-sizevalue,referredto asa persistentSID (P-
SID), to eachsecuritycontext associatedvith an object
in the file system,andmay then partition the persisten-
t labelingtableinto a mappingbetweeneachPSID and
its securitycontext anda mappingbetweeneachobject
andits PSID.The PSIDis purelyaninternalabstraction
within the file systemandhasa distinct namespacefor
eachfile system.Hence,PSIDsmay be lightweightand
the allocationof PSIDsmay be optimizedfor eachfile
system.

6.1.5 API extensions To permitapplicationsto cre-

ate objectswith a specifiedlabel ratherthanthe default
label, an extendedform of eachof the file creationsys-
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CONTROL REQUIREMENT(S)
CALL(S) | CLASS | PERM SSID TSID
(fchsid dir search current | path
file relabelfrom | current | file
file relabelto current | new
file transition old new
fs associate new fs
(f)chsidfs | dir search current | path
fs relabelfrom | current | fs
fs relabelto current | new_fs
fs transition old new_fs
fs associate new_file | new_fs

Tablel16: Controlrequirementsor relabeling.

tem calls mustbe addedthat acceptsan additional SID
parameter To permit applicationsto obtainthe SID of
anobject,anextendedorm of eachof thefile statussys-
tem calls must be addedthat return an additional SID
parameter To permit applicationsto changethe SID of
an object, newv systemcalls must be added. The new
Linux systencallsthatmustbeaddedor security-avare
applicationsareshowvn in Figure16.

For the new systemcalls that are simply extended
formsof existing Linux systencalls,thesamesetof con-
trol requirementapply. Thecontrolrequirementsor the
new systemcallsfor relabelingareshovn in Table16.

6.2

In this sectionourimplementatiorof the Flaskfile se-
curity mechanism theLinux file systemcomponenis
describedTheimplementatiorbeganby addingsupport
for labelingfile systemobjects followedby the addition
of thenew systencalls. Finally, thecontrolrequirements
wereimplemented.

Implementation

6.2.1 Labeling Thekerneldatastructuresverestud-
ied to identify the structuresusedinternallyfor mounted
file systemgstructsuperblock), active files anddirecto-
ries (structinodé), andfile descriptiongstructfile). All
threeof thesestructuresaredefinedin include/linux/fs.h
Sincethesestructuresare privateto the kernelandhave
no specificsize requirementsa SID field wasaddedto
eachstructure. Sincea struct inode objectis usedto
representll typesof files, an objectclassfield wasal-
soaddedo thestructure.
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Two other privatekerneldatastructuresalsorequired
the additionof SID fields. Theinodeattributesstructure
(structiattr) is usedfor changingthe attributesof afile,
soa SID field wasaddedto this structure,anda corre-
spondingflag (ATTR SID) was definedto indicatethat
the SID is being changed. The file descriptionowner
structure(structfown.struct) is usedto storetheidentity
of the procesghatsetthe owneron afile descriptionso
a SID field wasaddedo this structure.

The implementationof the persistentlabeling table
was partitionedinto a componentthat is independen-
t of thefile systemtype (fs/psid.¢ anda setof compo-
nentsthat are specificto eachfile systemtype. Most of

theimplementatiorresidedn thefilesystem-independent

component;hence, persistentlabeling supportfor ad-
ditional file systemtypes may be easily added. The
filesystem-independenbmponentmplementghemap-
ping betweeneachPSID andits security context using
regularfiles in a fixed subdirectoryof the root directo-
ry of eachfile system. Two PSIDsareresened: PSID
0 representshe default label to assignto unlabeledob-
jectsin thefile system,andPSID 1 representshe label
of the file systemitself. The subdirectoryandits files
arealwaystreatedasbeinglabeledwith a fixed security
contet sothatthe securitypolicy may controlaccesgo
the mapping.Synchronousvrites areusedto updatethe
mappingfiles and the writes are orderedto ensurethat
thereareno danglingreferences.

The interface to the filesystem-independertompo-
nentis definedin include/linux/flask/psid.h The file
systemcalls the fs/psid.c:psidinit function to initial-
ize the mappingbetweenPSIDs and security contexts
whenthe file systemis mounted(fs/supeic:mountroot,
fs/supecc:do.moun). If the file systemis unlabeled,
then this function obtainsthe SIDs for the unlabeled
file systemfrom the security sener. If the file sys-
tem is unlabeledand it is being mountedread-write,
thenthis function createsa new PSID mappingon the
file system. If an unlabeledfile systemis mounted
read-onlyinitially andis subsequentlyemountedead-
write, then the fs/psid.c:psidremountfunction creates
a new PSID mappingon it when it is called by f-
sl/ext2/superc:ext2_remount Thefile systemcalls the f-
s/psid.c:psidreleasdunctionto freeany memoryandre-
leaseary files usedfor the PSID mappingwhenthe file
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systemis unmountedfs/superc:do_umounj.

The filesystem-specificcomponentsimplement the
mappingbetweeneachfile andits PSID. Currently the
filesystem-specificomponenhasonly beenimplement-
edfor the native Linux file systemtype, ext2. The ext2-
specificcomponenstoresthe PSIDfor eachfile in afor-
merly unusedield of the on-diskinodestructure(struct
ext2.inodé. Sincethe PSID is readily availablein the
on-diskinode,no extra overheads incurredeitherto ob-
tain the PSIDwhenafile is accessedr to setthe PSID
whenafile is created.

The ext2fs code calls the fs/psid.c:psidto_sid
function to obtain the SID of an existing inode
based on its PSID when the inode is read from
the disk (fs/ext2/inodec:ext2readinodd. The f-
s/psid.c:sidto_psid function is calledto obtaina PSID
for aninodebasednits SID whenaninodeis allocated
(fs/ext2/ialloc.c:ext2_new_inodg or whenthe SID of an
inodeis changedfs/ext2/inodec:ext2 notify_changg).

6.2.2 API extensions Due to the large number of

new file-relatedcalls and the potentialneedfor future

expansion,the new file-related calls were implement-
ed aslibrary functionsthat invoke a single systemcal-

, flaskfilecall, with a first parametethat identifiesthe

specificcall. Internally, the Linux file systemcompo-
nentusesa variantof the Virtual File System(VFS) in-

terface. Extendedforms of the file creationoperations
were addedto this interface to permit the filesystem-
independentodeto passthe SID of the new file to the

filesystem-specificode.New operationsvould nothave

beennecessaryf theexistingfile creationoperationsac-

cepteda generalattribute structureasa parameterasin

theBSD VFSinterface.

SID parameterseededo beaddedo severalinternal
functionsto supporthe new systemcalls. Someof these
internal functionsare called from mary differentloca-
tions within the kerneland may be called from kernel-
loadedmodules. Consequentlyit was not practicalto
simply changethe existing function andupdateall calls
to it. For suchfunctions,_secue wasappendedo the
function name,andthe interfaceandimplementatiorof
the function were extendedfor the new processing.A
stubfunctionthatmerelycallsthe new functionwith de-
fault parametersvasaddedusingthe old functionname
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andinterface. This permitsthe existing codeto contin-
ue to usethe old function interface, but introducesthe
overheadf anextrafunctioncall in thesecases.

6.2.3 Control Requirements The Linux file system
codewasstudiedto determinghelocationto implemen-
t eachpermissioncheckassociatedvith the control re-
guirementsspecifiedin the design. Several factorsin-
fluencedthe placemenbf permissiorchecks.Whenever
possiblethepermissiorchecksvereimplementedn the
filesystem-independemideso that they are appliedto
all file systemtypes. Only a few control requirements
arespecificto theext2 file systentype,sothis wasfeasi-
ble for almostall of the permissiorchecks.Permissions
aretypically checledasearlyaspossiblein theprocess-
ing of eachsystemcall to simplify cleanupfrom permis-
sionfailuresandto easemaintenancef thechecksasthe
file systemcodeevolves. For serviceshatarealsocon-
trolled by a Linux accesscontrol check,the Flask per
missioncheckwasusuallyimplementedat the samelo-
cation. However, a Flaskpermissioncannotbe checled
until the kerneldatastructuredor the necessarypbject-
s areaccessiblendappropriateljlocked. This required
deferringsomeof the Flaskpermissiorcheckauntil alat-
erpointin theprocessing.

To reducethe overheadof permissionchecks thefile
systemcomponentwas changedto store referencedo
AVC entrieswith its file description(structfile) objects
and inode (struct inode) objects. Two referencefield-
s were addedto the structfile: onefor the permissions
grantedto the file description,and onefor the permis-
sionsgrantedo thefile. Sincemary of thefile operations
use pathnameparametersatherthan file descriptorsa
field for storingareferenceo the AVC entry containing
the permissiongrantedto the file wasalsoaddedto the
structinode

Table 17 shaows the control requirementsmplement-
edin eachkernelfunctionusedto manipulatefiles. On-
ly the classand permissionare shovn for each con-
trol requirementthe sourceSID andtarget SID canbe
foundin the correspondinglesigntable. The function-
s that implementthe servicesfor readingand writing
files revalidatethe permissionsnitially checled during
opennamej using the AVC entry referencein the file
description. Sincethesepermissionsalso migrateinto
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CONTROL REQUIREMENT(S)

FUNCTION(S) CLASS | PERM

filp_open fd create

opennamei file read
file write
file append

sysread, fd setattr

syspread, file read

filemapnopage

do_readvwritev fd setattr
file read
file write
file append

syswrite, fd setattr

syspwrite, file write

filemapwrite_page file append

syssendfile fd setattr
file read
fd setattr
file write
file append

old_mmap fd setattr

sysmprotect file read
file write
file append
process| execute

cp-new_stat,cp.old_stat | file getattr

inode.changeok file relabelfrom

(SID) file relabelto
file transition
fs associate

inode changeok file setattr

(other)

sysaccess file access

do_select, file poll

do_poll

sysfentl: file lock

F_GETLK,

F_SETLK,

F_SETLKW

sysflock

file_ioctl: file getattr

FIBMAP

file_ioctl: fd getattr

FIONREAD file getattr

file_ioctl: file getattr

FIGETBSZ

ext2_ioctl: file getattr

GETFLAGS,

GETVERSION

ext2_ioctl: file setattr

SETFLAGS,

SETVERSION

sysioctl file ioctl

Tablel7: Implementinghefile controlrequirements.
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CONTROL REQUIREMENT(S)
FUNCTION(S) CLASS | PERM
lookup.dentry dir search
sys (f)chdir, dir search
syschroot
may.create dir search
dir addname
opennamei, file create
do_mkdir, fs associate
do_mknod,
do_symlink
do_link file link
may.delete dir search
dir remose_name
vfs_unlink file unlink
vfs_rmdir dir rmdir
vfs_rename file rename
vfs_renamedir dir reparent
dir rmdir
vfs_renameother | file unlink
sysgetdents, fd setattr
old_readdir dir read
sysreadlink file read

Table18: Implementinghedirectorycontrolrequirements.

the page cachefor memory-mappediles, ary cached
pagesfrom a file are invalidatedwhen the SID of a
file is changed. As a result, subsequenaccesso the
pageswill causdilemapnopageto be executed.Thein-

ode change_ok functionimplementsdboththe permission
checksfor changingthe SID of afile andthe permission
checkfor changingheordinaryLinux attributesof afile.

Only the controlrequirementémplementedn ext2 ioctl

arespecificto thefilesystemtype.

The control requirementamplementedin eachker
nel function usedto manipulatedirectoriesare shavn
in Table18. Thelookupdentryfunction checksseach
permissionon eachdirectoryin the pathprefix. All of
the systemcalls usethis function to perform pathname
lookup. Thefunctionsfor changingthe currentandroot
directoriesmustalsoperforma seach permissiorcheck
againstthe lastcomponenbf the path. The may.create
and may deletefunctions provide convenientlocation-
s for the Flask control requirementson the containing
directory Theunlink andrmdir permissioncheckshad
to beimplementedseparatelyfrom the may.deletefunc-
tion, sincethosechecksshouldnot be appliedwhenthe
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CONTROL REQUIREMENT(S)
FUNCTION(S) | CLASS | PERM
do_remount fs remount
do_mount fs mount

dir mounton

dir mountassociate
do_.umount fs unmount
sysustat fs getattr
sys (f)statfs fs getattr
sys(f)chsidfs fs relabelfrom

fs relabelto

fs transition

fs associate

Table19: Implementinghefile systemcontrolrequirements.

CONTROL REQUIREMENT(S)
FUNCTION(S) | CLASS | PERM
syslseek, fd setattr
sysliseek
sysfentl: fd setattr
F_SETOWN,
F_SETSIG
sysfentl: fd setattr
F_SETFL file write
sysfentl: fd getattr
F_GETFL,
F_.GETOWN,
F_GETSIG
sysioctl: fd setattr
FIONBIO,
FIOASYNC

Table20: Implementingthefile descriptioncontrolrequirements.

renamecall removesthe old link. The sysgetdentsand
old_readdir functionsrevalidateread permissionusing
the AVC entryreferencen thefile description.

Theremainingtableg(Table19andTable20)show the
controlrequirementamplementedn thekernelfunction-
s usedto manipulatefile systemsandfile descriptions.
The mountand mountassociat@ermissiongdependon
the SID of the file systembeing mountedandthe SID
of the root directory of that file system. Consequently
thesechecksaredeferreduntil afterthefile systemmeta-
datahasbeenloaded justprior to linking thefile system
into thefile systemnamespace.
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7 Other File SystemTypes

This section describeshow the Flask file security
mechanismswvere appliedto control accessto several
additionalfile systemtypes. The sectionbegins by dis-
cussingthe analysis,design,andimplementatiorof la-
beling for the procfsfile system. It thendiscusseshe
designandimplementatiorof labelingfor the devptsfile
system.Finally, it discusseshe designandimplementa-
tion of labelingfor NFSclient support.

7.1 Procfs

This subsectiorbegins with an analysisof the procfs
file systemandits implementationThe designfor label-
ing procfsfilesis thendescribedFinally, theimplemen-
tationof labelingandcontrolsis discussed.

7.1.1 Procfs Analysis The Linux procfsfile system
providesan interfaceto kerneldatastructuresas an al-
ternative to the traditional/dev/ikmeminterface. This file
systemis typically mountedat/proc. The/procfile sys-
tem hierarchyis describedn the proc(5) manualpage
andin the Documentation/pwc.txtfile.

The Linux sysctlsystemcall providesaninterfacefor
readingandwriting systemparametersThis systemcal-
| is describedn the sysctl(2)manualpage. The system
parameterarearrangedn atreestructure,andthey are
typically alsoaccessibl¢hrougha paralleldirectorytree
underthe /proc/syssubdirectory In additionto the pre-
viously mentioneddocumentsthe /proc/syshierarchyis
describedn thefiles in the Documentation/sysctirec-
tory. Basedon the documentatiorfor sysct] it appears
that applicationsshouldalways usethe /proc/sysinter-
faceinsteadof the systemcall interfacefor portability
acroskernelversions.

Thereis asubdirectoryfor eachrunningprocessinder
/proc, namedby its processdentifier A processnayal-
waysusethe /proc/self symboliclink to referto its own
subdirectory The effective uid and effective gid of the
processs usedfor the userandgroupownershipof the
filesandsubdirectoriesvithin eachprocess-specifisub-
directory Severalfilesin thesesubdirectoriepermitary
userto readthem: the cmdling maps stat statm and
statusfiles. The remainingfiles may only be read by
the owner. The memfile, which providesaccesgo the
memory of the process,may only be readand written
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by the owner. The procfsimplementationonly permit-

S a processto accessts own memfile or the memfile

of a child processthat is stoppedand being traced (f-

s/proc/mem.c:gttask. TheLinux 2.2.12kernelimple-

mentationdoesnot supportwrite accesdo the memfiles

dueto arisk of overwriting kernelmemoryif a process
diesin the middle of a write, but future versionsof the

kernelarelikely to supportsuchaccess.

Most of the files in /proc outside of the process-
specific subdirectoriesare readableby all users. The
mostnotableexceptionsare/proc/kmsgand/proc/kcoe,
which are only readable by the superuser The
/proc/kmsdile is usedby klogd asa sourceof kernellog
informationasanalternatve to the sysla systemcall in-
terface.The/proc/kcoe file providesaccesso the phys-
ical memoryof the systemin corefile format, andcan
beusedby gdbto examinethecurrentstateof any kernel
datastructuresThekernelimplementatioralsorequires
thataprocespossesthe CAP.SYSRANIO capabilityto
openthe/proc/kcoefile (fs/proc/array.c:openkcore).

Only the superusemay write to files in /proc out-
side of the process-specifisubdirectories. Most files
that can be written correspondto systemparameter
s and are located in /proc/sys A few files outside
of /proc/sysalso permit writing for configuration. For
example, /proc/mtrr may be written to manipulatethe
memory type range register as describedin Docu-
mentation/mtritxt.  Someof the files under/proc/ide
/proc/scsj Iproc/bus, and/proc/parport may be written
for device configuration.

The types and functions provided by the procf-
s file system to the kernel are defined in in-
clude/linux/pocfs.h  Entries in the /proc file sys-
tem are definedby struct proc_dir_entry objects. The
proc_registerfunctionmaybeusedto addanentryunder
a given parententry, andthe createproc_entry function
maybe usedto createandregisteradynamicallyallocat-
ed entry given a name,mode, and parententry. Func-
tions arealsoprovidedfor registeringentriesundercer
tain well-definedsubdirectoriessuchasthe net or scsi
subdirectories.

Whenanentryin /proc is looked up, aninodeis ob-
tainedfor the entry. The fs/proc/inodec:proc_getinode
function copiesthe owner and modeattributesfrom the
entry into the inode whenit is requestedy a lookup.
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This function also calls the entry’s fill _inode operation.
For process-specififiles, this operationis implemented
by the basec:proc_pid_fill .inode function, which copies
the effective uid andeffective gid of the associategbro-
cessinto theinode. The inodec:proc_readinode func-
tion alsocopiesthe effective identity attributesinto the
inodewhentheinodefor a process-specififile is initial-
ized.

The typesandfunctionsprovided by the syscticall to
the kernelaredefinedin include/linux/sysctl.hA sysctl
tableis definedby an array of struct ctl_table objects.
Eachobjectmay containa pointerto an array of child
objects.Thestaticallydeclaredkernel/sysctl.cioot table
containsthe baseset of sysctl entries. The sysctlinit
function calls the register_proc_table function to create
thecorrespondingntriesunder/proc/sys

Additional sysctl tables may be added dynamical-
ly by using the registersysctltable function. Unlike
proc_register, this function doesnot link the new table
into an existing tablein the hierarchy Instead the new
tableis addedto a linked list of top-level tables. Con-
sequently dynamically-regjisteredtables must contain
dummy entriesto provide the pathfrom the root of the
hierarchyto the newly registeredparametersTheregis-
ter_sysctltablefunctionalsocallstheregister_proc_table
functiononthenewly registeredtable.

When the sysctl system call is called, the ker-
nel/sysctl.c:pasetable function looks up the appropri-
ate struct ctl_table object, calling the ctl_permfunction
to checkthat the processhassearchaccesdo eachta-
ble in the prefix. Whena matchingentry is found, the
do_sysctlstrategy function calls ctl_permto checkthat
the processhasthe appropriataeadand/orwrite access
to thetable. The ctl_permfunctionis alsocalledby the
do_rw_proc functionwhenasysctlparameters accessed
through/proc/sys

7.1.2 ProcfsLabeling Design To enablethesecurity
policy to control accesgo eachprocess-specifisubdi-
rectorybasedon the securityattributesof the associated
processgachprocess-specifisubdirectoryandits files
will belabeledwith the SID of theassociategrocess!f
the securitypolicy needgo be ableto distinguishthein-
dividual files within eachprocess-specifisubdirectory
thena new interfacecould be addedto the securityserv-
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er that would returnthe SID for eachfile basedon the
SID of theassociategrocessHowever, it is noteviden-
t that the security policy will requiresuchdistinctions.
This contrastswith the distinctionsin file modesamong
thefilesin theprocess-specifisubdirectory

Of particularnotein the process-specifisubdirecto-
riesarethe memfiles, sincethesefiles have the potential
to provide readandwrite accesgo the memoryof other
processesHowever, the existing restrictionson access
to memseemadequaté theability to ptraceachild pro-
cessis controlledby the securitypolicy. Suchcontrols
neecdto beaddedo theprocessmanagemertomponent.

Most of thefiles outsideof the process-specifisubdi-
rectorieshave the samefundamentasecurityproperties:
readableby everyoneandwriteableonly by administra-
tors. Consequentlymostof thesefiles may be labeled
with a single SID. This labelingschememay be further
refinedovertime to provide bettersupportfor leastpriv-
ilege. It seemsdesirableto provide supportfor easily
specifyinga distinct SID at ary pointin the /proc hier-
archy and automaticallyassigningthat SID to all files
belov that point that are not explicitly labeled. This
will permitgradualrefinemenbf labelingwith minimal
changes.

Dueto the highly sensitve natureof the kmsgandk-
core files, eachof thesefiles will be labeledwith a dis-
tinct SID to permit fine-grainedcontrol over accesso
eachfile. Note thatthe Flask capability permissionfor
CAP_SYSRANIOwiIll alsoneedto begrantedfor access
to thekcorefile.

As with theLinux accesgontrolsfor sysct] the Flask
controls should be samewhethera parameteris ac-
cessedhrough/proc/sysor throughthesysctlsystental-
I. Hence file mandatoryaccesgontrolswill beaddedo
thesysctlsystencall codeto parallelthecontrolsthatare
alreadyenforcedwhen/proc/sysis accessedAs anini-
tial steptowardleastprivilege,thekernel vm net, fs, and
dev subtreesvill eachbelabeledwith adistinctSID. Ad-
ditionally, the/proc/sys/krnel/modpobefile will have a
distinctSID to permitfine-grainedcontrol overtheabili-
ty to changethe pathexecutedby the kernelto automati-
cally loadkernelmodules.Theotherfilesanddirectories
under/proc/syswill be labeledwith a SID that distin-
guisheghemfrom therestof /proc.
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7.1.3 Procfs Labeling Implementation The
basec:proc_pid_fill_inode function and the in-

odec:procreadinode function in fs/poc were
changedto copy the SID of the associatedprocess
into the inode for the process-specifidiles. The in-

odec:proc_readsuperfunctionwaschangedo initialize

the SID of the root directory andthe file systemof the
procfs file systemto the proc initial SID. The initial

SID wasdeclaredn flask/initial sidsanddefinedin the
securitypolicy configuration.

A sid field was addedto the struct proc_dir_entry
structurein include/linux/poc_fs.h Thefield wasadded
at the end of the structureto ensurethat the statical-
ly declaredstructurescould be left unchanged. The
proc_root kcore, proc_root kmsg andproc_sysroot def-
initions in fs/proc/root.cwerechangedo setthe SID ex-
plicitly to a distinctinitial SID value. The initial SIDs
weredeclaredn flask/initialsidsanddefinedin the se-
curity policy configuration.

The inodec:proc_getinode function was changedo
copy theSID from thestructproc_dir _entrystructuranto
the inodeif the SID is non-null. This changepermits
entriesto be individually labeledby settingthe SID in
the structure. If the SID is null, thenthe inodeis left
unlabeledoy proc_getinode

The fs/proc/root.c:proc_lookup and f-
s/proc/fd.c:poc_lookupfd functions were changed
to copy the SID from the parentdirectory inodeif the
inodeis unlabeledafterthe call to proc_getinode These
changescause unlabeledentries to be automatically
labeledwith the SID of their parentdirectory

A sidfield wasaddedo thestructctl_tablestructuran
include/linux/sysctl.hThe field wasaddedat the end of
the structureto ensurethatthe statically declaredstruc-
turescould be left unchanged.The kernel vm, net f-
s, and dev entriesin the kernel/sysctl.coot table defi-
nition were changedto setthe SID of eachentry to a
correspondingnitial SID. The modpobeentryin the k-
ern_tabledefinitionwaschangedo setthe SID of theen-
try to a correspondingnitial SID. Theinitial SIDswere
declaredin flask/initiaLsids and definedin the security
policy configuration.

The ctl_table.inherit_sid function was addedto ker-
nel/sysctl.c Thisfunctiontraversesa sysctltableanden-
suresthatall entriesarelabeled,usinginheritancefrom
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the parententry as necessary The sysctlinit function
waschangedo call this functionontheroot table.

Thectl_tableroot sid functionwasalsoaddedto ker-
nel/sysctl.c This functionis usedto copy the SIDsfrom
theroot sysctltableinto the dummyentriesin adynam-
ically registeredsysctltable. The ctl_table.inherit_sid
function may thenbe usedto ensurethat all of the en-
triesin thedynamicallyregisteredsysctltablearelabeled
properly Theregister_sysctltablefunctionwaschanged
to call thetwo functions.

Theregister_proc_table functionwaschangedo copy
the SID of the ctl_table structureinto the proc_dir _entry
structurereturnedby createproc_entry. This changeen-
suresthatthe/proc/sysentriesarelabeledwith the same
SID asthecorrespondingysctlentry.

Thectl_permfunctionwaschangedo checkthe Flask
directoryseach permissiorwhenatableentryis being
traversed. This function was also changedo checkthe
Flask file read and/orwrite permissionswhen a table
entry is beingaccessed.Thesechangesnsurethat the
Flask controlsare enforcedwhenthe sysctlsystemcal-
| is used. Sincethe ctl_permfunctionis alsocalled by
do_rw_proc, thesechecksarealsoredundantlyperformed
whena sysctlparameters accessethrough/proc/sys

7.2 Devpts

The devptsfile systemprovidesan interfaceto pseu-
do terminal(pty) devices. It is typically mountedat /de-
v/pts A new pty devicefile is dynamicallycreatedvhen
the/dev/ptmxpty mastemultiplex device is opened.At
mounttime, auseridentity, groupidentity, andmodecan
bespecifiedor all pty filesin thedevptsfile system.Typ-
ically, this featureis usedto setthe groupand modeto
allow write accesdy programghatare setgidto the tty
group.A useridentity is typically not specifiedat mount
time. In the absencef the correspondingnountoption,
the userand/orgroupidentity is inheritedfrom the pro-
cesshatcreatedhepty.

As with the procfsfile system,aninitial SID wasde-
fined for the devpts file systemand its root directory
The SIDs of the file systemand root directory are set
to this value by the fs/despts/inodec:devptsread super
function. The devptsstatfsfunction returnsthis SID as
the SID of thefile system.The devptsreadinodefunc-
tion returnsthis SID asthe SID of therootinode.
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To permitthe securitypolicy to controlaccesgo indi-
vidual ptys,thedevpts pty_new functionwasmodifiedto
call the securitysener’s securitytransitionsid interface
to obtaina SID for eachnew pty file. The SID of the
creatingprocessandthe SID of theroot directoryof the
devptsfile systemare passedo this interfaceasinputs.
Thesecuritysenerreturnsa SID derivedfrom thesetwo
SIDs. Ptyfiles mayneedto be subsequentlyelabeledy
programdo reflectchangesn thelabelof theassociated
processFor examplethelogin  programcouldrelabel
apty createcby rlogind  basedon theinitial security
contet of theusershell.

7.3 NFSclient support

To allow the securitypolicy on anNFS client to con-
trol accesdo file systemsmountedfrom ordinary NFS
seners,eachNFSfile will belabeledbasedonthe NFS
sener identity. A file systemsecuritycontect anda file
securitycontext canbe specifiedfor eachNFS senerin
the policy configuration. Thesecontets are appliedto
all file systemsandall files mountedfrom the NFS serv-
er.

An initial SID is definedasthe default SID for NFS
file systemsandtheir files. If securitycontexts are not
definedfor the NFS sener in the policy configuration,
thenthe security nfs sid functionreturnsthisinitial SID.
Otherwisethesecuritynfs sid functionreturnsthe SIDs
thatcorrespondo the securitycontextsin the configura-
tion.

Thefs/nfs/inodec:nfsread superfunctionobtainsthe
SIDsfor thefile systemandroot directoryfrom the se-
curity sener using the securitynfssid function. The
nfs statfsfunction returnsthe file systemSID. The nf-
s fill Linodefunction copiestheinode SID from the SID
of theroot directory The nfs notify_change functionre-
turnsEACCES( the SID is beingchangedpr it checks
setattrpermissionotherwise.

Separatdabels could be supportedfor differentfile
systemsmountedfrom the sameNFS sener, but this
would requirethenfs read superfunctionto passanad-
ditional parameteto security nfs sid to identify the par
ticularfile system.Sincethe mountcall is only provided
with the NFS file handlefor the root directory (as op-
posedto the pathnameon the sener), this is currently
notimplemented.f the mount programweremodified
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OBJECTCLASS
TCPsoclet

UDP soclet

raw IP soclet

Unix streamsoclet
Unix datagransoclet
node

network interface

Table21: Objectclassesor the Linux networking component.

to alsopassthe pathnamethenthe configurationcould
specifysecuritycontexts basedn boththe seneridenti-
ty andthe pathnamenthe senerfor therootdirectory

8 Networking

This sectiondescribeghe designandimplementation
of the Flasksecuritymechanisms$or Linux networking.

8.1 Design

This sectiondescribesour designfor integrating the
Flask security mechanismsnto the Linux networking
component. It begins with a discussionof the object
classeandpermissionslefinedfor the networking com-
ponent. This is followed by a descriptionof the control
requirementdor the systemcalls usedto manageand
perform network interprocescommunication. Finally,
the new soclet systemcalls definedfor security-avare
applicationsaredescribed.

8.1.1 Object Classes Theobjectclassedor thelLin-
ux implementatiorof the AF_INET andAF_UNIX proto-
col familiesareshowvn in Table21. SinceLinux usesthe
BSD soclet API, the soclet is the principal controlled
object class. The soclet object classwas refined into
separat®bjectclassedor thedifferenttypesof soclets.
Whenasocletis createdviathesodetcall, it inheritsthe
SID of theprocesghatcreatedt by default. If the sock-
etis createdby a connectionthenit inheritsthe SID of
the listeningsoclet by default. An alternatve approach
would beto have the securitysener computethe SID of
the new soclet basedon the SID of the listeningsoclet
andthe SID of theclient soclet.

The Linux network componentcreatestwo special
purposesocletsfor useby the AF_INET protocolfamily.
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Thetcp_sodet is usedto sendresetsvhena TCP pack-
etis rejected,sincetheremay be no local soclet corre-
spondingto the paclket. Theicmp.sodet is usedto send
ICMP messagesIwo initial SIDsweredefinedfor these
soclets, with the correspondingsecurity context deter

minedby the securitysener.

For soclet typesthat maintain messageboundaries,
eachmessagds separatelylabeled. For other soclet
types,eachmessagés implicitly associateavith the SID
of its sendingsoclet. Althoughmessagearelabeledand
controlled,aseparat®bjectclassis notnecessarywWhen
a messagés senton a soclet, it inheritsthe SID of the
sendingsoclet by default. When the network compo-
nentrecevesa messagérom thenetwork, the SID of the
messagés initially setto a default messagé&ID associ-
atedwith the receving network interface. This default
messagesID is computedby the securitysener. If the
messageavas protectedusingthe IPSECprotocols,then
the SID of thereceivedmessagés setbasedntheinfor-
mationin the correspondingecurityassociation.

Eachmessagés also associatedvith the SID of it-
s sourcesoclet and the desiredSID for its destination
soclet. By default, the desiredSID for the destination
soclet of a messagés setto the any_sodet initial SID.
Whenamessagés recevvedfrom thenetwork, thesource
soclet SID of the messageés initially setto the default
messagesID for the receving network interface. If the
messageavas protectedusing IPSECprotocols,thenthe
sourcesoclet SID andthedestinatiorsoclket SID areset
basedninformationin the correspondingecurityasso-
ciation.

The nodeobjectclasswas definedto permit controls
oninboundmessagebasedn the sourceaddresandto
permitcontrolson outboundmessagebasedn thedes-
tinationaddressThe network interfaceobjectclasswas
definedto permitcontrolsbasedn thenetwork interface
usedto sendor receve a messageThe SIDs for nodes
andthe SIDsfor network interfacesarecomputecby the
securitysener.

TCPandUDP portnumbersrelabeledto permitcon-
trols over the ability to bind to particularports. Only
thoseport numberswhich are outsideof the rangeused
to automaticallybind soclets, ip_local_port_range, are
labeledand controlled. Like messagesa separateob-
jectclassis notnecessarjor portnumbersThesecurity
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8.1 Design
PERMISSION(S) | DESCRIPTION
bind Bind name
namebind Useportor file
connect Initiate connection
getopt Getsocletoptions
setopt Setsoclet options
shutdavn Shutdown connection
recvfrom Receve from soclet
sendto Sendto soclet
recv.msg Receve message
sendmsg Sendmessage

Table22: Additional permissionsor thesoclet objectclasses.

senercomputesSiDsfor the portnumbers.

If an AF_UNIX socletis associatedavith anobjectin
thefile systernamespaceherearetwo differentobjects
with separateéSIDs thatrepresenthe soclet in different
ways. The AF_UNIX soclet objectis createdfirst using
thesodet call andit inheritsthe SID of the creatingpro-
cessby default. The soclet file objectis createdby a
subsequertind call onthe soclket, andit is labeledwith
a SID computedby the securitysener basedon the SID
of the creatingprocessandthe SID of the parentdirec-
tory. The soclet file objectcontinuesto exist until it is
explicitly unlinkedfrom thefile systernamespacdf an
AF_UNIX socletis associatedvith anamen theabstract
namespacehereis no separat®bjectfor thename.

8.1.2 Permissions Since soclets are accessed
through file descriptions, the soclet object classes
inherit the permissionglefinedfor controlling accesgo
the file objectclasses.Only the read write, poll, ioctl,
create lock, getattr, setattr, relabelfom relabeltg and
transitionfile permissionaremeaningfulfor soclets.
Table22 showvs additionalpermissionghatarespecif-
ically definedfor controllingaccesgo the soclet object
classesThebind, connect getopt setopt andshutdown
permissiongontroltheability of processeto invokevar-
ious soclet-specificsystemcalls. For AF_LINET soclets,
the namebind permissioncontrolsthe relationshipbe-
tweena soclket andits port number For AF_UNIX sock-
ets, the namebind permissioncontrolsthe relationship
betweena soclet andits file. Therecvfiom andsendto
permissionscontrol the relationshipbetweenthe send-
ing socket andthe receving soclet for datagrams.The
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PERMISSION(S) | DESCRIPTION

listen Listenfor connections

accept Acceptaconnection

newconn Createnew soclet for connection
connectto Connecto sener soclet
acceptfrom Acceptconnectiorfrom clientsoclet

Table 23:  Additional permissionsfor the TCP and Unix stream

socletobjectclasses.

PERMISSION(S)| DESCRIPTION
getattr Getattributes

setattr Setattributes

tcprecv Receve TCP paclet
tcp.send SendTCP paclet
udprecv Receve UDP paclet
udp.send SendUDP paclet
rawip_recv Receve Raw IP paclet
rawip_send SendRaw IP paclet

Table24: Permissionsgor thenetwork interfaceobjectclass.

recvumsgandsendmsgpermissiongontroltherelation-
ship betweena datagrammessagend the receving or
sendingsoclet. Thesetwo permissionsare implicitly
grantedf themessagé&ID is equalto the sendingsoclet
SID.

The connection-orientedervice provided by stream
socletsrequiresseveraladditionalpermissionsasshavn
in Table23. The listen and acceptpermissionscontrol
the ability of processeso invoke the correspondingys-
temcalls. Thenewconnpermissiorcontrolstherelation-
ship betweenthe sener soclet createdby a connection
andthe listening soclet. This permissionis implicitly
grantedf the socletshave the sameSID. The connectto
andacceptfom permissiongontrol the relationshipbe-
tweentheclientsocletandthe sener soclet.

The setof permissiongor the network interfaceob-
ject classis shawvn in Table24. The setattrand getattr
permissionscontrol the ability of processe$o manip-
ulate the interface parameters.The remainingpermis-
sionscontroltherelationshipbetweera messagandthe
network interfaceon which it is sentor receved. Simi-
lar permissionsare definedfor the nodeobjectclass,as
shavnin Table25,to controltherelationshipbetweeran
inboundmessagandits sourceaddresandtherelation-
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PERMISSION(S) | DESCRIPTION
tcp_recv Receve TCP paclet
tcp.send SendTCP paclet
udp.recv Receve UDP paclet
udp.send SendUDP paclet
rawip_recv Receve Raw IP paclet
rawip_send SendRaw IP paclet
enforcedest Enforcedestinatiorsoclet

Table25: Permissiongor thenodeobjectclass.

PERMISSION(S)

DESCRIPTION

route control

Manipulateroutingtables

arp.control

ManipulateARP table

rarp.control

ManipulateRARPtable

netio_control

Usedevice-specifidoct!

Table26: Additional permissiongor the systemobjectclass.

ship betweenan outboundmessageand its destination
addressTheenforce destpermissiorfor thenodeobject
classwasdefinedto supporthe extendedsocletcalls,as
describedn Section8.1.4.

Table 26 shavs permissionghat were addedto the
systemobjectclassfor the networking component.The
routecontrol permissioncontrolsthe ability of a pro-
cessto manipulatethe kernel IP routing table. The
arp_control andrarp_contmol permissionsontrol the a-
bility of a processo manipulatethe kernel ARP cache
and RARP table, respectiely. The netio_contiol per
mission controls the ability of a processto invoke a
device-specifidoctl on anetwork device.

8.1.3 Control Requirements This subsectionde-
scribesthe control requirementgor eachLinux system
call that providesa serviceimplementedy the network
component. The control requirementsspecify the per
missionsthatmustbe grantedfor the systemcall to suc-
cessfullyexecute. In the following tables,the control
requirementdor eachsystemcall are specified,where
eachcontrol requiremenis describedoy the class,per
mission,sourceSID (SSID),andtargetSID (TSID) used
in apermissiorcheck.Sincemultiple callsmayhave the
samerequirementsmorethanonecall may be listed in
theleftmostcolumnof a singletableentry. In this case,
all of the requirementsn thattableentryapplyto all of
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CONTROL REQUIREMENT(S)
CALL(S) | CLASS | PERM SSID TSID
listen soclet listen current S0
soclet navconn S0 navconnsid
connect soclet connect current clientso
soclet connectto | clientso | sener.so
netif tcp_send clientso | netif
node tcp_send clientso | node
netif tcprecv senerso | netif
node tcprecv senerso | node
accept soclet accept current listen.so
soclet navconn listenso | sener.so
soclet acceptfrom| senerso | clientso
netif tcp_send sener_so | netif
node tcp_send sener.so | node
netif tcprecv clientso | netif
node tcprecv clientso | node
write, soclet write current S0
send, soclet connectto | so peerso
sendto, soclet acceptfrom| so peerso
sendmsg | netif tcp_send so netif
node tcp_send SO node
netif tcprecv peerso netif
node tcprecv peerso node
read, soclet read current S0
recy soclet connectto | so peerso
recvfrom, | soclet acceptfrom| so peerso
recvmsg | netif tcp_send so netif
node tcp_send SO node
netif tcprecv peerso netif
node tcprecv peerso node
fd receve current fd

Table27: Controlrequirementsgor connection-orientedommuni-
cation. Thetcp_sendandtcp.recvpermissiorrequirement®nly apply
to TCPtraffic, not Unix streantraffic. Thereceivepermissiorrequire-
mentonly appliesto Unix streantraffic containingfile descriptors.

thecalls.

In the tables,network interfaceclassesand SIDs are
abbreviated by netif. A soclet permissioncheck us-
esthe classof the soclet being accessedso the sodket
classin the tablesmay be any appropriatesoclet object
class.Soclet SIDsareabbreviatedby so. Sincea single
call may involve multiple soclets, socket SIDs may be
prefixed with a distinguishingidentifier, suchaslisten,
client, server, or dst.

Table 27 shaws the control requirementgor system
calls usedto perform connection-orientedommunica-
tion. For eachof thesecalls, permissionis requiredto
invoke the call on the soclet, i.e. the listen connect
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accept write, and read permissions. For Unix stream
socletsthatareboundin thefile systemnamespacédhe
client procesanustbe grantedsearch permissionto the
directoriesin the pathandwrite permissiorto the soclet
file in orderto useconnect

On the sener node,the nevconnpermissionmustbe
grantedbetweerthe listeningsoclet andthe newly cre-
atedsener soclet, andthe acceptfom permissionmust
be grantedbetweenthe sener and client soclets. For
TCP thesepermissionsare checledwhenthe sener re-
ceivestheclient’'s SYNpaclet on alisteningsoclet. On
theclient node,the connecttgpermissiormustbe grant-
ed betweenthe client soclet andthe sener soclet. For
TCR, this permissionis checledwhenthe client obtains
thelabelof thesener socletfrom thesener's SYN-AK
paclet. If a TCP simultaneouspenoccurs,thenboth
nodescheckconnecttgermissionvhenthey recevethe
other nodes SYN paclet. The appropriateconnection
permission(connecttcor acceptfom) mustbe revalidat-
edwhentraffic is sentor recevedon anestablisheadon-
nection,sinceapolicy changanayrevoke permissiorfor
the connection.In this case the connectiormustbere-
set.For TCR on eachnode theappropriatécp_sendand
tcp_recvpermissionsnustbe grantedfor thenetwork in-
terfaceandthe peernode.

For Unix streamsoclets, the connecttopermission
check is redundantwith the acceptfom permission
check,sincethe connectionis local. Nonethelesshoth
permissionchecksare performedto maintain consis-
teng with the TCP controls. The network control re-
quirementdor Unix streamsocketsonly differ from the
TCP requirementsn that thereis no equialentfor the
tcp_sendandtcp_recvpermissiorchecks.

Thereis alsoanadditionalfile controlrequirementor
Unix streamor datagrantommunicationthereceivere-
quirementon file descriptions.As explainedin the file
systemcontrol design,openfile descriptionsnustbela-
beledand controlled. The receivepermissionmust be
grantedbetweerthereceving processandeachopenfile
descriptionreceived through Unix streamor datagram
communication.

The control requirementgor connectionlessommu-
nicationareshavn in Table28. As with the connection-
orientedcalls, permissionis requiredto invoke eachcall
on the soclet, i.e. the connect write, andread permis-
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CALL(S) | CLASS | PERM SSID TSID
connect | soclet connect current | so
write, soclet write current | so
send, soclet sendto S0 dstso
sendto, soclet sendmsg SO msg
sendmsg | netif udpsend msg netif
node udp.send msg node
netif rawip_send | msg netif
node rawip_send | msg node
read, soclet read current | so
recy soclet recvfrom S0 Srcso
recvfrom, | soclet recv.msg S0 msg
recvmsg | netif udprecv msg netif
node udp.recv msg node
netif rawip_recv | msg netif
node rawip_recv | msg node
fd receve current | fd

Table28: Controlrequirementsor connectionlessommunication.
Theudp.sendandudp recvpermissiorrequirementsnly applyto UD-

P traffic. Therawip_sendandrawip_recvpermissiorrequirementsp-
ply to ary IPv4 traffic otherthanTCP or UDP. Thereceivepermission
requiremenonly appliesto Unix datagrantraffic containingfile de-
scriptors.

sions. For Unix datagranmsocletsthatareboundin the
file systemnamespacehe client processmustbe grant-
ed seach permissionto the directoriesin the pathand
write permissionto the soclet file in orderto usecon-
nect sendtg or sendmsg

On the sendingnode, the sendtopermissionmustbe
grantedoetweenrthe sourceanddestinationsoclets,and
the sendmsg permissionmust be grantedbetweenthe
sourcesoclet andthe message.For AF_INET soclets,
by default,theany_sodet initial SID is usedasthedesti-
nationsoclet SID in the sendtopermissioncheck,since
the sendingnodedoesnot know the SID of the destina-
tion soclet. Onthereceving node,therecvfiompermis-
sionmustbe grantedbetweerthe destinatiorandsource
soclets, and the recvmsg permissionmust be granted
betweenthe destinationsoclet and the message. For
IPv4 traffic, on eachnode,the appropriataudp.sendand
udp.recvpermissionser therawip_sendandrawip_recv
permissionsmustbe grantedfor the network interface
andthepeernode.

For Unix datagramcommunicationthe SID of des-
tination soclet is known when the sendtopermission
checkis performedsoit is usedn thecheck.Thesendto
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CONTROL REQUIREMENT(S)

CALL(S) CLASS | PERM SSID TSID
soclet soclet create current | so
bind soclet bind current | so

soclet namebind | so port
getsockname| soclet getattr current | so
getpeername| soclet getattr current | so
getsochkpt soclet getopt current | so
setsockpt soclet setopt current | so
shutdevn soclet shutdevn current | so

Table29: Controlrequirementsor othersoclet calls.

permissiorcheckis redundantvith therecvfiompermis-
sion check,sincethe communicatioris local and since
the actualdestinationsoclet SID is usedin the sendto
permissioncheck. Nonethelesshoth permissioncheck-
s are performedto maintainconsisteng with the UDP
andraw IP controls. The network control requirements
for Unix datagramcommunicatioronly differ from the
UDP requirementsn thatthereis no equivalentfor the
udp_sendandudp.recvpermissiorchecks As with Unix
streamcommunicationthereis theadditionalreceive(fd)
file controlrequirementvhenreceving file descriptors.
Thecontrolrequirementgor the othersocletcallsare
showvnin Table29. Thecreatepermissiommustbegrant-
edin orderto createa socket with the sodet call. The
othercallsall requirepermissiorto invoke the call onan
existingsoclet, e.g. thegetattrpermissionFor AF_INET
soclets, if the bind call is invoked with a port number
outsideof the rangeusedto automaticallybind soclets,
thenthenamebind permissiormustbe grantedbetween
the soclet andthe port number For AF_UNIX soclets,
if the bind call is invoked with a namein the file sys-
temnamespacdhenthe namebind permissiommustbe
grantedbetweerthe socletandthe socletfile.

The control requirementdor theioctl commandsare
shown in Table30. The commandgor manipulatingthe
attributesof a network interfaceare controlledthrough
the setattr and getattr permissionn eachnetwork in-
terface.Theremainingcommandsarecontrolledthrough
systempermissions.

8.1.4 API extensions Figurel7 shavsthe new Lin-
ux soclket systemcalls that mustbe addedfor security-
aware applications. The getso&namesecue, get-
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CALL(S)

CONTROL REQUIREMENT(S)

CLASS

PERM

SSID

TSID

ioctl: TIOC-
ouTQ,
INQ

soclet

getattr

current

SO

ioctl: SIOC-
GIFADDR,

GIFBRDADDR,

GIFDSTADDR,
GIFNETMASK

netif

getattr

current

netif

ioctl: SIOC-
SIFFLAGS,
SIFADDR,
SIFBRDADDR,
SIFDSTADDR,
SIFNETMASK

netif

setattr

current

netif

ioctl: SIOC-
ADDRT,
DELRT,
RTMSG

system

route-
_control

current

kernel

ioctl: SIOC-
DARP,
GARP,
CSARP

system

arp-
_control

current

kernel

ioctl: SIOC-
DRARP,
GRARR
CSRARP

system

rarp-
_control

current

kernel

ioctl:
device-specific

system

netio-
_control

current

kernel

Table30: Controlrequirementsor ioctl commands.
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peernamesecue, acceptsecue, recvfomsecue, and
recvmsgsecue calls permit applicationsto obtain the
SIDs of local and peer soclets and the SIDs of mes-
sages.The sodket secue andlistensecue calls permit
applicationsto specify a particularSID to usewhena
new socletis created.Thelisten.secue call alsopermit-
s applicationgto specifythatsener socletscreatecby a
connectionshouldbe labeledwith the SID of the client
soclet. Thesendtasecue andsendmsgsecue callsper
mit applicationsto specifya particularSID to usefor a
message.

The connectsecue, sendtasecue, and sendms-
g-secue calls also permit applicationsto specify a de-
sired SID for the peersoclet. For connectionrequests
andoutbounddatagramsthis restrictioncanonly be en-
forced by the destinationnode. However, a destination
nodemay not be capableof enforcingthe restrictionor
it may not be trustedto enforcethe restriction. Conse-
quently the sourcenode performsan enfoice destper
missioncheckbetweenthe desiredSID andthe destina-
tion nodeSID. This checkis notnecessarjor AF_UNIX
soclets,sincethe communications local.

Whenusedwith streamsoclets,connectsecue spec-
ifies the desiredSID of the listeningsoclet. The SID of
the sener soclet createdby the connectionmay differ
from this SID sincethesenerapplicationmayhave used
listensecue. If aclientwishesto ensurethatthe sener
soclet hasa particularSID prior to sendingdata,thenit
may obtainthe SID usinggetpeernamesecue. Alterna-
tively, a clientmayspecifythedesiredsener soclet SID
with sendtasecue. In this case sincethe sener soclet
SID was obtainedby the client nodeduring connection
establishmentheclientnodemaycheckthedesiredSID
againstt.

Since soclets are accessedhroughfile description-
s, the fstat secue call may also be usedto obtain the
SID of a soclet. The fchsid call may be usedto rela-
bel UDP soclets,raw IP soclets,Unix datagransoclets
or Unix streamsoclets. Relabelingof TCP socletsis
not supportedn the currentdesignbecausehereis no
mechanisnfor synchronizingthe changewith the peer
transportlayer. The changemight alsoneedto be syn-
chronizedwith the peerapplication becaus¢he peerap-
plication may be relying on the soclet SID provided by
theextendedsoclet calls. No mechanisnis providedfor
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getsockname _secure(..., sidp)
GettheaddresandSID of thelocal soclet.

getpeername _secure(..., sidp)
GettheaddressandSID of the peersoclet.

accept _secure(..., sidp)
Accepta connectiorandreturnthe SID of the peersoclet.

recvfrom _secure(..., sso _sidp,msg _sidp)
Receve a messageits sourceaddressihe SID of the source
soclet, andthe SID of themessage.

recvmsg _secure(..., sso _sidp,msg _sidp)
Sameasabove, exceptusingtherecvmsgnterface.

socket _secure(..., sid)
Createa soclet with a specifiedSID.

_secure(..., sid, useclient)

Setthe stateof a soclet to acceptconnectionsand specify the
SID to usefor sener soclets createdby connections.If sid is
non-zerotheneachsener soclet createdby a connectionwill

be labeledwith the specifiedSID. If useclientis non-zerothen
eachsener soclet createdby a connectiorwill be labeledwith
the SID of its peersoclet. It is anerrorto specifyboth sid and
useclient

listen

connect _secure(..., sid)
SpecifytheaddresandthedesiredSID of the peersoclet. If the
soclet is of type SOCK. DGRAM, thendatagramsnay only be
sentto or receved from a soclet with the specifiedSID. If the
socletis of type SOCK. STREAM, thenthe connectiorwill fail
unlessthelisteningsoclet hasthe specifiedSID.

sendto _secure(..., dso_sid, msg.sid)
Senda messagend specifythe desiredSID for the destination
soclet and/orthe SID of themessage.

sendmsg _secure(..., dso_sid, msg.sid)
Sameasabore, exceptusingthe sendmsgnterface.

Figurel7: New Linux socletsystenmcallsfor security-avareappli-
cations.
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STRUCT
sock

FIELD

sclass

sid
newvconnsid
useclient
peetsid
connrequestsid
nenconnsid
ssasid

dsasid
msgsid

sid

default msgsid

openrequest

sk buff

device

Table31: Changeso network datastructuredor labeling.

suchsynchronizatiomwith the peerapplicationfor either
TCPsocletsor Unix streamsoclets.

8.2 Implementation

In this section the implementatiorof the Flasksecu-
rity mechanismsn the Linux networking componenis
described.This sectionbegins by discussinghe imple-
mentationof supportfor labelingnetwork objects.Then,
theimplementatiorof the new soclet systemcallsis de-
scribed.Finally, themappingof thecontrolrequirements
to the codeis specified.

8.2.1 Labeling Thekerneldatastructuresverestud-

ied to identify the structuresusedinternally for soclets

(structsodk andstructsodcet), openconnectiorrequests
(structopenreques), messageéstructsk buff), andnet-

work interfaceqstructdevice). Sincethesestructuresre

privateto the kerneland have no specificsize require-
ments,they were extendedto include additionalfields,

asshovnin Table31.

The struct sok structurewasextendedto includethe
security class (sclasg and the SID (sid) of the sock-
et, the SID to usefor new soclets createdby connec-
tions to the soclet (newconnsid), a flag to indicatethe
use of the client SID for this purpose(useclieny, and
the SID of the peersoclet (peersid). The allocator
for struct sok objects,skalloc, initializes the security
classfield to the generalsoclet class,the SID field to
the SID of the currentprocessandthe peerSID field to
the any_sodet initial SID. The inet.createfunction set-
s the securityclassfield to be oneof TCP soclet, UD-
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P soclet, or raw IP soclet basedon the specifiedsock-
ettype. The unix_createfunction setsthe securityclass
field to be either Unix streamsoclet or Unix datagram
soclet. Theinetlisten andunixlisten functionssetthe

newconnsid field to the SID of the soclet by default.

The udp.connectand unix.dgram.connectfunctionsre-

setthe peersid field to the any_sodet initial SID if the

associations broken.

Themoreabstracstructsodet structureis embedded
in aninode structure(structinodg), which hasa secu-
rity classand SID field usedby the file controls. The
allocatorfor structsoket objects,sodc alloc, initializes
the securityclassandthe SID of theinodeto the general
soclet classandthe SID of the currentprocessrespec-
tively. Theinetcreateandunix_createfunctionssetthe
securityclassfield in the inodeto the samevalueasin
thestructsod object.

The struct openrequeststructure was extendedto
include the SID of the connection request (con-
n_requestsid) andthe SID to usewhenthesocletfor the
connections creatednewconnsid). This structuretem-
porarily storestheseSID valuesfor TCP until the new
sener socletis createdat the completionof the connec-
tion establishment.

The struct sk buff structurewas extendedto include
the SID of thesourcesoclet (ssasid), thedesiredSID of
the destinationsoclet (dsasid) andthe SID of the mes-
sage(msgsid). The allocatorfor structskbuff objects,
alloc_skh initializesthe sourcesoclket SID andthe mes-
sageSID to theunlabelednitial SID, andit initializesthe
destinatiorsoclet SID to theany.sodet initial SID. The
skhclong skhcopy, and skhreallocheadoom func-
tions presere the valuesof thesethreeSID fieldswhen
messagesare copied. The ip_defrag and ip_glue func-
tions ensurethat all fragmentsof a messagehave the
samevaluesfor the three SID fields and that the three
SID fieldsaresetcorrectlyfor the completemessage.

When a messageds allocatedfrom a soclet’s send
buffer, the sod& wmalloc function setsthe sourcesock-
et SID and messagesID to the SID of the soclet, and
thedestinatiorsoclet SID to the peerSID of the soclet.
Whenan unlabeledmessagés associatedvith a send-
ing soclet, the skh.setownerw inline function setsthe
threeSID fieldsin the samemanner Therearetwo spe-
cial casedor settingthe SID fields of an outboundTCP
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messageWhena SYN-AK is createdor anormalcon-
nection,tcp_male_synak setsthe sourcesoclket SID and
themessag&ID to thevalueof thenewconnsid field of

the struct openrequestobject, so that the SYN-AK is

labeledwith the SID of thesenersocletthatwill becre-
atedby theconnectiorratherthanthe SID of thelistening
soclket. Whenan ACK is sentto completea connection
handshag,thetcp_sendadk functionsetsthedestination
soclet SID to the any_sodet initial SID, sincethe lis-

tening socket may have a differentSID thanthe sener

soclet.

The struct device structurewas extendedto include
the SID of the network interface (sid) and the default
messageSID for the interface (defaultmsgsid). The
devinetioctl function setsthe SID field andthe default
messagesID field of the network interfaceif it hasnot
beenpreviously set. TheseSID valuesareobtainedrom
the securitysener basedon the nameof the network in-
terface.Whenanunlabelednessagés recevedonanet-
work interface theip_rcv functionsetsthe sourcesoclet
SID andthe messag&ID to the default messagé&ID of
the network interface,andthe destinationsocket SID to
theany.sodet initial SID.

When a TCP SYN is receved on a listening
TCP soclet, the tcp.v4_connrequestfunction setsthe
connrequestsid field of the newly allocated struc-
t openrequestobject to the sourcesoclet SID of the
messagelf the useclientflag is setfor the soclet, then
the newconnsid field of the openrequestobjectis al-
sosetto this value. Otherwise the nevconnsid field of
the openrequestobjectis copiedfrom the correspond-
ing field of the soclet. If SYNcookiesare beingused,
thenthe openrequestobjectis discardedand recreated
whentheclient's ACK is receved. In this case the con-
n_requestsid field is setto the SID of the ACK message.

Whena TCP ACK is receved for an existing struct
openrequestobject, the tcp_createopeneq.child func-
tion setsthe peerSID of the newly allocatedstruct sok
objectto the connrequestsid field of the openrequest
object,andit setsthe SID of the new soclet to the new-
connsid field of the openrequestobject. The security
classfor the newly allocatedstructsod objectis copied
from thelisteningsoclet. Whena connectionis accept-
ed, the inet.acceptfunction copiesthe soclet SID and
securityclassfrom the struct sodk objectinto the inode
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for thestructsodket object.

Whena TCP SYN-AK is recevedin the SYNSENT
state thetcp_rcv_state procesgunctionsetsthepeerSID
of the client soclet to the sourcesoclet SID of the mes-
sage. Whena SYNis receved in the SYNSENT state
(asimultaneouspen)thetcp_rcv_state procesgunction
setsthe peerSID of eachsocletto thesourcesoclet SID
of themessage.

For Unix streamsoclets,the equivalentprocessindor
connectionestablishmenbccursentirely within the u-
nix_streamconnectfunction. If the useclientflag is set
on the listening soclet, thenthe SID of the newly allo-
catedstruct sok objectis setto the SID of the client
soclet. Otherwise the SID of the new sener soclet is
copiedfrom the newvconnsid field of thelisteningsock-
et. The peerSID of theclient socletis setto the SID of
the sener soclet, andthe peerSID of the sener soclet
is setto the SID of theclient soclet.

8.2.2 API extensions ThelLinux socletcallsareim-
plementedaslibrary functionsthatinvoke a single sys-
tem call, sodetcall, with a parametethatindicatesthe
kind of call. Consequentlythe extendedsoclet calls
wereimplementedsimply by definingnew call valuesto
the sodketcall systemcall. To permitthe existing fchsid
call to beusedon soclets,theinode setattrfunctionwas
changedo call a new sod_chsid functionif a socketis
beingrelabeled.

Internally, the Linux network componenusesan ab-
stractinterfaceto call the codespecificto eachprotocol
family. Extendedormsof theconnectaccept getname
listen, sendmsgand recvmsgoperationswere addedto
the struct proto_opsstructureto supportthe correspond-
ing extendedsoclet calls. A chsid operationwasadded
to the struct proto_opsstructureto supportrelabelingof
soclets. An extendedform of the createoperationwas
addedto the netproto_family operationsvectorto sup-
portthe sodet secue call. Within eachprotocolfamily,
an abstractinterfaceis usedto call the transportlayer
protocolcode. Extendedforms of the connect sendms-
0, andrecvmsgperationsvereaddedo the structproto
structureto supportthe correspondingxtendedsoclet
calls.

The initialization function for ICMP (icm-
p.c._initfunc) was modified to use the extended
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create operationto create the icmp.soket with the
icmpsodet initial SID. Likewise, the initialization
functionfor TCP (tcp.ipv4.c_.initfunc) wasmodifiedto
createthetcp_sodet with thetcp_sodetinitial SID.

The inetcreate and unixcreate functions were
changedto set the SID of the soclet when a partic-
ular SID is specified. The inetlisten and unix_listen
functions were changedto set the newconnsid field
or the useclientfield of the soclet if the correspond-
ing parametemwas specified. The udp.connectand u-
nix_dgram.connectfunctions were changedto set the
peer SID of the socket. The unix.dgram.sendmsg
ip-build_xmit, and ip_build_xmit.slow functions were
changedo setthedestinatiorsocletSID and/orthemes-
sageSID of themessagdf particularvalueswerespeci-
fied. Thetcp_vd_connecfunctionwaschangedo setthe
destinationsoclet SID for the connectionrequestmes-
sageto the specifiedpeerSID. The tcp_v4_sendmsagnd
unix_streamsendmsgunctions were changedto com-
parethespecifiednessag&ID and/ordestinatiorsoclet
SID with theactualvaluesdeterminediuringconnection
establishment.

The udp.deliver, raw_rcv_skh unix find_other and u-
nix_dgram.sendmsgfunctions were changedto com-
parethe peerSID of the soclet with the sourcesock-
et SID of the messageandto comparethe SID of the
soclet with the destinationsoclet SID of the message.
Thetcp.v4_do_rcv functionwaschangedo comparethe
soclet SID with the destinationsoclet SID of the mes-
sagewhenamessagés recevedon alisteningsoclet. If
amismatchoccursonaraw IP soclet, thenthe pacletis
silently dropped.If a mismatchoccurson a UDP soclet
andthe packet wasto a unicastaddressthenan ICMP
portunreachablenessagés sentin reply. If amismatch
occursonaUDP socketandthepacletwassentto amul-
ticastor broadcasaddressthenthe messagés silently
dropped.If a mismatchoccurson a listeningTCP sock-
et,thena TCPresetis sentin reply. If amismatchoccurs
on a Unix domainsoclet, a connectionrefusederror is
returnedo the connectingor sendingprocess.

8.2.3 Control Requirements To minimizethe over-
headof permissionchecks,two AVC entry reference
fields (avcr andpeeravcr) wereaddedo the structsod
structureandoneAVC entryreferencdield wasaddedo
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the structdevice structure.The sk alloc functioninitial-
izesthesdfieldsfor new socketobjects.Thedevinetioctl
function initializes this field for deviceswhenthey are
firstaccessed.

Since acceptfom permissionis initially checled by
TCP whenthe openrequestobjectis created,an AVC
entry referencefield (avcr) was addedto the struc-
t openrequeststructure. This field is initialized when
anopenrequesbbjectis createdoy the cookiev4 ched
functionor thetcp_v4_connrequestunction. Thefield is
setin thesefunctionswhenit is usedfor the acceptfom
permissiorcheck.

To permit the connecttoand acceptfom permission-
s to be revalidatedwhen traffic is sentor receved on
anestablishedonnectiona connectiorpermissiorfield
(connperm) was also addedto the struct sok struc-
ture. When a new TCP sener soclet is created,the
tcp_createopeneq.child function setsconnperm field
to theacceptfompermissionandit copiestheavcr field
from the openrequestobjectinto the peeravcr field.
For client TCP soclets, the tcp_rcv_state processfunc-
tion setsthe connperm field to the connecttopermis-
sion. The peeravcr field is setin this function when
it is usedfor the connecttopermissioncheck. For Unix
streamsoclets, the connpermand peeravcr fields are
setby unix_streamconnector boththeclientsocketand
thesener soclet.

The control requirementamplementedin eachker
nel function for TCP communicationare shawvn in Ta-
ble 32. Only the classand permissionare shovn for
eachcontrolrequirementthe sourceSID andtargetSID
canbefoundin the correspondinglesigntable. If con-
necttopermissioris deniedduring connectiorestablish-
ment, a connectionrefusederror is returnedto the lo-
cal processand the soclet is shut down. If accept-
from or newconn permissionis deniedduring connec-
tion establishmenta TCP resetis sentin reply to the
connectionrequest. The permissionstoredin the con-
n_perm field is revalidatedby the tcp.do_sendmsgand
tcp_rcv_establishedunctions.If permissioris nolonger
grantedwhentcp_rcv_establishedeceivesa messagen
a connectionor whentcp_do_sendmsgttemptsto send
a messagen a connectionthena connectionreseter-
ror is returnedto thelocal processandthe socletis shut
down. If tcp_sendor tcp_recvpermissionis denied then
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CONTROL REQUIREMENT(S)
FUNCTION(S) CLASS | PERM
inetlisten soclet listen
soclet newvconn
inet.streamconnect soclet connect
inetaccept soclet accept
inetsendmsg soclet write
inetrecvmsg soclet read
tcp_v4_connrequest soclet newvconn
cookiev4_check soclet acceptfrom
tcp_rcv_stateprocess | soclet connectto
tcp_do_sendmsg soclet connectto
soclet acceptfrom
tcp_rev_established soclet connectto
soclet acceptfrom
ip_queuexmit, netif tcp.send
ip-build_andsendpkt, | node tcp.send
ip_forward,
ipmr_queuexmit
ip-recv netif tcp_recv
node tcprecv

Table32: Implementingthe controlrequirementgor TCP commu-
nication.

CONTROL REQUIREMENT(S)
FUNCTION(S) CLASS | PERM
unix_listen soclet listen
soclet nenconn
unix_accept soclet accept
unix_streamrecvmsg | soclet read
scmdetachfds fd receve
unix_streamconnect | soclet connect
soclet connectto
soclet newvconn
soclet acceptfrom
unix_streamsendmsg| soclet write
soclet connectto
soclet acceptfrom

Table33: Implementingthe control requirementgor Unix stream
communication.
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CONTROL REQUIREMENT(S)
FUNCTION(S) CLASS | PERM
inetdgramconnect | soclet connect
inetsendmsg soclet write
inetrecvmsg soclet read
udpsendmsg, soclet sendto
raw_sendmsg soclet sendmsg
udp.deliver, soclet recvfrom
raw_rcv_skb soclet recv.msg
ip-build_xmit, netif udp/ravip_send
ip_build_xmit_slow, | node udp/ravip_send
ip_forward
ip_rcv netif udp/ravip_recv

node udp/ravip_recv

Table34: Implementingthe control requirementsor UDP or raw

IP communication.

CONTROL REQUIREMENT(S)
FUNCTION(S) CLASS | PERM
unix.dgramconnect | soclet connect
unix.dgramrecvmsg | soclet read
scmdetachfds fd receve
unix.dgramsendmsg| soclet write

soclet sendto

soclet sendmsg

soclet recvfrom

soclet recv.msg

Table35: Implementinghecontrolrequirements$or Unix datagram
communication.

CONTROL REQUIREMENT(S)
FUNCTION(S) [ CLASS | PERM
inet.create, soclet create
unix_create
inetbind, soclet bind
unix_bind soclet namebind
inetgetname, soclet getattr
unix_getname
sockgetsockpt | soclet getopt
inet getsockpt
sock setsockpt | soclet setopt
inet.setsochkpt
inet.shutdavn, soclet shutdovn
unix_shutdevn

Table36: Implementinghecontrolrequirementsor theothersock-
etcalls.
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CONTROL REQUIREMENT(S)
FUNCTION(S) | CLASS | PERM
unix.ioctl soclet getattr
devinet.ioctl netif getattr
netif setattr
ip_rt_ioctl system | routecontrol
arp.ioctl system | arp.control
rarpioctl system | rarp.control
inetioctl system | netio_control
Table 37: Implementingthe control requirementgor ioctl com-

mands.

an ICMP port unreachablanessagés sentif the mes-
sagewaslocally generatear anICMP hostunreachable
messagés sentif themessagés beingforwarded.

Table33 shavs the controlrequirementsmplemented
in eachkernelfunctionfor Unix streamcommunication.
If newconn acceptfom, or connecttopermissionis de-
nied during connectiorestablishmenthena connection
refusederror is returnedto the connectingprocess. If
acceptfom or connecttopermissionis no longer grant-
ed whendatais senton the connectionthena connec-
tion reseterroris returnedo the sendingorocessandthe
socletis shutdown. If receivepermissioris notgranted
for anopenfile descriptionthenthe descriptorsandary
subsequerdescriptorsn the messagearediscarded.

Table34 shavs the controlrequirementsmplemented
in eachkernelfunctionfor UDP or raw IP communica-
tion. If recvflomor recumsgpermissioris deniedwhen
a UDP unicastmessagés receved, thenan ICMP port
unreachablenesssagés sentin reply. If eitherof these
permissionaredeniedfor a UDP multicastor broadcast
messager araw |IP messagehenthe messagés silent-
ly dropped.If udp_sendor rawip_sendpermissioris de-
nied, then a permissiondeniederror is returnedto the
local processf the messageavaslocally generatear an
ICMP hostunreachablenessagés sentif the message
is being forwarded. If udp.recvor rawip_recv permis-
sionis deniedfor a unicastmessagethenanICMP port
unreachablenessagés sent.

Table35 shavsthe controlrequirementémplemented
in eachkernelfunction for Unix datagramcommunica-
tion. If recvflomor recvmsgpermissioris deniedwhen
a messagés sent,thena connectiorrefusederroris re-
turnedto the sendingprocess.If receivepermissionis
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OBJECTCLASS PERMISSION(S) | DESCRIPTION
semaphorset associate Associatea key with a semaphorset
messagegueue read Read
message write Write
sharedmemory create Create
destry Destry
getattr Getattributes
Table38: Objectclassesor theLinux SystemV IPC component. setattr Setattributes

notgrantedor anopenfile descriptionthenthedescrip-
tors andary subsequentiescriptorsn the messageare
discarded.

The implementationof the control requirementgor
the other soclet calls is shavn in Table 36. The in-
et bind function only checksnamebind permissionif
the port numberis outsideof the rangeusedto automat-
ically bind soclets. The unix_bind function only checks
namebind permissionif the nameis in the file system
namespace Table 37 shaws the implementationof the
controlrequirementgor theioctl commands.

9 SystemV IPC

This sectiondescribeghe designandimplementation
of the Flask securitymechanismdor Linux SystemV
Inter-ProcessCommunication.

9.1 Design

This sectiondescribesour designfor integrating the
Flasksecuritymechanismto theLinux SystemvV IPC
component. It begins with a discussionof the object
classesindpermissionglefinedfor thecomponentThis
is followed by a descriptionof the control requirements
for thesystencallsusedto managendperformIPC op-
erations. Finally, the new IPC-relatedsystemcalls de-
finedfor security-avareapplicationsaredescribed.

9.1.1 Object Classes Thesetof objectclassedor the
SystemV IPC components shovn in Table38. A class
is definedfor eachSystemV IPC abstraction Addition-

ally, a classis definedfor individual messagewvithin a
messagejueue sothatmessagesanbeindividually la-

beledand controlled. By default, the SID of a System
V IPC objectwill be setto the SID of the creatingpro-

cess.For SystemV messagegueuesan additionalSID

attribute will beboundto eachmessageThatSID is set
by defaultto the SID of themessagsendingprocess.
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Table39: Permissiongor the semaphorebjectclass.

PERMISSION(S)| DESCRIPTION

associate Associatea key with aqueue
read Read

write Write

create Create

destry Destry

getattr Getattributes

setattr Setattributes

enqueue Messageamayresideon queue

Table40: Permissiongor themessagegueueobjectclass.

9.1.2 Permissions The permissiongefinedfor con-
trolling accesgo eachSystemV IPC object classare
shavn in Table39, Table40, Table41,andTable42.

Thesem@t, msgyet, andshmgt systemcallsandtheir
associatedsecuke variantseachrequireassociateaccess
to associat@ key with anID whenaccessin@nexisting
objectby key. If anobjectis beingcreatedandthe pro-
cesshascreatepermissionit is assumedhatit implicitly
hastheability to associata key with thecreatedPC ob-
ject andassociatepermissionis not required. Sincethe
key canalsobe obtainedvia semct] msgct| andshmctl
callswith the SEM_STAT, MSG_STAT, SHM_STAT, and
IPC_STAT optionsthesealso require associatepermis-
sion.

The semct{IPC_INFO), semc{SEMLINFO),
msgct{IPC_INFO), msgct{MSG_INFO), shm-
ctl(IPC_INFO) and shmct{SHM_INFO) system calls
return information to the calling processthat is com-
binedfrom all objectsof the given type without regard
to the object SID. The designthereforerestrictsuse of
thesecalls to processesvith a new systempermission
(ipc_info.) This accessis now necessanfor correct
functioning of the ipcs program. It may be desirable
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DESCRIPTION
Add amessag¢o aqueue
Remae amessagdrom aqueue

PERMISSION(S)
send
receve

Table41: Permissiongor themessagebijectclass.

PERMISSION(S)| DESCRIPTION

associate Associatea key with asggment
read Read

write Write

create Create

destry Destry

getattr Getattributes

setattr Setattributes

lock (Un)lock page(sjn memory

Table42: Permissiongor thesharedmemoryobjectclass.

in the future to modify the ipcs programto selectvely
returninformationbasedon the executingSID.

9.1.3 Control Requirements The control require-
mentsfor the SystemV IPC systemcalls are shown in
Table43, Table44,andTable45. For themostpartthese
areobviousextensionsof the standard.inux permission
bits.

Unlike for the file systemopencall, sem@t, msget,
shmeet and their _secue variantscan not validate the
requestedead or write permissionssincethesesystem
callsmayalsobeusedto obtainanid for usein thesem-
ctl, msgct] and shmctlcalls which may requireneither
readnorwrite permissiorto besuccessfulThereadand
write permissiongrechecledwhenmakingsystencalls
which performthe actualdataoperations.

Themessge queueobjectemploysthereadandwrite
permissiorto determindf a specificprocessnay utilize
a specificqueuefor receving or sendingmessages,e-
spectvely. In contrasthe messge objectemploys send
andreceivepermissiongo determinef a givenprocess
is allowedto receve or senda given message.The en-
gueuepermissioris usedto determinaf agivenmessage
is permittedto “passthrough”thegivenqueue.

9.1.4 API extensions New calls were addedto per

mit a processto createa SystemV IPC objectwith a
specifiedSID andto permita procesgo obtainthe SID
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CONTROL REQUIREMENT(S)
CALL(S) CLASS | PERM SSID TSID
semget, sem create current | sem
semgetsecure sem associate| current | sem
semsid sem getattr current | sem
semop(semop==0) sem read current | sem
semop(semop!=0) sem write current | sem
semctl. SEMSTAT, sem getattr current | sem
IPC_STAT sem associate| current | sem
semctl.IPCGETNCNT, | sem getattr current | sem
IPC_.GETPID,
IPC.GETZCNT
semctl.IPCSET sem setattr current | sem
semctl.IPCRMID sem destry current | sem
semctl.IPCGETALL, sem read current | sem
IPC_.GETVAL
semctl.IPCSETALL, sem write current | sem
IPC_SET\AL
semctl. SEMINFO, system | ipc.info current | kernel
IPC_INFO

Table43: Controlrequirementsor manipulatingsemaphores.

CONTROL REQUIREMENT(S)

CALL(S) CLASS | PERM SSID TSID
msgget, msgq create current | msgq
msggetsecure msgq associate| current | msgq
msgsid msgq getattr current | msgq
msgsnd, msgq write current | msgq
msgsndsecure msg send current | msg

msgq enqueue | msg msgq
msgrey msgq read current | msgq
msgrcvsecure msg receve current | msg
msgct.MSGSTAT, | msgq getattr current | msgq
IPC_STAT msgq associate| current | msgq
msgctl.IPCSET msgq setattr current | msgq
msgctl.IPCRMID msgq destry current | msgq
msgct.MSGINFO, | system | ipc.info current | kernel
IPC_INFO

Table44: Controlrequirementsor manipulatingnessageueues.
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CONTROL REQUIREMENT(S)

CALL(S) CLASS | PERM SSID TSID
shmget, shm create current | shm
shmgetsecure shm associate| current | shm
shmsid shm getattr current [ shm
shmat(SHM_RDONLY) shm read current [ shm
shmat(!SHM_RDONLY) | shm read current | shm

shm write current | shm
shmctl. SHMSTAT, shm getattr current | shm
IPC_STAT shm associate| current | shm
shmctl.IPCSET shm setattr current | shm
shmctl.IPCRMID shm destry current | shm
shmctl. SHMLOCK, shm lock current | shm
SHM_UNLOCK
shmctl. SHMINFO, system | ipc.info current | kernel
IPC_INFO

Table45: Controlrequirement$or manipulatingsharedmemory

of anexisting object. New callswerealsoaddecto per
mit a sendingprocesgo specify a particularSID for a
messag@andto permita receving procesgo obtainthe
SID of therecevedmessage.

The semsig msgsid and shmsidsystemcalls were
addedto retrieve the securityID for a given semaphace
set messge queue or shared memory sggment re-
spectvely. The sem@tsecue, msgetsecue, and
shmgt secue systemcallswereaddedo provide away
to requestinIPC objectwith a specificsecuritylD.

The msgsndsecue and msgrev_secue systemcalls
were addedto enablesendingandreceving a message
with aspecificSID to or from amessaggueue. Thems-
grev_secue call takesa SID referenceparametervhich
is eithera specificSID to usein selectinga messageor
anull or wildcard SID to allow the returnof a message
at ary SID to which accessds permitted. The call also
returnsthe SID of thereturnedmessageisingthis refer
ence.

9.2 Implementation

This sectiondescribesour implementationfor inte-
grating the Flask security mechanismsnto the Linux
SystemV IPC component.

9.2.1 Labeling New structures (semidkernel and
msqidkerne) were added to parallel (and contain)
semiddsandmsgiddsrespectiely. This permitsthe k-
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ernelto maintainSIDsin the datastructureswithout al-
teringthepublic versionsof eachstructureandthethere-
by the existing APl. A numberof small changeswere
madein sem.h msgh, sem.cand msgc to accommo-
datethe new structures. Theseare similar to the exist-
ing shmidkernel structurewhich is usedto maintaink-
ernelmappingsfor memorysegments. The addition of
label datato eachof thesethreestructureds controlled
by conditionalcompiledirectives,however, the new ker-
nel structuregshemseleswereaddedo thebasecodeas
weretherelatedstructurereferences.

9.2.2 API Extensions In reality no new systemcall-
s were added,althougheight new APIs were addedto
the systemcall interface. The nen APIs utilize the
previously existing sysipc systemcall demultiplexer in
sysi386.cto dispatchthenew IPCrelatedcalls. Current-
ly only theIntel 32-bitarchitecturéhasbeenmodified.

Thesem@gt secue, msgyet secue, andshmgetsecure
callsallow acallerto requestanIPC objectwith a given
key andagivenSID. If thecallerhascreateacces$®utthe
key is alreadyallocatedto anIPC objectwith a different
SID, thecalleris returnedEACCES.

The msgev and msgev_secue calls skip messages
thatarelabeledwith a SID for which the calling process
doesnothavereceiveaccessatherthanreturnEACCES.
This may resultin accesschecksbeing performedand
denialof accesdeingauditedfor messagewhoseexis-
tenceis not evenapparento the calling processvhena)
themsgev callis used,or themsgrev_secue call is used
with aSID of SECSIDWILD or SECSIDNULL, andb)
messagesxist on the queuefor which the procesddoes
not have receivepermissionandc) acceshasbeenre-
voked from the procesdor the queueor from messages
to which it had accesswhenit called msgcv or msgr
cv_secue. In that(unusuallcasethecalling procesawill
alsowait indefinitelyfor amessage.

A beneficialimplication of the interactionsbetween
theread write, receive send and enqueugermissions
andindependentIDs for messge queuesand individ-
ual messgesis that policies may be developedwhich
allow restrictedmulti-level messagegueues.Thesemay
be desiredto createa corvenientone-way communica-
tion mechanisnfor processesPolicy writers, of course,
needto carefully considerthe the implicationsof sucha
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one-way channeif it is desiredandimplemented.

9.2.3 Control Requirements The semct] ms-
gctl and shmctl system calls with the IPC_RMID

or IPC_SET options each allowed a process with

CAP_SYS.ADMIN to bypassthe standard.inux owner
checks.The Flaskcheckshowever, arenot bypassedby

CAP_SYS ADMIN, andasdescribedn Section5.2,the
useof CAP_.SYS ADMIN evento bypassthe standard
ownercheckss subjectto additionalFlaskchecks.

Eachcontrolpointthathasthe potentialto generaten
auditrecordaddsthe ID of the semaphoreet, message
gueuepr sharednemoryregionto theauditdatainclud-
edin therecord.

The shma{!SHM_RDONLY) control point is imple-
mentedas a check for read and write since the logi-
cal semanticaswell asthe x86 implementatiorof not-
readonlyarereadandwrite.

Since shmatalso writes the accessgrantedinto the
memorysggmentstructuregor hardwareuseon eachac-
cessacall-backwill eventuallybenecessaryo allow the
accesgontrolembodiedn the memorystructureso be
revalidatedor revokedon a policy change.

The casestatementonditionsin the syssemctlfunc-
tion wereslightly reorderedo collect someread based
accesxchecksand getattr accesschecksthat were both
coveredby the standardLinux read permissionbit. A
seeminglyredundantcheckwas found for the "ID Re-
moved” (EIDRM) conditionbetweenswitch statements
in thatfunctionthatwasalreadycoveredby the checkat
the beginning of syssemctl Thefirst casein the switch
following the EIDRM checkis a permissioncheckfor
GETALL thatalsoseemso beredundantvith thecheck
previously performedin the casesabove. No control
point wasaddedfor the secondpermissioncheckasthe
previous permissioncheckshouldstill be valid. (There
are no processsleepsin the GETALL code path be-
tweenthesepoints.) No otherchangesveremadeto im-
prove theflow of thecasestatementsasthis wasseenas
counterproductive giventhe reomganizationin later ker-
nelversions.

The semexit function performsa checkwhenfreeing
undostructureghatthesemaphorealuesdonotbecome
negative. A printk wasaddedafterthatcheckto allow de-
tectfailureof thatassumptionSincetheprintk shouldn-

58

everbeexecutedunlesghereis akernelbug, thereshould
benoimpactfrom this change.

10 SystemCall Review

Thissectioncontaingheresultsof areview of theLin-
ux/i386systemcall interfaceto determinevhataddition-
al Flaskcontrolsareneeded.The following subsections
describaheresultsfor eachcategory of systencalls. As
controlsrecommendedh this review areimplemented,
the correspondingdiscussionshould be removed from
this sectionandintegratedinto an appropriatesectionof
thedocument.

10.1 ProcesdManagement

Thissubsectiomescribesheresultsof thesystemcall
review for callsrelatedto processnanagement.

10.1.1 Scheduling Flask provides controlsover the
ability to obsene or modify the schedulingcharacteris-
tics of otherprocesseandtheability to increasepriority.
However, Flask doesnot yet provide a schedulingpol-
icy. Supportfor a new schedulingpolicy basedon the
securitycontexts of processesvould be desirable.Such
supportwill likely requirea new interfaceto thesecurity
sener.

10.1.2 Sessionsand ProcessGroups The ability to

obseneor setthesessiorandprocesgroupidentifiersof

otherprocessess controlledby Flask,but thesessiorand
procesgroupabstractionsarenot labeledor controlled.
The Flaskmechanismgould be usedto provide a label

for eachsessiorandprocesgroup,to controlwhatpro-

cessesnaybein eachprocesgroup,andto controlwhat
terminal may sene asthe controlling terminal for each
procesgroup.However, it is not clearthatsuchlabeling

andcontrolsareneededsincesignaldelivery andtermi-

nal accessare controlledthroughthe existing Flasksig-

nal andfile controls. Furtherstudyof the useof session
andprocesgroupsis needed.

10.1.3 Userand Groupldentity Thesetuid, seteuid
, setieuid, setesuid, andsetfsuidcalls may be usedto
settheuseridentity attributesof thecalling processThe
setgid, set@id , setegid , setesgid, setfsgid, andset-
groups calls may be usedto setthe group identity at-
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tributesof the calling process. Linux permitsunprivi-

leged processeso perform certainkinds of changedo

their identity attributes, suchas changingthe effective
identity to the real identity or vice versa,or changing
the effective identity to the savedidentity. Linux permits
moregeneralkchangesn identity for processethathave
the CAP_.SETUIDandCAP.SETGIDcapabilities.

Thesecalls only affect the private stateof the calling
processFurthermoretheFlaskcontrolsarenotbasen
the Linux identity attributes. Consequentlychangesn
Linux identity attributesareirrelevantto the Flasksecu-
rity policy anddo notneecto be controlledby thepolicy.
However, it may be valuableto provide Flask control-
s on thesecalls to allow the policy to confinechanges
in Linux identity. The Flask cap_setuidand cap setgid
permissionsare checled whenthe correspondingapa-
bilities are requiredby Linux. If it is desirablefor the
policy to be ableto confineLinux identity changesthen
new Flaskpermissionseedto be definedto controlall
usesof thesesystemcalls.

10.1.4 Capabilities The ability to get or setthe ca-
pability setsof anotherprocessis controlledby Flask.
Flask controlsthe use of capabilitiesby requiring that
a processalso have a correspondingapability permis-
sion. Hence,possessionf a capabilityis necessarput
not sufficient to have the correspondingrivilege when
Flaskis enabled SinceFlaskdirectly controlsthe useof
capabilitiesjt is not necessaryo controlthe settingand
inheritanceof capabilitysetsotherthanensuringthatthe
ability of a processto obsenre or changethe capability
setsof anothemprocesss controlled.

Flaskcould be extendedto provide afiner-grainedre-
placemenmechanisnior capabilities.Suchamechanis-
m wasdevelopedfor oneof Flask’s predecessorshe D-
TOS system.This mechanisnpermittedprivilegesto be
grantedbasedon both the attributesof the processand
the attributes of the relevant object, e.g. discretionary
readoverridecouldbegrantedo a particularsetof files.
Sincethe mechanisnobtainedprivilege decisionsfrom
the Flasksecuritysener, managemendf privilegeswas
centralizedandverificationthat privilegeswere granted
appropriatelywasstraightforvard.
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10.1.5 Timers Thealarmandsetitimercalls maybe
usedto arrangefor a signalto be sentto the calling pro-
cessafteraninterval. The getitimer call obtainsthe val-
ue of aninterval timer. The calls are implementedin
kernel/stied.candkernel/itimerc. Currently no control-
s are performed. A processcould arrangefor a signal
to be deliveredand performan execveor execvesecue
beforethe signalis generatedthuseffectively delivering
a signalto itself after a SID change. This signalis not
subjectto ary accesshecking soadditionalcontrolsare
necessaryvhenthe execveis performed. Timers could
be cleareduponan execvethat changesSID if the call-
ing procesdackstheappropriatesignalpermissiorto the
transformedprocess.

10.1.6 Resource Limits and Usage The setrlimit
call may be usedto changethe resourcelimits for
the calling process. The call is implementedin ker-
nel/sys.c Linux requiresthe CAP_.SYSRESOURCEa-
pability to usethe setrlimit call to increasethe soft or
hardlimit abovethecurrenthardlimits, soFlaskrequires
cap.sysresouce underthe sameconditions.Flaskdoes
not provide a procesgesourcdimit policy. Supportfor
definingresourcdimits basednthe securitycontexts of
processesvould be desirable.For now, Flaskonly con-
trols the ability to increasethe limit above the current
hardlimit.

The getrusage call may be usedto get resourceus-
ageinformationfor the calling processandits children.
Similarly, the timescall may be usedto obtainthetime
usageof the calling processandits children. Linux does
not controlthe useof thesecalls. Sincethe usagestatis-
tics of a child processare only addedinto the parents
combinedstatisticsfor its childrenif theparentreapsthe
child, the existing Flaskwait controlsaresufficient. No
othercontrolsseemnecessary

10.1.7 Other ProcessCalls The prctl call is a gen-
eralinterfacefor performingoperationson a process.|t
only supportsa single operationthat setsor clearsthe
signalthatthe calling processwill receire whenits par
entdies. The existing Flask controlsfor signalsensure
thatthe delivery of the signalis controlled. However, it
would be usefulto checkthe appropriatesignal permis-
sionwhenthis call is usedsothatthe calling proceswill
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beawareof any permissiorfailure.

The rt_sigqueueinfacall is a variantof kill for real-
time signals. This call is alreadycontrolledthroughthe
existing Flasksignalpermissions.

Thegetpidandgetppidcallsmaybeusedto obtainthe
processdentifierof thecalling processandits parente-
spectvely. Thegetpidcall doesnotrequireary controls,
sinceit only revealsprivate stateof the calling process.
The getppid call would only needto be controlledif it
would be usefulto concealthe PID of the parent,but
suchaneedis notevident.

10.2 Memory Management

This subsectiordescribesheresultsof thesystemcall
review for callsrelatedto memorymanagement.

The mprotect call may be usedto setthe protection
on a region of memory The call is implementedn m-
m/mpotect.c Linux requiresthatthe new protectionbe
asubsebf themaximumprotectionon the mapping.For
anorymousmemoryor a privatecopy-on-writemapping

of a file, the maximum protectionallows all accesses.

For a sharedmapping,the maximumprotectionalways
allows readandexecuteaccessut only allows write ac-
cessf thefile is openfor writing.
Flaskensureshatmprotectcannotbe usedto increase
the currentprotectionon memory-mappediles beyond
what the security policy authorizes. Flask shouldalso
controltheability to executeanorymousmemory A nev
permissioncould be introducedbasedon the SID of a
procesghat controlswhetherthe processs allowed to
executeanorymousmemory

The mlodk and munlod calls may be usedto disable
andreenableagingfor arangeof memory The mlok-
all andmunlodall callsmaybeusedto disableandreen-
ablepagingfor all pagesmappednto the addresspace
of the calling process. Thesecalls are implementedn
mm/mlo&.c. Linux requiresCAP_IPC_LOCK to disable
paging,so Flask requirescap.ipc_lock permission. No
additionalcontrolsseemnecessary

10.3 File System

This subsectiomescribesheresultsof thesystemcall
review for callsrelatedto thefile system.

The nfsservctlcall is the interfaceto the kernel NFS
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daemonThecallis implementedn fs/nfsd/nfsctl.cLin-

ux requiresCAP_.SYSADMIN to usethe call, so Flask
requirescap.sysadminpermission Sincethe Flaskcon-
trols have not yet beenintegratedinto the Linux NFS
implementationno further controlsarerequiredat this

time. Separatg@ermissiongor theindividual operations
may beintroducedatalatertime.

Thequotactlcall maybe usedto manipulatedisk quo-
tas. This call is implementedin fs/dquot.c Linux re-
quiresCAP.SYSRESOURCHor enablingor disabling
quotas,getting the quota of anotheruseror group, or
settinga quota. Hence,Flaskrequirescap_sysresouce
permissionfor thesecommands. When enablingquo-
tas,a quotafile is specified.This file mustalreadyexist,
typically beingcreatedoy the quotaded program.The
file is openedor readandwrite accessandthe existing
Flaskfile accesontrolsareapplied. It might be useful
to adda new permissioncontrolling what files may be
usedasquotafiles. Linux doesnot control the quotactl
commanddor syncingthe quotafiles, obtainingquota-
relatedstatistics,or obtainingthe quotalimits and cur-
rentusagefor useror groupof thecalling processFlask
doesnotprovideadiskquotapolicy. Supporfor defining
disk quotasbasedon the securitycontexts of processes
would bedesirable.

The bdflushcall may be usedto start, flush or tune
the buffer-dirty flush daemon.The call is implemented
in fs/kuffer.c. Linux requiresthe CAP_.SYSADMIN ca-
pability, so Flaskrequirescap_.sysadminpermission.It
might be usefulto add new permissiongo control the
individual operationgrovidedby thecall.

The swaponand swapof calls may be usedto start
and stop swappingto a file or device. Linux requires
CAP_SYSADMIN andsearchaccesdo thefile to useei-
ther call. Flaskrequirescap.sysadminpermissionand
seach permission.It might be usefulto adda new per
missioncontrollingwhatfiles maybe usedasswapfiles.

Thechroot systencall maybeusedto changeheroot
directory The call is implementedin fs/open.c Lin-
ux requiressearchaccesdgo the new root directoryand
CAP_SYSCHROOT. Flaskrequiressearch permissiorto
the new root directory and cap.syschroot permission.
No furthercontrolsseento be necessary
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10.4 Kernel Modules

This subsectiomescribesheresultsof thesystemcall
review for callsrelatedto kernelmodules.

Thecreatemodulecall maybeusedto registeraname
andtoresenekernelmemoryfor aloadablemodule. The
init_modulecall may be usedto load a relocatednodule
imageinto kernelmemoryandto run the modules ini-
tializationfunction. The deletemodulecall maybe used
to remove modules. Thesecalls areimplementedn k-
ernel/modulec. Linux requiresCAP.SYSMODULE to
useary of thesethreecalls, and Flaskrequiresthe cor
respondingcap.sysmodule permission. No additional
controlsseento benecessaryor thesecalls.

The querymodulecall may be usedto obtain infor-
mationrelatedto loadablemodules.Theget kernelL.syms
call may be usedto obtainthe kernelandmodulessym-
bols. Thiscall is obsoletedy querymodule Linux does
not control the use of thesetwo calls. Flask controls
shouldbedefinedfor thesecallsto controltheir use.

The kernelmoduleloader(kernel/lkmod.§ runs mod-
probeto automaticallyload moduleswhenthey arere-
guestedThekernelmoduleloaderrunsasthe superuser
with all capabilitiesenabled.The kernelmoduleloader
waschangedor Flaskto runwith the kmodinitial SID.
Otherwisethe Flaskcontrolswould bebasednthe SID
of theuserprocess.

Although the Flask controlsfor module-relatectalls
are straightforvard, protectionof the kernelmodulefa-
cility requiresconfiguratiorof thesecuritypolicy to label
andcontrolaccesso the moduleobjectfiles, themodule
utilities, the module configurationfiles, and the kernel
pathfor modprobe.The policy configurationfor kernel
moduless describedn [7].

10.5 SystemOperations

This subsectiomescribesheresultsof thesystemcall
review for callsrelatedto theoverall system.

The stimeandsettimeofdayystemcalls may be used
to setthe systemtime and date. Both calls areimple-
mentedn kernel/timec. Linux requiresSCAP.SYSTIME
to usethesecalls, so a processmust have the Flask
cap.systime permissionto usethesecalls. No further
controlsseemto be necessaryThe adjtimex call maybe

usedto reador modify the clock adjustmenparameters.
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This callis implementedn kernel/timec. Linux requires
CAP_SYSTIME to usethis call to modify the parame-
ters,so Flaskrequirescap.systime No further controls
seemnecessary

The sethostnamend setdomainnamealls may be
usedto set the host and domain namesfor the sys-
tem. Linux requiresCAP_SYSADMIN to useeithercall.
Flaskrequirescap_sysadminpermission No othercon-
trols seemnecessary

The acct call may be usedto enable or disable
processaccounting. The call is implementedin ker-
nel/acct.c Linux requiresthe calling processto have
CAP_SYSPACCT to usethe call. If the call is usedto
settheaccountindile, thenthecalling processnustalso
be ableto openthe accountingfile with appendaccess.
TheFlaskcap.syspacctpermissionris checledwhenthe
callis used,andthe Flaskfile mandatoryaccessontrols
arechecled if anaccountingfile is specified. It might
be usefulto adda new permissioncontrolling whatfiles
may be usedfor accounting.

The rebootcall may be usedto rebootthe systemor
to enableor disabletherebootkeystroke. Thecall is im-
plementedn kernel/sys.cLinux requireshatthecalling
proceshave CAP_.SYSBOOIT, soFlaskrequireshatthe
calling processhave cap sysboot permission.No other
controlsseemnecessary

The ioperm call may be usedto set I/O port ac-
cesspermissionbits for the calling processor a spec-
ified port and range. The call may only be usedfor
the first 0x3ff I/O ports. This call is implementedin
arch/i386/lkernel/ioport.c If the permissionbits are be-
ing setto anything non-zerothenLinux requireshatthe
calling processhave CAP_.SYSRAWIO. Thus, Flaskre-
quiresthecorrespondingap_sysrawio permission Port
accespermissionsrenotinheritedon fork but they are
inheritedacrossexecve New Flask controlsshouldbe
definedto controlinheritanceof port accesgpermission-
s. It mayalsobedesirableto supportindividual labeling
of differentl/O portsandto adda permissiorcontrolling
accesgo particularports.

Theiopl call may be usedto changethe I/O privilege
level of the calling process. The call is necessanfor
moreportsthan0x3ff. For example,the call is usedby
8514-compatibl&X senersto rununderLinux. This call
isimplementedn arch/i386/kernel/ioport.c If the privi-
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legelevel is beingincreasedthenLinux requireshatthe
calling processhave CAP_.SYSRAWIOQ. Thus, Flaskre-
quiresthecorrespondingap.sysrawio permission.The
privilege level is inherited on fork and acrossexecve
New Flask controlsshouldbe definedto control inher
itanceof I/O privilegelevels. It mayalsobedesirableo
addseparateermissiondor thedifferentlevels.

The sysla@ call may be usedto reador clearthe k-
ernel messageing buffer and to set the consolelog
level. Linux requiresthat the calling processhave
CAP_SYSADMIN to useary syslogoperatiorexceptfor
the operationto readthe last4k of messagem thering
buffer. Hence,Flaskrequirescap sysadminpermission
for all of the other operations. Separate-lask permis-
sionsshouldbe definedfor the differentkinds of syslog
operationsge.g. separatgermissiongo controlreading
andclearingthelast4k of messagesersuschangingthe
consoldog level. Additionally, it seemslesirablgo con-
trol the ability of processeso readthe last 4k of mes-
sagessoa Flaskpermissiornshouldbe addedto control
this operation.

Thesysinfocall maybe usedto obtaininformationon
overall systemstatisticssuchasthe load average avail-
able memory and numberof currentprocesses Linux
doesnot control the ability to usethis call. A Flaskper
missionshouldbe definedto controlthe useof this call.

11 ToDo

This sectionliststasksthathave notyetbeencomplet-
edfor integratingthe Flasksecuritymechanismto the
Linux kernel.

Add controlsidentifiedby systemcall review
Performfunctionalandperformanceesting

Add mandatorycontrolsfor SystemV IPC
IntegratelPSECwith network mandatorycontrols
Add mandatorycontrolsfor NFS

Add supportfor polyinstantiatedlirectories

Add supportfor polyinstantiategorts

Add notificationsfor completecbperations
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e Add policy changecallbacks

¢ Integratefile cryptographywith file mandatorycon-
trols

e Replace SIDs with SID descriptors (reference-
countedSIDs)
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